FortiWeb Al Security

This workshop explores Al security capabilities in FortiWeb, focusing on how modern
applications integrate LLMs, Al tools, and how a Web Application Firewall (WAF) protects
these systems from emerging Al-driven attack vectors.

7 Agenda
Time Type Module
20 min B Presentation FortiWeb Introduction & Use Cases
30 min M Presentation ML-Based Anomaly Detection
30 min B Presentation MCP Protection
20 min M Presentation FortiAl Assistant
30 min & Hands-On Lab Access & Environment Tour (Labs 1-2)
20 min & Hands-On FortiWeb Overview & Traffic Visibility (Lab 3)
60 min & Hands-On ML-Based Anomaly Detection (Lab 4)
60 min @ Hands-On MCP Protection (Lab 5)
30 min @ Hands-On FortiAl Assistant (Lab 6)

Total duration: 5 hours

== Learning Materials



B Fortiweb Al Security Presentation (Power Point)
] Present MCP Introduction (HTML) ® Download MCP Introduction (ZIP)

] An interactive simulation of the Model Context Protocol — MCP Glass Box Demo (HTML)

® MCP Training Links

[Z Anthropic — Introduction to Model Context Protocol

[© Hugging Face — Model Context Protocol (MCP) Course

(4 Deeplearning.Al — MCP: Build Rich-Context Al Apps with Anthropic

[4 Microsoft Developer — MCP for Beginners: Full Course (Lessons 1-11)

%’ Labs

@ Lab1—Lab Access v

Access the lab environment and verify connectivity to the Fortiweb demo platform.

= Start Lab

@ Lab2—Environment Tour v

Review the Lab configuration and understand the environment used in the exercises.

= Start Lab

@ Lab 3 —FortiWeb Overview v

Explore the FortiWeb dashboards, content routing, and traffic visibility while observing real
attack detection.

=» Start Lab



https://latam.amerintlxperts.com/presentations/05_FortiWeb_AI_Security.pptx
https://latam.amerintlxperts.com/ai/mcp-intro/index.html
https://latam.amerintlxperts.com/presentations/mcp-intro.zip
https://latam.amerintlxperts.com/ai/mcp-intro/mcp-glass-box-demo.html
https://anthropic.skilljar.com/introduction-to-model-context-protocol
https://huggingface.co/learn/mcp-course/unit0/introduction
https://learn.deeplearning.ai/courses/mcp-build-rich-context-ai-apps-with-anthropic/information
https://www.youtube.com/watch?v=VfZlglOWWZw
https://latam.amerintlxperts.com/ai/01-lab-access.html
https://latam.amerintlxperts.com/ai/02-environment-tour.html
https://latam.amerintlxperts.com/ai/03-fortiweb-overview.html

@ Lab 4 — ML Anomaly Detection

Use ML-based anomaly detection to identify zero-day attacks that bypass traditional
signature-based protection.

= Start Lab

@ Lab5— MCP Protection

Secure Model Context Protocol (MCP) servers with FortiWeb WAF protections.

= Start Lab

@ Lab 6 —FortiAl Assistant

Use FortiAl's natural-language assistant to analyze attack logs in real time, understand
FortiWeb features, and receive actionable operational guidance.

= Start Lab



https://latam.amerintlxperts.com/ai/04-anomaly-detection.html
https://latam.amerintlxperts.com/ai/05-mcp-protection.html
https://latam.amerintlxperts.com/ai/06-fortiai-assistant.html

Lab 1: Lab Access

This lab is the starting point for your hands-on experience. You will identify your dedicated
FortiWeb environment, verify your credentials, and establish connectivity to all required
systems.

@ Lab Objectives

@ What you will learn

In this lab, you will:

« |dentify your assigned unique lab environment.

Connect to the Windows (RDP) management host.

Access the FortiWeb (HTTPS) GUI.

Establish an SSH connection to the Ubuntu server.

Validate credentials and connectivity across the entire topology.

> Lab Components

The lab environment consists of three virtual machines:

V.

—-_)

Windows 11 FortiWeb Ubuntu
Client WAF Apps



https://latam.amerintlxperts.com/ai/images/01-lab-access/lab-components.png
https://latam.amerintlxperts.com/ai/images/01-lab-access/lab-components.png

System Description

M \Windows 1 Client machine
J FortiWeb Web Application Firewall
& Ubuntu Backend applications

%/ Lab Connection

10.0.1.5

10.0.1.4

10.0.3.4

Hosthame

win-xperts.labsec.ca

fwb-xperts.labsec.ca

ubuntu-xperts.labsec.ca

In this section, you will connect to your lab environment and access the different

components of the infrastructure.

Q 99 Step 1- Environment Assignment

Before starting, you must select your name in the table below.

The access information on this page will automatically update with your assigned

Environment ID.

Important

Ensure your Environment ID is correctly displayed before attempting to connect to any

system.

Environment ID: fwbXX
@ Student name:Unknown Student

o M Windows address: fwbXX-client.eastus.cloudapp.azure.com (RDP)

o J FortiWeb address: fwbxX-fortiweb.eastus.cloudapp.azure.com (HTTPS port

8443)

e 4 Ubuntu address: fwbXX-ubuntu.eastus.cloudapp.azure.com (SSH)




0 %’ Step 2 - Connect to Your Lab Environment

Use the following credentials for all systems in your environment:

e Username: fortiadmin

e Password: XpertslLab-2026

™ Windows 11 (RDP)

Connect to the Windows client using a Remote Desktop client:

fwbXX-client.eastus.cloudapp.azure.com

ﬁ]’i“:'fﬁf_ op Connection —
| Remote Desktop
>< Connection
Computer: | fwh23-client eastus cloudapp azure.com W

Usermname: client-vmfwbadmin

Saved credentials will be used to connect to this computer.
You can edit or delete these credentials.

= Show Options Connect Help

You are now logged into your Windows session.



https://latam.amerintlxperts.com/ai/images/01-lab-access/windows-rdp-client.png
https://latam.amerintlxperts.com/ai/images/01-lab-access/windows-rdp-client.png

v Details

Qe S@ui2.Cae L= R

J FortiWeb WAF (HTTPS)

Access the FortiWeb GUI using one of the following options:

From your local computer
https://[fwbXX-fortiweb.eastus.cloudapp.azure.com:8443

From the Windows lab client

https://fwb-xperts.labsec.ca:8443

Alternatively, in case of DNS issues, you can use the direct IP address:
https://10.0.1.4:8443

You are now on the FortiWeb main page (Status Dashboard).



https://latam.amerintlxperts.com/ai/images/01-lab-access/windows-rdp-session.png
https://latam.amerintlxperts.com/ai/images/01-lab-access/windows-rdp-session.png
https://fwb-xperts.labsec.ca:8443/
https://fwb-xperts.labsec.ca:8443/
https://10.0.1.4:8443/
https://10.0.1.4:8443/

v Details

FortiwWeb-vM

> @ ©

© fwbadmin +

@ Dashboard + Add Widget

Status

+ System Information [ - Licenses [ 3 ~ | |System Resources i~ | |Attack Log Widget [*2 A

FortiView Topology HA Status Standalone © VMLicense CPU Usage

ForlVSwWCOuRL = Host Name FortiWeb-VM © Support Contract
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. i © Credential Stuffing Defense NoData
% Network N em Time Tue Mar 24 18:34:37 2026 i Log Disktatus °
ortiSandbox
& System > || Firmware Version Fortiweb-Azure | Database Status °
80.4build0095(GAM)260: | © GEODB
) Security Fabric > Total Connections 0
2 u 5 || System Uptime [12 day(s) 1 hour(s) 25 min(s| | @ Fuzzy Web Shell DB
2 User - - Total Connections / Second 0
B poliey 5 | | Administrative Domain © Disabled © Client-Side Protection
= Server Objects > . =
¢ Application Delivery > | [Throughput Policy Total HTTP Throughput~ | &~ | | Attack Event History Attacks By Threatlevel~ Timelnterval 1Hour~ & i+
& Web Protection > 1.00Kb 1
it N
2 Bot Mitigation 075
2 APl Protection > 0.80Kb
05
© DoSProtection >
& 1P Protection > 0.60Kb. 025
0 Tracking > 0
@ WebVunerabilityScan > 0.40Kb 03-2417:3  032417:44  03-2417:54 03241804 03241814 03-2418:29
£ LogS&Report > M Critical MiSevere | Substantial EMIModerate ~ Low  Informational
0.20kb Threat Level Total Drilidown
NoData
0.00Kb
L 183345 183355 16:3405 183415 18:3425 183435 Total Attacks ° )

& Ubuntu server (SSH)
Connect to the Ubuntu server using one of the following options:

From your local computer
ssh fortiadmin@fwbXX-ubuntu.eastus.cloudapp.azure.com

From the Windows lab client

Open a terminal (PowerShell or Command Prompt) and connect using:
ssh fortiadmin@ubuntu-xperts.labsec.ca
Alternatively, in case of DNS issues, you can use the direct IP address:

ssh fortiadmin@10.0.3.4



https://latam.amerintlxperts.com/ai/images/01-lab-access/fortiweb-https.png
https://latam.amerintlxperts.com/ai/images/01-lab-access/fortiweb-https.png

v Details

eastus.cloudapp.
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* Documentation:
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% Conclusion

/ Lab Completed!

You have successfully initialized your environment. By completing this lab, you have:

« ldentified your specific lab environment and Environment ID.
e Verified access to the Windows, FortiWeb, and Ubuntu systems.

» Validated that your credentials work across all platforms.

Your environment is now fully reachable. You are ready to proceed to the next lab.

Mark as complete



https://latam.amerintlxperts.com/ai/images/01-lab-access/ubuntu-ssh.png
https://latam.amerintlxperts.com/ai/images/01-lab-access/ubuntu-ssh.png

Lab 2: Environment Tour

@ Lab Objectives

In this lab, you will:

e Discover the FortiWeb lab environment architecture
» |dentify the key components: Windows client, FortiWeb, and Ubuntu server
+ Validate access to all systems

* Observe the protected applications

s Lab Architecture



) Lab Tasks



@ ™ Explore the client environment

The Windows client is the main entry point of the lab.

¢ Open Microsoft Edge
¢ Open the FortiWeb Labs folder in your browser bookmarks.

e Test access to the DVWA bookmark

c(@ o) v Y

Ca fortWeblabs @ E2 Inort fovoites

& G A Notsecure dvwa-xpertslabsec.ca/login.php

v B Newwd (=Y g ~ [ Login:: Damn Vulnerable Web Apy X+

| Caronweblsns ©  EJ importiswortes

@ XPERTS Hands-on-Labs

® --Consoles--- Switchto anewlook @ )
© rerves o i DVL/ A\

® Fortiweb Demo Tool
@ MCP Demo Tool

=. Microsoft
[ 8anking Application
@ MCP Server
® Juiceshop
® Petstore Search the web ] 9

® speedtest

[ Login

[ +

MSN Add shorteut

A e Gy SO

472612026

On the desktop:

e Locate and open the Cherry Studio client

« When prompted, click Skip to bypass the login screen



https://latam.amerintlxperts.com/ai/images/02-environment-tour/windows-client-dvwa.png
https://latam.amerintlxperts.com/ai/images/02-environment-tour/windows-client-dvwa.png

v Details

Welcome to Cherry Studio

ces with CherryIN

Login with CherryIN

Choose Other Providers

s2F
Cloudy

Qs tODOu @2 AR o S

@ Home % Agents +
Assistants Topics @ Dcfouttassitant > @ Quen Cheryl &
+ Add Assistant

& DefaultAssistant

> Gy R Q sern i B -Ca 20O OB = LR

This steps validate the client environment.



https://latam.amerintlxperts.com/ai/images/02-environment-tour/windows-client-cherry-studio-skip.png
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é Using the lab documentation

In the browser bookmarks, you will also find the XPERTS Hands-on Labs documentation.

From this point onward, use the documentation directly from the Windows client.

This makes it easier to follow the lab instructions and open the provided links during the labs.

£ Handsonlabs-Handsonlabs X
& G O hips//canadasmerintisperts.com/hands-on-labs i
faforMeblabs @ £ Importfavortes

FERTINET | canaoh

XPERTS SUMMIT Home

Agenda  Handsonlabs  Speakers

lient eastus.cloudal

AR
@ Artificial Intelligence 5(\\‘[ Security Operations

« Al Driven Security Policy Optimization
« Threat Hunting with Al

« Shadow Al

»_Al Application Securit
« FortiWeb Al Security

s um
Cloudy mm Q=

« Anti Phishing

« Automatic Quarantine
« Continuous Threat Exposure Management
« File Retrieval Detonation

« Data Loss Prevention

@ Enterprise Protection

« SASE
« SD-WAN
. ZTNA

@ Q search

NS o Qa5

272672026



https://latam.amerintlxperts.com/ai/images/02-environment-tour/hands-on-labs.png
https://latam.amerintlxperts.com/ai/images/02-environment-tour/hands-on-labs.png

@ U Review FortiWeb protection policies v

FortiWeb already protects several applications:

¢ DVWA
e Petstore
e Juice Shop

Steps:

¢ Access the FortiWeb GUI.
¢ Navigate to: Policy > Server Policy

* Review the configured policies.

This step helps understand which applications are protected.

V€ FortiWeb - FortWeb-VM

X -

FortWeb labs @ Import favorites
P

@ Dashboard + CreateNew &' Ec Dele Q
b Network

£ System

@) Security Fabric

#  PolicyName Virtual Server Port Protocol Deployment Mode Web Protection Profile Monitor Mode
, 1 DvwAPoLICY DVWA VS 100110/32 portl  HTTRHTTPS HTTP Content Routing DDVWA_PROTECTION_PROFILE Disable % Running

8 User , 2 JUICESHOPPOLICY JUICESHOP.VS 100.1.20/32 portl  HTTRHTIPS Single Server/Server Balance JUICESHOP_PROTECTION_PROFILE  Disable % Running

B poliy 3 PETSTOREPOLICY PETSTOREVS  100..30/32 portl HTTRHTTPS Single Server/Server Balance PETSTORE_PROTECTION_PROFILE  Disable % Running
Server Pol

Web Protection Profile
Client Management

= Server Objects

+¢ Application Delivery

& Web Protection

92 Bot Mitigation

2 APl Protection

O Dos Protection

B 1P Protection

0 Tracking

[ Log&Report

y S2F

oty B (Q sem iDe B -Co @ I e



https://latam.amerintlxperts.com/ai/images/02-environment-tour/fortiweb-policy.png
https://latam.amerintlxperts.com/ai/images/02-environment-tour/fortiweb-policy.png

@ & Access Backend Applications v

The Ubuntu server hosts all lab backend applications.

From the Windows terminal, connect to the Ubuntu VM and run:
sudo docker ps -a

e Review the running containers
e |dentify exposed ports

e Map each container to its corresponding lab usage

NAMES
darwin2
ncp-demo

CREATED

ccoocoo0y

56bf1779a78 b
9e0855c761e3

620PM

oty Qs (DO 2 .Coae: AR o Qa2

Backend applications

The backend environment includes multiple applications, some of which are not used during
this lab.

Demo Tools Image Access Description
Port
FortiWeb Demo darwin2 8080 Traffic generator and attack

Tool simulation tool



https://latam.amerintlxperts.com/ai/images/02-environment-tour/docker-ps.png
https://latam.amerintlxperts.com/ai/images/02-environment-tour/docker-ps.png

" ¥ Details

Applications

DVWA

Banking
application

OWASP Juice

Shop

Petstore

Speedtest

tool (7001)

Image

web-dvwa

demo-web-
app

juice-shop

petstore3

speedtest

Access

Port

1000

2001

3000

4000

5000

Description

Vulnerable web application for
the FortiWeb Overview lab

Banking application used in the
ML-Based Anomaly Detection
lab

Insecure web app (not used in
lab)

Sample API application (not
used in lab)

Network speed test service (not
used in lab)

This step provides visibility into the backend infrastructure and helps you understand how
each lab uses these applications.

#% Conclusion

In this lab, you:

¢ Explored the client environment

* Reviewed FortiWeb protection policies

e Accessed the Ubuntu backend

This foundation prepares you for the remaining security labs.




Mark as complete



Lab 3: FortiWeb Overview

This lab provides a quick overview of the FortiWeb environment and monitoring
capabilities. You will explore how FortiWeb visualizes application infrastructure, routes
traffic to different backend services, and detects malicious activity in real time.

@ Lab Objectives

In this lab, you will explore the FortiWeb interface and monitoring capabilities while
observing how real attacks are detected and logged.

You will:

« Explore FortiView dashboards to understand application topology and traffic visibility
+ Review how Content Routing directs requests to different backend applications

¢ Generate real attack traffic against protected applications

¢ Observe how FortiWeb detects and blocks attacks

* Analyze security events using Attack Logs and FortiView analytics

1. Environment Access and Initial Visibility



@ Access the FortiWeb Demo Environment

From the Windows client, open the FortiWeb dashboard:
https://fortiweb-xperts.labsec.ca:8443/
Use the following credentials:

e Username: fortiadmin

e Password: XpertslLab-2026

== FortiWeb

fortiadmin

XpertsLab-2026 N



https://fortiweb-xperts.labsec.ca:8443/
https://latam.amerintlxperts.com/ai/images/03-fortiweb-overview/01-fortiweb-login.png
https://latam.amerintlxperts.com/ai/images/03-fortiweb-overview/01-fortiweb-login.png

0 View Current Policies in FortiView Topology v

FortiWeb is already configured with several backend servers.
Navigate to: Dashboard > FortiView Topology > Single Server / Server Pool
Then:

1. Set View Type to Tree View

This view shows each server policy and its associated server or server pool.

Single Server/Server Pool ‘ Content Routing n

View Type Q, What are you looking for

BB juicesHoP_POLI@ ® uicesHop_pod] Es 100343000 °
BB pETSTORE POLIC® ® PersTore_PoOI] B 100344000 °

Open Juice Shop:
https://juiceshop-xperts.labsec.ca/
Open Petstore:

https://petstore3-xperts.labsec.ca/



https://latam.amerintlxperts.com/ai/images/03-fortiweb-overview/02-fortiview-topology.png
https://latam.amerintlxperts.com/ai/images/03-fortiweb-overview/02-fortiview-topology.png
https://juiceshop-xperts.labsec.ca/
https://petstore3-xperts.labsec.ca/

@ Content Routing Overview v

Instead of routing traffic only based on TCP/IP load balancing, FortiWeb can intelligently route
requests using HTTP content such as hostnames, headers, or URLs.

Navigate to: Dashboard > FortiView Topology
Then:

1. Click the Content Routing tab

2. Set View Type to Tree View

This view shows server policies and their associated content routing rules. Traffic is directed
to different server pools based on URL patterns.

Open DVWA:
https://dvwa-xperts.labsec.ca/
Open the Bank application:

https://bank-xperts.labsec.ca/bank.html

Single Server/Server Pool Content Routing | "

\UETAV o EY TreeView Q What are you looking for
B bvwaroucr @ @ BANKROUTE ® eankroor [ B 100342001 [}
@ ovwaroute ® owwarool [3] B 100341000 )

Both applications use the same VIP. When the URL contains the bank pattern, FortiWeb routes
the traffic to the Bank server pool.

Navigate to: Server Objects > Server > HTTP Content Routing Review the content routing
configuration.

+ CreateNew = ¢ Edit [ Delete | Search Q
# Name Server Pool Count Match Condition
1 DVWA_ROUTE DVWA_POOL 0
2 BANK_ROUTE BANK_POOL 1 HTTP URL: Match contains: bank

« DVWA_ROUTE has no matching criteria and acts as the default route.
« BANK_ROUTE matches URLs containing the word bank.



https://dvwa-xperts.labsec.ca/
https://bank-xperts.labsec.ca/bank.html
https://latam.amerintlxperts.com/ai/images/03-fortiweb-overview/03-content-routing.png
https://latam.amerintlxperts.com/ai/images/03-fortiweb-overview/03-content-routing.png
https://latam.amerintlxperts.com/ai/images/03-fortiweb-overview/04-content-routing-policy.png
https://latam.amerintlxperts.com/ai/images/03-fortiweb-overview/04-content-routing-policy.png

@ Review Server Policies v

Navigate to: Policy > Server Policy

This page displays all configured server policies. You can see the three server policies, their
associated VIPs, and the applied Web Protection Profiles.

+ CreateNew & Edit ] Delete | Search Q
# Policy Name Virtual Server VIP Port Protocol Deployment Mode Web Protection Profile Monitor Mode
1 DVWA_POLICY DVWA_VS 10.0.1.10/32 portl  HTTP,HTTPS HTTP Content Routing DVWA_PROTECTION_PROFILE Disable % Running
2 JUICESHOP_POLICY JUICESHOP VS  10.0.1.20/32 portl  HTTP,HTTPS Single Server/Server Balance JUICESHOP_PROTECTION_PROFILE Disable % Running
3 PETSTORE_POLICY  PETSTORE_VS 10.0.1.30/32 portl HTTP,HTTPS Single Server/Server Balance PETSTORE_PROTECTION_PROFILE  Disable % Running

2. Simulating Attacks on Protected Applications


https://latam.amerintlxperts.com/ai/images/03-fortiweb-overview/05-server-policy.png
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@ Initialize the DVWA Database

During the first connection, the DVWA database must be initialized.
Open the DVWA setup page:
https://dvwa-xperts.labsec.ca/setup.php

Click Create / Reset Database.

This will create and populate the database with the required demo data.



https://dvwa-xperts.labsec.ca/setup.php

v Details

Instructions

About

Database Setup

Click on the 'Create / Reset Database' button below to create or reset your database.
If you get an error make sure you have the correct user credentials in: ivariwww/html/config/config.inc.php

If the database already exists, it will be cleared and the data will be reset
You can also use this to reset the administrator credentials ("admin // password") at any stage.

Setup Check

Operating system: *nix
Backend database: My SQL
PHP version: 7.0.30-0+deb9u1

Web Server SERVER_NAME: dvwa-xperts.labsec.ca

PHP function display_errors: Disabled
PHP function safe_mode: Disabled

PHP function allow_url_include: Disabled
PHP function allow_url_fopen: Enabled
PHP function magic_quotes_gpc: Disabled
PHP module gd: Installed

PHP module mysql: Installed

PHP module pdo_mysql: Installed

MySQL username: app
MySQL password: *====
MySQL database: dvwa
MySQL host: 127.0.0.1

reCAPTCHA key: Missing

[User: www-data] Writable folder /variwww/himl/hackable/uploads/: Yes

[User: www-data] Writable file /variwww/html/external/phpids/0.6/ib/IDS/tmp/phpids_log.txt: Yes
[User: www-data] Writable folder /variwww/himliconfig: Yes

Status in red, indicate there will be an issue when frying to complete some modules.

If you see disabled on either alfow_uri_fopen or allow_url_include, set the following in your php.ini file and restart
Apache.

allow_url_fopen = On
allow url include = On

These are only required for the file inclusion labs so unless you want to play with those, you can ignore them.

| Create / Reset Database |

First time using DVWA
Need to run 'setup.php".
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@ LogintoDVWA

Open the DVWA login page:
https://dvwa-xperts.labsec.ca/

Log in with one of the following accounts:

Username Password
admin password
gordonb abc123
1337 charley
pablo letmein

smithy password



https://dvwa-xperts.labsec.ca/

v Details

~ [ Welcome : Damn Vulnerable Web X | — u] X

& (O A Notsecure dvwa-xperts.labsec.ca

Instructions.
Setup [ Reset DB

Brute Force
Command Injection
CSRF

File Inclusion

File Upload
Insecure CAPTCHA
SQL Injection

SQL Injection (Blind)
Weak Session IDs
XS5 (DOM)

XSS (Reflected)
XSS (Stored)

CSP Bypass
JavaScript

DVWA Security
PHP Info
About

Logout

Ea FortiWeb Labs & P Import favorites

»

Welcome to Damn Vulnerable Web Application!

Damn Vulnerable Web Application (DVWA) is a PHP/MySQL web application that is damn vulnerable. Its main
goal is to be an aid for security professionals to test their skills and tools in a legal environment, help web
developers better understand the processes of securing web applications and to aid both students & teachers to
learn about web application security in a controlled class room environment

The aim of DVWA is to practice some of the most common web vulnerabilities, with various levels of
difficultly, with a simple straightforward interface

General Instructions

It is up to the user how they approach DVWA. Either by working through every module at a fixed lavel, or
selecting any moedule and working up to reach the highest level they can before moving onto the next one. There
is not a fixed object to complete a module; however users should feel that they have successfully exploited the
system as best as they possible could by using that particular vulnerability.

Please note, there are both documented and undocumented vulnerability with this software. This is
intentional. You are encouraged to try and discover as many issues as possible.

DVWA also includes a Web Application Firewall (WAF), PHPIDS, which can be enabled at any stage to further
increase the difficulty. This will demonstrate how adding anether layer of security may block certain malicious
actions. Note, there are also various public methods at bypassing these protections (so this can be seen as an
extension for more advanced users)!

There is a help button at the bottom of each page, which allows you to view hints & tips for that vulnerability
There are also additional links for further background reading, which relates to that security issue.

WARNING!

Damn Vulnerable Web Application is damn vulnerable! Do not upload it to your hosting provider's public html
folder or any Internet facing servers, as they will be compromised. It is recommend using a virtual machine
(such as or ). which is set to NAT networking mode. Inside a guest machine, you can
downloading and install for the web server and database

Disclaimer

\We do not take responsibility for the way in which any one uses this application (DVWA). We have made the
purpeses of the application clear and it should not be used maliciously. We have given warnings and taken
measures to prevent users from installing DVVWA on to live web servers. If your web server is compromised via an
installation of DVWA it is not our responsibility it is the responsibility of the person/s who uploaded and installed it.
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@ Test DVWA - Command Injection v

Browse to Command Injection

Enter:
127.06.0.1 ; 1ls -1la

Click Submit

Vulnerability: Command Injection

Home |

Instructions |

Ping a device
Setup / Reset DB |

Enter an IP address’ [127.0.0.1, Is -la || Submit

Brute Force

More Information
CSRF

File Upload
Insecure CAPTCHA

File Inclusion |

SQL Injection

Web Page Blocked!

The page cannot be displayed. Please contact the administrator for additional information.

URL: dvwa-xperts.labsec.ca/vulnerabilities/exec/

Client IP: 10.0.1.5
Attack ID: 20000008
Message ID: 000000476750
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@ Test BANK Application - SQL Injection

Open the Bank application:
https://bank-xperts.labsec.ca/bank.html

In the Last name field, enter:

OR 1=1
Click Submit
Bank Application
Sign up for your new bank account.
Form Validation Off
First name Last name
OR 1=1
Email Phone Number
Address
Birthday
mm/dd/yyyy O
Username Password
errer Smel.tting fDrm! x
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v Details

Using the browser Inspect > Network tab (F12), you can verify that the blocking response is
received even though it is not shown on the page.

[ —, Performance  Memory  Application  Privacy and security

Bank Application
Sign up for your new bank account.

Headers  Payload Initistor Timing  Cookies

Form Validation Off

First name Last name
OR1=1

Email Phone Number a Web Page Blocked!
The page cannot be displayed. Please contact the
administrator for additional information.

Address
URL: bank.corp.fabriclab.ca/bank.html
Client IP: 76.71.195.174
Attack ID: 20000008

Bithday Message ID: 000026934114

mm/dd/yyyy =]
Usemame Password

Eror subiting formt x
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@ Analyze Attack Logs

Navigate to: Log & Report > Log Access > Attack
Then, right-click the column header and enable:

e Username
e HTTP Content Routing

e Server Pool




" ¥ Details

222 Best Fit All Columns
9 Reset Table

Select Columns

v #

v Date/Time
+" Policy

+" Source

+" Destination
+" Threat Level

+" Main Type

+" Sub Type

" Username
+" HTTP Content Routing
" Server Pool

~" Action

v Method
Backend Service
Cipher 5uite
Client 1D
Client Risk
Custom Tracking |ID
CVEID

Destination Port

Cancel
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v Details

Attacks | Aggregated Attacks
& Filter Mode > ‘ ‘ X Severity Level: ! Informative © Add Filter x| Saved Filter ~ [
Date/Time Policy Source Username | Destination | Threat Level Main Type Sub Type HTTP Host HTTP Content Routing Action Server Pool
1 2026/03/1109:42:01 DVWA _POLICY 10.0.1.5 | Unknown | 10.0.3.4 (LT Signature Detection | SQL Injection bank-xperts.labsec.ca | BANK_ROUTE Alert_ Deny BANK_POOL
2 2026/03/1109:41:55 DVWA _POLICY 10.0.1.5 | pablo 10034 1 Signature Detection | Generic Attacks dvwa-xperts.labsec.ca | DVWA_ROUTE Alert_Deny DVWA_POOL
3 2026/03/1109:41:55 DVWA _POLICY 10.0.1.5 | pablo 10034 CLLEEE) Parameter Validation | N/A dvwa-xperts.labsec.ca | DVWA_ROUTE Alert DVWA_POOL

application.

Double-click a log entry to view details.

Because DVWA requires authentication, the username appears in the logs, unlike in the Bank

Log Details

© Analyze with Al

Method

URL

Monitor Mode

Action

Threat Level

Client Risk

Source Country or Region
CVEID

OWASP Top10

OWASP API Top10
Main Type

Sub Type

Signature Subclass Type
Signature ID

Message

Connection

Matched pattern

;s

post

fvulnerabilities/exec/

Disabled

Alert_Deny
Malicious

Canada

N/A

A03:2021-Injection

N/A

Signature Detection
Generic Attacks
Command Injection

050050004

Parameter(ip) triggered signature ID
050050004 of Signatures policy
DVWA_SIGNATURE_PROFILE

I#176.71.195.174:374650 -> 10.163.3.78:1000

Log Details

© Analyze with Al

Method

URL

Monitor Mode

Action

Threat Level

Client Risk

Source Country or Region
CVEID

OWASP Top10

OWASP APl Top10
Main Type

Sub Type

Signature Subclass Type
Signature ID

Message

Connection

Matched pattern
OR 1=

post

/bank.html

Disabled

Alert_Deny
Malicious

Canada

N/

A03:2021-Injection

N/

Signature Detection
SQL Injection
SQL Injection

030000040

Parameter(lastname) triggered signature

ID 030000040 of Signatures policy
DVWA_SIGNATURE_PROFILE

1+176.71.195.174:59220 -> 10.163.3.79:2001

3. Traffic Analysis with FortiView

FortiView Monitors provide a real-time, actionable view of web traffic, helping

administrators understand application usage and tune FortiWeb policies to effectively

defend against common web threats.
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@ Generate Traffic Using Demo Tool v

Open the FortiWeb Demo Tool:
http://demotool-xperts.labsec.ca:8080/

Navigate to: Web Protection > Traffic Generation
Select DVWA or BANK

Click Generate Traffic

.{:@} FortiWeb Demo Tool

Traffic Generation o

Select your target and generate various web attacks from random public IP addresses.
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@ Monitor Traffic and Throughput

Navigate to: Dashboard > Status
Observe the following widgets:

e HTTP transactions
e Throughput
¢ Policy Sessions

* Attack Event History

HTTP Transactions Timelnterval 1Hour~ Policy Total HTTPTransactions~ & i+ || Throughput Policy  Total HTTP Throughput~ | & §+
48 700.00Kb
a6 7 600.00Kb
a4 500.00Kb
22 40000Kb
40 AL / 300.00Kb
38 / \ b. 200.00Kb
3 100.00Kb
34 0.00Kb
16:19-16:24 16:29-16:34 16:39-16:44 16:49-16:54 16:59-17:04 17:14-17:19 17:20:45 17:20:55 17:21:05 1721:15 17:21:25 17:21:35
Policy Sessions < i+ ||Attack Event History Attacks By | Attack Type~ TimeInterval 1Hour~ & %  §v
# Policy Name Status Concurrent i C 15k
125k
1 JUICESHOP_POLICY % 3 0
10k
PETSTORE_POLICY % 0 0 7.5k
DVWA_POLICY % 3 347 Sk
25k
0
01081621  01-0816:31  01-0816:41  01-081651  01-0817:01 01-0817:16

[ ML Based Bot Detection Known Bots Detection [l Known Exploits [l Generic Attacks(Extended)

M Custom Access

Attack Type Total Drilldown
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@ FortiView Countries

Navigate to: Dashboard > FortiView Countries

Review the country-level threat overview (total threats, scores, actions, and services).

Double-click a country.
Explore the available tabs

e Threats

e Sources

¢ Client Devices
e HTTP Methods
¢ URLs

e« CVEID

e OWASP Top 10

Drill down to view the raw logs.

The demo tool uses random countries.

Threats 473446 800
600
Threat Score: 6564000
400
Action (Block/Alert): 473446 200
Service (HTTP/HTTPS): 473446 | 0
164000 164500 165000
Time Period: Last Hour
Country Threats

Reserved 6569 6,564,000
= Germany 18326 o
EKazakhstan 3,049 o
= Malaysia 1444 0
1Pery 1261 0
s Slovenia 906 o
= Poland 3643 o
&™Panama 814 0
1 Canada 3048 o
# Republic Of Korea 14,980 o
= Bulgaria 1262 o
@ Turkey 1727 0
* Japan 24072 0
= Finland 2415 o
ETaiwan 6067 o

16:55:00

Threat Score «

17:00:00 17:05:00

Block
Alert

17:10:00 17:15:00 17:20:00

Action (Block/Alert)

17:25:00

17:30:00

Service (HTTP/HTTPS)

17:35:00

You can combine multiple filters (for example: threat type + country + source IP + URL) to

analyze very specific attack scenarios.
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v Details

J Security ‘ Traffic

] |x Country: UnitedStates | @ Add Filter & - 5Minutes 24 Hours
Summary of United States
Threats: 154979 7oK
60k
Threat Score: 0 S0k
40k
Action (Block/Alert): 154979 30K I I
206
ice (HTTP/ : 10k
Service (HTTP/HTTPS): 154979 . ||
Time Period: Last Hour 16:38 16:43 1648 1653 1658 703 17:08 1713 1718 2 1728 733
@ GET @POST () OTHERS () OPTIONS @ TRACE (@) PUT (@) WEBDAV
Threats  Sources  ClientDevices | HTTPMethods | URLs CVEID  OWASPTopl
HTTP Method I Threats « I Threat Score Action (Block/Alert) Service (HTTP/HTTPS)
GET 152,997 0 152,997 152,997
POST 618 0 618 1 618
OTHERS 538 0 538 | 538
OPTIONS 275 0 275 1 275
TRACE 266 0 266 1 266
WEBDAV 152 0 1521 152
PUT 133 [ 1331 133
J Security ‘ Traffic n
el z ”KCnuntr\ﬁ UnitedStates % Client Device: 1CAC9608ACECSDABO2FIB374EOEE211EF68C | © Add Filter x‘ 5 Minutes 24 Hours E
# Date/Time Policy Source Destination | Threat Level Main Type SubType HTTP Host Log Details x
1 2026/01/0817:30:03 DVWA POLICY E67.12.174115 10.163.378 [E==ees] Known Bots Detection Scanner  dvwa.corpfabriclab.ca /WorkArea/Blogs/|
2 2026/01/0817:3003 DVWA POLICY 56712174115 10163378 [mmsmml  KnownBotsDetection Scanner —dvwacorpfabriclabca /WorkArea/uploac! | cjiont Risk © Unidentified
3 2026/01/0817:30:03 DVWA_POLICY E67.12174.115 10.163.378 [Emmmen] Known Bots Detection Scanner  dvwa.corp.fabriclab.ca /zoomstats/libs/db|| | Source Country or Region United States
CVEID NA
4 2026/01/0817:30:03 DVWAPOLICY 6712174115 10163378 [=sc]  KnownBotsDetection Scanner  dvwacorpfabriclabea  /zipndownlosdpht| | ouyaspTopto N/A
5 2026/01/0817:30:03 DVWA POLICY 67.12174.115 10.163.3.78 [rmror] Known Bots Detection Scanner  dvwa.corp.fabriclab.ca /ytb/cuenta/cuerps| = OWASPAPITopl0 API6:2023 Unrestricted Access to
6  2026/01/0817:30:03 DVWAPOLICY EE67.12174115 10.163378 [EEEioal  KnownBotsDetection Scanner —dvwacorpfabriclabea /yrch/plugins/mete | MainType
7 2026/01/0817:30:03 DVWA POLICY 267.12174115 10.163.3.78 [m=men]  KnownBotsDetection Scanner —dvwacorpfabriclabca /yacs/scripts/updar | SubType
Signature Subclass Type
8  2026/01/0817:30:03 DVWAPOLICY =267.12174115 10.163378 [mimenl  KnownBotsDetection Scanner —dvwacorpfabriclabca /yabbse/Sources/F | gignature ID
9 2026/01/0817:30.03 DVWA_POLICY ==67.12174.115 10.163.3.78 [mmrnd] Known Bots Detection  Scanner  dvwa.corpfabriclab.ca /xt_counterphpzse | Message Known Botstriggered Malicious Bot
Nikto in category Scanner of Known Bots
10 2026/01/0817:30:03 DVWAPOLICY =567.12.174115 10163378 [F==mes]  Known BotsDetection Scanner  dvwa.corpfabriclab.ca /xoopsgallery/init_ policy DVWA_BOT _SIGNATURES
11 2026/01/0817:30:03 DVWA POLICY ©567.12.174115 10163378 [momes]  Known BotsDetection Scanner  dvwacorpfabriclabca /xoopsgallery/init_
12 2026/01/0817:30:03 DVWA POLICY EE67.12.174.115 10.163.378 [mmmmms| Known Bots Detection  Scanner  dvwa.corpfabriclabca /xarg corner_topp | <Omection
B 67.12.174.115:56170 -> 10.163.3.78:1000
13 2026/01/0817:30:03 DVWA POLICY 567.12174115 10163378 [Fmmmerl  KnownBotsDetection Scanner —dvwacorpfabriclabca /xarg corner_bottc
14 2026/01/0817:30:03 DVWA POLICY 267.12174115 10163378 [mrnl  Known BotsDetection Scanner dvwacorp fabriclabca /xarg cornerphp? | (@ packet Header
15 2026/01/0817:30:03 DVWAPOLICY 567.12174115 10163378 [m=mes]  Known BotsDetection Scanner  dvwa.corpfabriclabca /wskA p.aspx HTTP/1.1
16 2026/01/0817:30:03 DVWA POLICY E67.12174115 10163378 [m=mmsl  Known BotsDetection Scanner dvwa.corpfabriclabeca /wordpress/wp-co kto Traffic Generator
17 2026/01/0817:30:03 DVWAPOLICY E567.12174115 10163378 [m=smsl  Known BotsDetection Scanner dvwa.corpfabriclabea /wp-content/plugir
Connection: Keep-Alive
18 2026/01/0817:30:03 DVWAPOLICY E67.12174115 10163378 [E==mmsl  Known BotsDetection Scanner dvwa.corpfabriclabeca /wordpress/wp-co
X-Forwarded-For: 67.12.174.115
19 2026/01/0817:30:03 DVWAPOLICY E567.12474415 10163378 @mm=smsl  Known BotsDetection Scanner dvwa.corpfabriclabea /wp-content/plugir
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@ FortiView Threats

Navigate to: Dashboard > FortiView Threats

Review the global threat overview (total threats, levels, scores, actions, and services).

Double-click a threat type.

Explore the available tabs

e Threats

e Sources

e Client Devices

e HTTP Methods

e URLs
e« CVEID

e OWASP Top 10

Drill down to view the raw logs.

ElR ‘o Add Filter

| sviues | 1vour [N

Threats: 490962
Threat Score: 6609650
Action (Block/Alert) 490962
Service (HTTP/HTTPS): 490962 |
Time Period Last 24 Hours
Threat
Generic Attacks

Syntax Based Detection
SQLInjection

Generic Attacks(Extended)
Known Exploits

Custom Access

Cookie Security

HTTP Protocol Constraints
Parameter Validation

ML Based Bot Detection

Known Bots Detection

100
W Criical
75 N Sefere
50 Substantial
N Moderate
25 Low
IAformational
200000  22:00:00 00:00:00  02:00:00  04:00:00  06:00:00  08:00:00 10:00:00 12:00:00 14:00:00 16:00:00 18:00:00
Threat Level + Threats Threat Score Action (Block/Alert) Service (HTTP/HTTPS)
40 3,100 401 401
7 700 7 7
6 600 61 6
22010 2,201,000 22,010 22,010
22010 2,201,000 22,010 | 22,010
21975 2,197,500 21,975 21,975
80 4,000 80 80 1
15 750 15 15
40 1,000 40 40|
Informational 1,355 0 1,355 1 1,355 |
Informational 423424 0 423424 423,424
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v Details

I |

€« < ”"Threat: GenericAttacks(Extended) | © Add Filter
‘Summary of Generic Attacks(Extended)
Threats 22010 0 -
Threat Score: 2201000 20 At
Action (Block/Alert): 22010 ) 10
Service (HTTR/HTTPS): 22010 |
20:0000 220000  00:0000 020000 040000  0600:00  0%00:00  10:00:00 120000 140000 160000 180000
Time Period Last 24 Hours
Sources Countries Client Devices HTTP Methods URLs CVEID OWASP Top10
URL Threats + Threat Score Action (Block/Alert) Service (HTTP/HTTPS)
’ 915 91,500 915 915
Johpcgi 305 30,500 305 205
/ruby.rb 305 30,500 305 305
[status 305 30,500 305 205
/bb-histsh 305 30,500 305 205
Jtestcgi 305 30,500 305 3205
Jcgitest.py 303 30,500 305 205
€ © ”KThreat: Generic Attacks(Extended) % URL: /phpcgi | © AddFilter x‘ 5 Minutes 1H0urmn
# Date/Time Policy Source Destination | Threat Level Main Type Sub Type HTTP Host URL | LogDetails x
1 2026/01/0817:36:17 DVWAPOLICY — 10163376 10163378 Signature Detection  Generic Attacks(Extended) dvwa.corp.fabriclab.ca /php.c
2 2026/01/0817:36:17 DVWAPOLICY — 10.163.376 10162378 Signature Detection  Generic Attacks(Extended) dvwacorpfabriclabca /oM< | & petaited Information
3 2026/01/0817:36:11 DVWAPOLICY 10163376 10163378 Signature Detection  Generic Attacks(Extended) dvwa.corpfabriclabca /php.c| | More Details
4 2026/01/08 17:36:05 DVWA_POLICY 10.163.3.76 10.163.3.78 Signature Detection ~ Generic Attacks(Extended) ~dvwa.corp.fabriclab.ca /php.c g:tgé 2026-01-08
5 2026/01/08 17:35:58 DVWA_POLICY 10.163.3.76 10.163.3.78 Signature Detection ~ Generic Attacks(Extended) dvwa.corp.fabriclab.ca /php.c. Time 17:36:17
Pol DVWA_POLICY
6 2026/01/0817:35:52 DVWAPOLICY 10163376 10163378 Signature Detection  Generic Attacks(Extended) - dvwaorpfabriclabca /php< | o Pitpoint.2
7 2026/01/0817:35:51 DVWAPOLICY — 10.163376 10163378 Signature Detection  Generic Attacks(Extended) dvwaccorpfabriclabca /php.c | HTTP Version 1x
8  2026/01/0817:35:48 DVWAPOLICY — 10.163376 10.163378 Signature Detection Generic Attacks(Extended) ~dvwa.corpfabriclabca  /php.c ;H:D’:““ ;‘ef‘t’va“"p’fab”dab“
9 2026/01/0817:35:41 DVWAPOLICY — 10.163.376 10163378 Signature Detection Generic Attacks(Extended) ~dvwaccorpfabriclabca /php.c | URL Johp.cgi
10 2026/01/0817:35:34 DVWAPOLICY — 10163376 10163378 @mmmmss]  SignatureDetection GenericAttacks(Extended) dvwacorpfabriclab.ca /php.c Z‘i,"“"'MOde Z‘S;”‘ed
ction e
11 2026/01/0817:35:33 DVWAPOLICY 10163376 10163378 Signature Detection  Generic Attacks(Extended) dvwa.corpfabriclabca /php.c | Threat Level
12 2026/01/0817:35:25 DVWAPOLICY — 10163376 10163378 Signature Detection  Generic Attacks(Extended) dvwa.corpfabriclabea /php.c | CHEnt Risk ) Malicious
Source Country or Region Reserved
13 2026/01/08 17:35:22 DVWA_POLICY 10.163.3.76 10.163.3.78 Signature Detection ~ Generic Attacks(Extended) ~dvwa.corp.fabriclab.ca /php.c CVEID N/A
14 2026/01/0817:35:16 DVWAPOLICY  10.163.3.76 10163378 Signature Detection Generic Attacks(Extended) dvwa.corpfabriclabca /php.c | OWASPTop10 A03:2021-Injection
OWASP API Top10 N/A
15 2026/01/0817:35:12 DVWAPOLICY — 10163376 10163378 Signature Detection  GenericAttacks(Extended) dvwacorpfabriclabca /php.c | MainType Signature Detection
16 2026/01/0817:35:09 DVWAPOLICY 10163376 10163378 Signature Detection  Generic Attacks(Extended) dvwa.corpfabriclabca /php.c | 5u0 T¥Pe Generic Attacks(Extended)
Signature Subclass Type  Command Injection
17 2026/01/0817:35:08 DVWAPOLICY — 10163376 10163378 Signature Detection  Generic Attacks(Extended) ~dvwa.corpfabriclabca /php.c | Signature ID 060050008
18 2026/01/0817:35:04 DVWAPOLICY — 10.163.376 10163378 Signature Detection Generic Attacks(Extended) dvwacorpfabriclabca /php.c | MESS38® HTTP Header(User-Agent) triggered
signature ID 060050008 of Signatures
19 2026/01/0817:35:03 DVWAPOLICY ~ 10163376 10163378 Signature Detection  Generic Attacks(Extended) dvwa.corpfabriclab.ca /php.c policy DVWA_SIGNATURE_PROFILE
20 2026/01/0817:3502 DVWAPOLICY — 10.163.376 10163378 Signature Detection  Generic Attacks(Extended) ~dvwa.corpfabriclabca /php.c
Ce ti
21 2026/01/0817:34:53 DVWAPOLICY 10163376 10163378 Signature Detection  Generic Attacks(Extended) dvwa.corpfabriclabca fphp.c | oreron
10.163.376:51802 > 10.163.3.78:1000
22 2026/01/08 17:34:40 DVWA_POLICY 10.163.3.76 10.163.3.78 Signature Detection ~ Generic Attacks(Extended) ~dvwa.corp.fabriclab.ca /php.c
23 2026/01/08 17:34:38 DVWA_POLICY 10.163.3.76 10.163.3.78 Signature Detection ~ Generic Attacks(Extended) dvwa.corp.fabriclab.ca /php.c Matched pattern

;}echo

4. Client Management and Threat Score

Client Management provides a unified, real-time view of client activity across protected
applications, helping security teams analyze behavior patterns, detect anomalies, and
investigate potential threats more efficiently.
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@ Client Management and Threat Score v

Client Management dashboard provides visibility into how individual clients interact with
protected applications.

Navigate to: Dashboard > Client Management

© o O fwbadmin~

A Add Monitor X
Q Search

+ Systel

amn -
=.= FortiWeb-VM

@ Dashboard

Status

FortiView Topology HA St}

FortiView Countries e

FortiView Threats Blocked IPs locked Client IDs

Manaj

View the IP addresses that are tempora

FortiView Threat Map
Serial

FortiView Sources
O0ed (& Compliance

% Network Syste
& System > Firm

@) Security Fabric >

2 User > [N 5t

B Policy > Admi

= Server Objects > [ Active Users E Client Management

+¢ Application Delivery > ||| Attac] rs tracked by User Tracking and Site | Mk

& Web Protection >

&% Bot Mitigation >

2 APIProtection >

O Dos Protection > e

B IP Protection >
\ 2 _Trackine > Close )

Client management tracks users by cookie or source IP and assigns a threat score based on
the accumulated weight of detected security violations.

Review client Threat Score' and Global Risk Level.

< Refresh 1day 7 days ‘ | © Add Filter
# Client ID Global Risk Level Identification Type | Last Access IP | Threat Score » | Creation Time Last Access Time Last Server Policy
1  66A4014ABBEB845BC5FEE15C36CF8439F328 Malicious Client P 10.163.3.76 6564000 2026-01-0817:20 2026-01-0817:36 DVWA_POLICY
2 22BABCF92A7793BE629FE139710684A889D8 Malicious Client Cookie 76.71.195.1... | 2900 2026-01-0813:02 2026-01-0813:47 DVWA POLICY
3 EED420C8BED3936573B6B45A08561F373A1F @ SuspiciousClient  Cookie 76.71.195.1... | 100 2026-01-0813:27 2026-01-0813:27  DVWA_POLICY
4 FFD4BC853C9420E6E1CBEF1FF1660A653747 @ Unidentified Client Cookie 10.163.2.40 o 2026-01-08 14:53 2026-01-0814:53  DVWA_POLICY
5  FFA17DEB4EF20ACOBAF6ADC6D280DD555D... @ Unidentified Client Cookie 10.163.2.40 o0 2026-01-0818:34 2026-01-0818:34 DVWA_POLICY
6  FF56EB116AD4D1029D411C9436025405EC62 @ Unidentified Client  Cookie 10163240 |0 2026-01-0813:17 2026-01-0813:17  DVWA_POLICY
7  FF36CBCC142E97678ECCDD704D28B14D47E9 @ Unidentified Client Cookie 10163240 |0 2026-01-0816:58 2026-01-0816:58  DVWA _POLICY

Navigate to: Policy > Client Management
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v Details

="= FortiWeb-vM

Global Configuration

@ Dashboard >
% Network > Client Management Configuration
& System >
Client session data expires after | 3 Days (1-90)
@) Security Fabric > i ‘ ‘ vs )
Statistics period E ~ | Active Days
2 User >
B Policy ~

Risk Level Values and Threat Weight

Server Policy
c Restore Default
Web Protection Profile

Client Management s ‘ Informational| | 5 ‘ Low ‘ 10 ‘ Moderate| ‘ 25 Substantial ‘ 50 ‘ Severe ‘ 100 ‘ [Grifical ‘ 200
= Server Objects

¢ Application Delivery
@ Web Protection

[ Threat Weight |

&% Bot Mitigation Threat Score

2 APIProtection

N N N 2 2

© DoS Protection m
B IP Protection — c Restore Default
o 50 00 150 200 250 300 ) 400 450 500
0 Tracking
|= Log&Report Trusted Client Suspicious Client Malicious Client F
0-99 Points 100- 199 Points >=200 Points Keep aCt'On
R setio None:
B Action Settings
Alert Lp—
Level Alert & Deny Block Period
Block Period
Suspicious . . Minutes (1 - 1440)
Client ID Block Period
Malicious None v Minutes (1 - 1440)
S <
\ J

When threat score reaches defined thresholds, clients can be classified as suspicious or
malicious and automatically blocked.

For this lab, automation will not be enabled, but this behavior is fully configurable here.

A\ How to stop traffic generation v

Traffic generation runs for a few minutes and stops automatically.

However, if you want to stop it manually without waiting (for example to stop generating logs),
use the following steps:

From the Windows lab client

e Open a terminal (PowerShell or Command Prompt) and connect to the Ubuntu server: ssh

fortiadmin@ubuntu-xperts.labsec.ca

e Restart the container: run sudo docker stop darwin2 and then sudo docker start
darwin2 (do not use restart)

&% Conclusion
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In this lab you explored the FortiWeb monitoring and visibility features while interacting with
protected applications.

You observed how:

« Content Routing directs traffic to different backend applications

* FortiWeb detects and blocks common web attacks

e Security events are recorded in Attack Logs

+ FortiView dashboards provide real-time visibility into threats and traffic patterns

These capabilities allow administrators to quickly detect, analyze, and investigate web
application attacks, providing operational visibility across protected applications.

Mark as complete




Lab 4: ML-Based Anomaly Detection

ML-based anomaly detection enables FortiWeb to identify unknown and zero-day attacks
that traditional signature-based mechanisms cannot detect. Instead of relying only on
predefined patterns, FortiWeb learns normal application behavior and detects deviations
that may indicate malicious activity.

This lab demonstrates how zero-day attacks can initially bypass signature-based protection
as false negatives, and how ML-based anomaly detection blocks them after the model is
trained.

@ Lab Objectives

This lab follows an end-to-end scenario using a financial registration application:

o A user performs a hormal registration.

» A cross-site scripting (XSS) payload is blocked by signatures.
* A zero-day remote exploit is not detected (false negative).

* A zero-day XSS payload is not detected (false negative).

¢ Machine learning is enabled and trained.

* The same zero-day attacks are replayed and successfully blocked.

1. Application Overview




0 Financial Application Registration Form

The demo application simulates a bank account registration page where users submit

personal information.

Open the banking application:

http://bank-xperts.labsec.ca/bank.html

The form includes fields such as First name, Last name, and Email.

This application is used to demonstrate both known attacks and zero-day attacks.

First name

Email

Address

Birthday

mm/dd /yyyy

Username

Bank Application

Sign up for your new bank account.

Form Validation Off

Last name

Phone Number

Password



http://bank-xperts.labsec.ca/bank.html
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@ Normal Registration

Open the banking application:

http://bank-xperts.labsec.ca/bank.html

Perform a legitimate registration by entering valid data in all form fields.

This traffic represents baseline behavior that the machine learning engine uses to build its

initial behavioral model.

First name
Anabelle

Email

gutmannkirsten@subsiutoc.co.uk

Address

40 Marsh Wall, London E14 9TP, United Kingdom

Birthday

04/07/1968

Username

gutmannkirsten

Form submitted successfully! e

Bank Application

Sign up for your new bank account.

Form Validation Off

Last name

Roob

Phone Number

+44 20 3530 0500

Password

Review Traffic Logs



http://bank-xperts.labsec.ca/bank.html
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" ¥ Details

This confirms that the registration data is processed as legitimate traffic and can be used as
learning input for ML-based anomaly detection.

Log Details x

@Detailed Information

More Details

Date 2026-02-02
Time 21:16:42

Policy DVWA_POLICY
HTTP Content Routing BANKE_ROUTE
Server Pool BANE_POOL
Status SUCCESS

Request Bytes 2001

Response Bytes 2365

Source Country or Region Reserved
Original Source [#176.71.195.174
Original Source Country or Region Canada

Service https/tls1.2
HTTP Version 1x

Method post

HTTP Host bank.corp.fabriclab.ca
URL /bank.html
Return Code 200

Connection

10.163.7.1:33094 -» 10.163.3.79:2001

Packet Header

& Raw Body

firstname=Anabelle&lastname=Roob&email=gutmannkirsten?40su
bsiutoc.co.uk&phone=%2B44+20+3530+0500&address=40+Marsh
+Wall%2C+London+E 14+9TP%2C+United+Kingdom&birthday=196
8-04-07&username=gutmannkirsten&password=fZiCH45WWVbéw
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2. Launch Attacks (Before ML)



0 Registration with XSS (Blocked by Signatures)

Open the banking application:
http://bank-xperts.labsec.ca/bank.html
Perform a registration using a cross-site scripting (XSS) payload.

Example payload for the Email field:

test@example.com<script>alert(1)</script>

Results:

¢ The request is blocked by WAF signatures.

¢ An attack log is generated.



http://bank-xperts.labsec.ca/bank.html

" ¥ Details

First name

Email

test@example.com <script=alert(1)</script>

Address

Birthday

mm/dd/yyyy

Username

Error submitting form! x

Bank Application

Sign up for your new bank account.

Form Validation Off

Last name

Phone Number

Password
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v Details

Log Details

© Analyze with Al

& Detailed Information

010000063 of Signatures policy
DVWA_SIGNATURE_PROFILE

Connection
I#176.71.195.174:50846 -> 10.163.3.79:2001

Matched pattern
alert(1)

More Details

Flag

Date 2026-02-02

Time 21:31:03

Palicy DVWA_POLICY
Service https/tls1.2

HTTP Version 1x

HTTP Host bank.corp.fabriclab.ca
Method post

URL /bank.html|

Monitor Mode Disabled

Action Alert_Deny

Threat Level

Client Risk @ Suspicious
Source Country or Region Canada

CVEID NfA

OWASP Top10 A03:2021-Injection
OWASP API Top10 NJA

Main Type Signature Detection
Sub Type Cross Site Scripting
Signature Subclass Type | Cross Site Scripting
Signature ID 010000063
Message Parameter(email) triggered signature 1D

& Parameters
Mame Value
firstname
lastname
email test@example.com<script=alert(1)</script=
phone
address
birthday
username

password
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@ Zero-Day Remote Exploit (False Negative)

Open the banking application:
http://bank-xperts.labsec.ca/bank.html

Perform a registration using this zero-day remote exploit payload:
%BX%X%XBX%X%X%X

Results:

* The request is not blocked.
¢ No signature matches the payload.

* This represents a false negative.



http://bank-xperts.labsec.ca/bank.html

" ¥ Details

Bank Application

Sign up for your new bank account.

Faorm Validation Off

First name Last name

Email Phone Number

FoX FoXFHXIKIXIX %X

Address

Birthday

mm,/dd/yyyy B

Username Password
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@ Zero-Day XSS (False Negative)

Open the banking application:
http://bank-xperts.labsec.ca/bank.html

Perform a registration using this zero-day XSS payload:
javascript:qss(X160135492Y1_1Z)

Results:

* The request is not blocked.
¢ No signature matches the payload.

* This represents a false negative.



http://bank-xperts.labsec.ca/bank.html

" ¥ Details

First name

Email

Bank Application

Sign up for your new bank account.

Form Validation Off

Last name

Phone Number

javascript:qss(X160135492Y1_17)

Address

Birthday

mm/dd/yyyy

Username

Password

Form submitted successfully!

:

@ summary (Before ML)

With machine learning disabled:

e XSS is blocked as a known attack.

* The zero-day remote exploit is not detected (false negative).

* The zero-day XSS payload is not detected (false negative).
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3. Train ML-Based Anomaly Detection



@ Configure ML-Based Anomaly Detection v

Navigate to: Policy > Server Policy .

Fortiweb-vM © S @O fwbadmin~

@ Dashboard + Create New ® Delete | | Search
b Network
£ System

O security Fabri DVWA_POLICY. DVWAVS 1001.10/32  portl HTTPHTTPS  HTTP Content Routing DDVWA_PROTECTION_PROFILE Disable % Running
ecurity Fabric

JUICESHOP_POLICY  JUICESHOP_VS 100120/32  portl HTTPHTTPS  SingleServer/Server Balance  JUICESHOP_PROTECTION_PROFILE  Disable % Running

# Policy Name Virtual Server VIP Port Protocol Deployment Mode Web Protection Profile Monitor Mode Status

& User

B Policy
Server Policy

PETSTORE_POLICY PETSTORE VS 1001.30/32  portl HTTPHTTPS  Single Server/Server Balance  PETSTORE_PROTECTION_PROFILE Disable % Running

Web Protection Profile

Client Management

>

FortiWeb-vM @ © O fwbadmin~

@ Dashboard
o Network >

& System >

¥ Security Fabric ? | Network Configuration

2 User >

Edit Policy

Deployment Mode HTTP Content Ro
Virtual Server DVWA.VS R4

Policy

Server Policy

HTTP Content Routing @ + CreateNew ¢ Edit @ Delete | Move | Search la

Web Protection Profile

Client Management # | HTTP Content Routing Policy  Server Pool | Default | Inherit Web Protection Profile | Web Protection Profile | Status

= senver Objects N 1 BANK_ROUTE BANKPOOL No  Yes Enabled
¢ Application Delivery N 2 DVWAROUTE DVWAPOOL Yes  Yes Enabled
& Web Protection
Match Once © 5
2 Bot Mitigation >
Protected Hostnames @ pard
= .
= APl Protection > ClientReal IP @ o) . J

Scroll to the bottom, expand Machine Learning.

Fortiweb-vM = > @ © @ fwbadmin~

@ Dashboard

Edit Policy

$ Network B 5
Security Configuration
& System
o Monitor Mode @ @
Security Fabri
ecurity Fabric SynCookie ©

& User Half OpenThreshold | 8192

Web Protection Profile | DVWA PROTECTION_PROFILE v | 4

AllowList @ - s

Policy

Server Policy

Web Protection Proie: Replacement Message | Predefined P
Client URLC =y

== Server Objects >

¢ Application Delivery > | LogConfig

@ Web Protection > EnableTrafficlog @

@ Bot Mitigation

One Click GSLB Server
API Protection

OneClickGSLBServer @

DoS Protection

LIRS0 )

1P Protection >
0 Tracking
£ Log&Report

+ r

Create

Togs +

Comments PR

[ o e
J

Click create, configure the domain name as bank-xperts.labsec.ca, then click oK.
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v Details

FortiWeb-vM = Q >> @ © @O fwbadmin~

@ Dashboard Edit Policy. New Anomaly Detection

Network >
& Networ Security C¢
£ System >

Monitor Mode & bank-xperts labsec.ca
@ Security Fabric > -~

SynCookie °
& User >

: HaIFOPERTRIESROIAN |p ;s Type Block
B Policy \Web Protection Profile]  s..,rce 1p List

Server Policy AllowList @ 1P Range @

Web Prot

Client! URLC:

= Server Objects >

¢ Application Delivery > [NSsEaE “ Cancel y

Navigate to: Web Protection > ML Based Anomaly Detection .

@ Dashboard > @ Delete || Search Q
& Network > # Domain Number Status
£ System >
) Security Fabric > 1 ! (g
& User >
B Policy >
= Server Objects >
¢ Application Delivery >
& Web Protection v
Known Attacks >
Advanced Protection >
Client Side Security >
Data Loss Prevention
Input Validation >
Protocol >
Access
ML Based Anomaly
Detection
5 Bot Mitigation
2 API Protection > )

© fwbad:
@ Dashboard > Edit Anomaly Detection Configuration
o Network >
& System 5 Domain Settings @
® Security Fabric > 4 CreateNew 1 Move | 4 Import
& User >
D Name Operation
B Policy >
1 bank-xperts labsec.ca oo

= Server Objects >
¢ Application Delivery >
& Web Protection v

Known Attacks > Action Settings @

Advanced Protection > Name Action Block Period Severity Trigger Policy

Client Side Security > Anomaly Detection Alert&Deny ¥ High - -

Data Loss Prevention

Input Validation > O Advanced Settings

Protocol >

Access >

ML Based Anomaly

Detection
2 Bot Mitigation >
2 API Protection > Y,

This page provides three views:

e (Qverview
e Tree View

e Parameter View
Open the Tree View tab.

FortiWeb has not started collecting traffic samples yet.
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v Details

@ Dashboard
b Network

& System

@) Security Fabric
User

Policy

Server Objects

Application Delivery

B e

Web Protection
Known Attacks
Advanced Protection
Client Side Security
Data Loss Prevention
Input Validation

Protocol

Access

ML Based Anomaly

Detection

92 Bot Mitigation

Ove

w  TreeView | Parameter View

< | © AddFilter

Domain: bank-xperts.labsec.ca

@ Norecords availabl

€ Back
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@ ML Learning Stages v

Open the ML demo tool (ML page):
http://demotool-xperts.labsec.ca:8080/machine-learning

Click send 500 samples to generate legitimate traffic used to train the machine learning
model.

{:@ FortiWeb Demo Tool

Machine Learning Anomaly Detection Reset Machine Leaming (@)

This tool will help protect our banking_form with machine learning, thereby blocking zero-day attacks and reducing the attack surface.

Build Model Evaluate Model

Simulate legitimate traffic with random samples to build a ML model. Select a zero-day attack scenario and evaluate ML anomaly detection.

Send 1 Sample f§ Send 10 Samples || Send 500 Samples Zero Day SQL Injection: A DIV’ B v m @

Return to the Tree View tab in the ML-based anomaly detection dashboard and observe how
the learning process evolves.

Use Refresh to monitor the current learning state of each parameter.

= @ A: Standalone © O @ fwbadmin~
B Dashboard > Overview | TreeView | Parameter View € Back
>
& Network Domain: bank-xperts.absec.ca
& System >am /
1
O security Fabric > 2 EBmHt Access Frequency: Aert
" Block
2 User >
ModelInitalization Date: | 2026/04/26 16:53:55
B Policy >
&8 Server Objects 4 Action(Alert/Block): o
¢ Application Delivery >
. . Anomaly: )
(O W= 1900 2100 2300 0100 0300 0500 0700 0900 1100 1300 1500
Known Attacks >
Advanced Protection > Violation Trend
Client Side Security > O Rebuild URL * Import
Data Loss Prevention
Input Validation > Parameters
Protocol 4 Parameter Name HMM Learning Stage HMM Details
Access >
password Q Collecting ® 11.50% =
ML Based Anomaly
Detection W username Q Collecting = 11.50% =
& Bot Mitigation > birthday Q Collecting ® 11.50% =
2 APIProtection > address Q Collecting ™ 11.50% =
O DoS Protection > phone Q Collecting ® 11.50% =
B 1P Protection > email Q Collecting ™ 11.50% =
0 Tracking > lastname Q Collecting ® 11.50% =
£ LogaReport > frstname Q Collecting = 11.50% =
J

When sufficient traffic has been collected and the behavioral model is fully built, the machine
learning engine automatically transitions parameters from Collecting and Building to
Running mode.

This indicates that ML-based anomaly detection is actively enforcing protection.
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v Details

@ Dashboard > TreeView | Parameter View € Bk
& Network Domain: bank-xperts.absec.ca 2 Refresh
£ System >eE
[ 1
O security Fabric > Lo Access Frequency: Hert
. , Block
ser
» poi N Model Initialization Date: | 2026/04/26 16:53:55
olicy
& Server Objects > Action(Alert/Block): o
¢ Application Delivery >
. o Anomaly: 0 0
& WebProtection 1900 2100 2300 0100 0300 0500 0700 0900  11:00 1300 1500
Known Attacks >
Advanced Protection > Violation Trend
Client Side Security > ' Rebuild URL + Import

Data Loss Prevention

Input Validation > Parameters
Protocol
rorocol ’ Parameter Name HMM Learning Stage HMM Details
Access >
password # Running

ML Based Anomaly

Detection username o Running
¢ Bot Mitigation > birthday f Running.
2 APIProtection > address o Running =
© Dos Protection > phone f Running. =
B 1P Protection > email f Running
0 Tracking > lastname o Running =

Log&Report > firstname + Running

When all parameters reach the Running state, ML-based anomaly detection is fully enabled
for the application.
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@ Inspect Parameter Behavior v

Double-click the email parameter.

@ Dashboard > Overview | TreeView | Parameter View € Back
>
B Network Domain: bank-xperts.absec.ca 2 Refresh
£ System > eE /
> 1
) security Fabric > bankhtl Access Frequency: et
" Block
2 User >
Model Iniialization Date: | 2026/04/26 16:53:55
B Policy >
S Server Objects > Action(Alert/Block): 0
¢ Application Delivery >
. . Anomaly: 0 0

e B tection 1900 2100 2300 0100 0300 0500 0700  0%:00 1100 1300 1500

Known Attacks >

Advanced Protection > Violation Trend

Client Side Security > O Rebuild URL ) Import

Data Loss Prevention

Input Validation > Parameters

Protocol > Parameter Name HMM Learning Stage HMM Details

Access >

password o Running =

ML Based Anomaly

Detection username f Running =
92 Bot Mitigation N birthday o Running
2 APl Protection > address f Running
© Dos Protection > phone f Running.
B 1P Protection > email f Running
0 Tracking > lastname o Running
I Log&Report > firstname + Running

- J

Review:

e Distribution of Anomalies

e Anomaly Strictness Level

At this stage, ML-based anomaly detection is actively protecting the application.

FortiWeb-VM
@ Dashboard > Overview | TreeView | Parameter View € Back
b Network >
URL: Joankhtmi
X System >
ParameterName:  email
) Security Fabric > € Back
2 User 5 | HvMMLearning stage: o Running
B poliey 5 | Collectedsamples: 484
& Server Objects > Distribution of Anomalies triggered by HMM Anomaly Strictness Level Details
¢ Application Delivery >
@ WebProtection v M N b+ 30
Known Attacks > 100
Advanced Protection > .
Client Side Security > . 80
DataLoss Prevention H g
g % 60 00%
Input Validation > H g
£ &
Protocol > &
40
Access >
ML Based Anomaly
Detection 20
& Bot Mitigation >
ig . m
2 APIProtection > Sample Length 6.5 7.0 7.5 8.0 85
Normal & Anoma
© Dos Protection > v Probability
1:Mean level o:Standard Deviation i + 30 : Anomaly Threshold
B 1P Protection >
0 Tracking > Anomaly Detection Settings L ReRE TNl Custom settings
& Log&Report
aeper Strictness Level for Anomaly @ 5 (Standard Deviation) Test Sample
~ | Operations
J y Sampl ‘ ol dditional Events
. J

Understanding ML-Based Anomaly Detection Visualizations

FortiWeb machine learning (ML) uses Hidden Markov Models (HMMs) to analyze parameter
behavior and detect anomalies. The Parameter View visualizes how values are learned and
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v Details
evaluated over time.

1. Distribution of Anomalies Triggered by the HMM
This graph classifies parameter samples based on:

o Length of the parameter value (X-axis).

 Probability calculated by the HMM model (Y-axis).
Each dot represents a sample:

* Blue dots represent legitimate samples used to build the model.

* Red diamonds represent samples identified as anomalies.

Distribution of Anomalies triggered by HMM

MNormal
Sample Length: - 7
Sample Probability: 6.57526

Sample Probability

Sample Length
Normal ¢ Anomaly

Understanding the Length Metric

The length value does not represent the number of characters. FortiWeb generalizes
parameter values into blocks of character categories:

* Alphabetic characters - C
¢ Numbers - N

e Specialcharacters (., -, @) - s
Each continuous block counts as one unit of length.

Examples for an email parameter
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Parameter Value Pattern Length
test@example.ca cec.c 5
test123@example.ca CNec.cC 6
test-123@example.ca CSNec.C 7
test-1234@example123.ca CSN@CN.C 8
test-1234@example123.dev.ca CSN@CN.C.C 10

This abstraction allows FortiWeb to learn patterns, not exact values.
2. Understanding Probability
Probability indicates how closely a sample matches the learned behavior.

+ Closerto 8 — very common, expected behavior.

+ Higher values - increasingly unusual behavior.

When a parameter converges to a very precise pattern, such as a fixed numeric format, all
legitimate samples may have a probability of e, indicating perfect conformity.

Samples with higher probability values are more likely to be flagged as anomalies.
Anomaly Strictness Level Details
This graph shows how FortiWeb determines anomaly thresholds:

* Green samples represent legitimate traffic.

¢ The red dotted line represents the anomaly detection threshold.




" ¥ Details

( Anomaly Strictness Level Details

100 A

80 1

0.0%

60 A

Samples

40 -

20 A1

LR R

R

0 Ll T [—I T T T

6.5 7.0 7.5 8.0 8.5
Probability
u: Mean level o:Standard Deviation u+ 30: Anomaly Threshold

In this lab, the red dotted line is positioned around probability = 8.4.

Any user input with a probability above the red line is considered anomalous by the machine
learning model.

3. Test Sample Analysis

Click Test Sample, then enter a parameter value to verify whether it is detected as normal or
anomalous.
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Test Case

Test1-
Normal

Test 2 -
Typo

Test 3 -
Malicious

Sample
Input

user@examp

le.com

user@examp

le.com &

user@examp
le.com OR
1=1

Result

Normal
(HMM
normal)

Normal
(HMM
abnormal
but SVM
normal)

Abnormal
(sQL
Injection -
Boolean-
based)

Observation

Valid input is
correctly
recognized as
normal.

Minor anomaly
detected but
not considered
malicious.

Correctly
identified as a
SQL injection
attempt.

Screenshot

4. Replay Attacks (After ML)
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@ Replay Zero-Day Attacks

Repeat the zero-day remote exploit and zero-day XSS tests.
Open the banking application:
http://bank-xperts.labsec.ca/bank.html

Remote exploit payload:
%BX%BX%X%X%X%X%X
XSS payload:

javascript:qss(X160135492Y1_1Z)



http://bank-xperts.labsec.ca/bank.html

" ¥ Details

First name

Email

%oX %X %X %X %X %X %X

Address

Birthday

mm/dd/yyyy

Username

Bank Application

Sign up for your new bank account.

Form Validation Off

Last name

Phone Number

Password

Error submitting form!

:
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" ¥ Details

First name

Email

Bank Application

Sign up for your new bank account.

Form Validation Off

Last name

Phone Number

javascript:qss(X160135492Y1_17)

Address

Birthday

mm/dd/yyyy

Username

Password

Error submitting form!

:

Both zero-day payloads are now detected and blocked.
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@ Attack Logs

Review the Attack Logs to analyze how ML-based anomaly detection identified and
classified the attack.




| v Details
Anomaly Detection Information
This section presents a bar chart comparing:

¢ Green bars represent median values learned from legitimate samples.

e Orange bars represent anomaly values for the detected request.

& Machine Learning £ Operation
Anomaly Detection Information
2k 16
1.8k ”
1.6k
12
1.4k
1.2k 10
1k L]
800
6
600
4
400
2
200
0 0
HMM Probability Argument Length
Median Value Argument Actual Value

Attack Detection Information
This section provides a threat analysis summary showing:

+ Detected attack categories.

¢ Relative suspicion levels.
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" ¥ Details

Attack Detection Information

Threat Analysis results - Remote Exploits
Cross Site Scripting

Server-Side Template Injection SQL Injection
noSQL Injection Code Injection
Remaote File Inclusion Command Injection
Remote Exploits Local File Inclusion

Commaon Injection
Highly suspicious Suspicious ® safe

i Thisis not a threat?

Handling False Positives
If an anomaly is incorrectly identified as malicious, click This is not a threat?.
FortiWeb then:

e Adds the sample to Additional Samples.
¢ Rebuilds the model to include this behavior as legitimate.

« Temporarily pauses ML anomaly detection during model recalculation.

Add the Argument value as a new Sample

Argument Name

Argument Value

Are you sure you want to add the argument value into sample collection, and rebuild the maode?

Aggregated ML Logs

In addition to individual attack logs, FortiWeb provides aggregated anomaly statistics under
Aggregation Attacks. These logs help identify recurring anomaly patterns and assess overall
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¥ Details
ML effectiveness.

>

© o @O fwbadmin~

> | 2 Refresh | = Aggregate log by Date -

@) Security Fabric >
& User ) Gl 20260426 B

ST% FortiWebvM
@ Dashboard > Attacks | Aggregated Attacks
4 Network
& System >
B Policy > 1
= Server Objects > 2
+¢ Application Delivery > 3
& Web Protection > 4
92 Bot Mitigation > 5
2 API Protection > 6
0 DosProtection > 7
B IP Protection > 8
0 Tracking > 9
= Log&Report v 10
Log Access v
12
Event 13
Traffic 14
Download 15
Report > 16
Log Policy > 17
Log Config > 18
19
20
21

Multiple Custom Access rule violations

Known Exploit type attacks detected 536
Cross Site Scripting attacks detected 334
Generic type attacks detected 262
pl haracter in URL Parameter 90
Multiple lllegal Parameter Value violations 89
Multiple Crawler Violations 80
Multiple requests with unauthorized HTTP Method 53
SQUInjection attacks detected 15
Information Disclosure violations detected 12
Multiple lllegal Character in URL violations 10
Multiple Missing Content Type 9
Multiple NULL Character in URL violations 6
Dos Attack: Multiple HTTP Flood Prevention violations 5
Machine Learning: Multiple Violations anomaly 5
Multiple lllegal URL Access violations 4
URL Parameter Length Exceeded violation 1
Duplicated Parameter Name violation 1
Header Length Exceeded violation 1
Trojan type attack detected 1
URL Parameter Value Length Exceeded violation 1

2% Conclusion

This lab demonstrates how ML-based anomaly detection:

¢ Learns normal application behavior.

o Detects previously unknown (zero-day) attacks.

» Eliminates false negatives inherent to signature-based protection.

¢ Continuously adapts as the application evolves.

Machine learning adds a critical adaptive layer to traditional WAF security, enabling

protection against emerging threats without relying on predefined signatures.

Mark as complete
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Lab 5: MCP Protection

This lab explores how Generative Al clients interact with backend tools through the Model
Context Protocol (MCP), and how FortiWeb can secure that traffic when MCP services are
exposed to users or Al agents.

You will configure FortiWeb as an MCP-aware reverse proxy, test MCP tool usage through
Cherry Studio and Hoot, then validate protections against SQL injection, OS command
injection, path traversal, MCP poisoning, and JSON schema abuse.

@ Lab Objectives

In this lab, you will:

* Configure FortiWeb as a secure reverse proxy for an MCP server, and apply MCP
security policies, WAF signatures, and web protection profiles to inspect MCP traffic.

¢ Use Cherry Studio to invoke MCP tools through an Al-driven chat workflow, and Hoot to
send direct requests and inspect raw JSON payloads.

+ Test SQL injection, 0S command injection, and path traversal against MCP-backed

tools, then move from Alert mode to Alert & Deny mode to actively block malicious
requests.

+ Validate advanced protections, including MCP poisoning detection and JSON schema

validation.

1. FortiWeb MCP Protection Configuration

In this section, you will configure FortiWeb to act as a secure reverse proxy for the backend
MCP server. You will set up load balancing, establish health checks to ensure the MCP
service is responding correctly, and apply specialized WAF policies designed to deeply
inspect and secure MCP traffic.



@ step 1-Configure Health Check v

Navigate to: Server Objects > Server > Health Check

Create a new health check with the following parameters:

¢ Name: HLTHCK_HTTP_MCP

> @ © O benitb~
@ Dashboard > | EditServer Health Check
b Network >
Name
& system >
Relationship  [JEERY| or
@) Security Fabric > B N
Trigger Policy -l s
& User >
B Policy >
= Server Objects v [ o« IR
Server v
o — + CreateNew | # Edit @ Delete
Server Pool D Type Interval Timeout Retry Times
1 HTTP 10 3 3
Persistence y

Add a Health Check Rule:

e Type: HTTP

e URL Path: /mcp

¢ Method: GET

¢ Match Type: Response Code

« Response Code: 406

This health check ensures the MCP backend is reachable.

rEl:Iit Health Check Rule )
1D 1
Type | HTTP -
URL Path /mcp |
Interval 10 | Seconds (1- 300)
Timeout | 3 | Seconds (1- 30)
Retry Times | 3 | (1-10)
Method HEAD gelam POST
Match Type | Response Code - |
Response Code | 406 | (200- 599)
Cancel
\ J
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v Details

& Why HTTP 406 status?

The HTTP 406 status is expected because the MCP server requires the Accept:
text/event-stream header. Without it, the request is intentionally rejected, confirming the

service is online and responding correctly.

Testing directly in Edge returns HTTP 406, proving the server works as expected.

(€ G anotsear 100347000 summarze@ 77) 7= & - Mo )

@ | B forieb Lsox

2 DO Queome  ftements Cycomce 1 s | 2 et x| Potommee @ O + - ® X

® @ = Q O Presenvelog O Disablecache | Nothwotting ¥ | %3 T L &
= Fiter Climvert | More fiters » (Al | FetcnoR | Doc| (c55) 15 Font | imo Medis | Manitest | Socet | wsm | Other
I o e 0m o som o oms o soms s ]
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@ step 2- Configure Server Pool

Navigate to: Server Objects > Server > Server Pool

Create a new server pool:

e Name: MCP_POOL
e Type: Reverse Proxy

¢ Mode: Server Balance

e Server Health Check: HLTHCK_HTTP_MCP

* Load Balancing Algorithm: Round Robin

So5 FortiWebvM

> @ G @ fwbadmin~

@ Dashboard > Edit Server Pool
b Network >
Name
& System >
Protocol HTTP
@) Security Fabric >
2 User > N
Single Server/Server Balance  Single Server |EEM IRl
& Policy ? | Server Health Check HLTHCK_HTTP_MCP MR
= Server Objects ™ Load Balancing Algorithm | Round Robin -
Server v Persistence [ vl s
Virtual Server Comments [ 4 ormie
Health Check
o
Persistence
HTTP Content Routin
e + CreateNew | &' Edit
Protected Hostnames
Service D 1P/Domain/External Connector Status port HTTP/2 Inherit Health Check Server Health Check Backup Server ssL
Certificates >
- Noresults
ers
\ i

Add a pool member:

e IP: 10.0.3.4

o Port: 7000

This defines the MCP backend service.
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v Details

s 2
Edit Server Pool Rule
1D 1
Status Disable Maintenance
Server Type m Domain = External connector
P | 10.0.34 \
Port | 7000 \
Connection Limit © | 0 ‘ (Concurrent Connections)(0 - 1048576)
Weight @ E (1-9999)
Inherit Health Check O
Health Check Domain Name | ‘
Backup Server € >
Proxy Protocol >
HTTP/2 0
SSLO »
Show advanced settings
\

¢ Click OK, then click OK again

- @ O @ fwbadmin v
@ Dashboard > EditServer Pool
 Network >
Name
£ System >
Protocol HTTP
@) Security Fabric >
e
2 User > . =
Single Server/Server Balance | Single Server
& Policy ? | Server Health Check HLTHCK_HTTP_MCP M4
S Server Objects ™ Load BalancingAlgorithm | Round Robin -
Server v Persistence [ -l s
Virtual Server Comments [ £ vt
Health Check
Persistence
HTTP Content Routing
— + CreateNew ¢ Edit | @ Delete
Protected Hostnames
Service D 1P/Domain/External Connector Status Port. HTTP/2 Inherit Health Check rver heck p: SSL
Certificates s |1 10034 Enable 7000 Disable Yes Disable Disable
\___SSLCiphers
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@ step 3- Configure Virtual IP v

Navigate to: Network > Virtual IP
Create a virtual IP:

e Name: MCP_VIP
e |Pv4 Address: 10.0.1.60/32

e Interface: port1

This IP will be exposed to clients.

SI% FortiWeb-VM = Q > @ O @ fwbadmin~

@ Dashboard Create Virtual IP

b Network
Name MCP_VIP.

Interface
g | 1Pv4 Address | 100.1.60/32

Virtual IP

Route IPv6 Address | /0

DNS Interface [ port1 -

Packet Capture

) Security Fabric >

@ step 4 -Configure Virtual Server v

Navigate to: Server Objects > Server > Virtual Server
Create a virtual server:

¢ Name: MCP_VS
Bind the virtual IP:

¢ Virtual IP: mcpP_vIP

This binds the frontend entry point.

So5 FortiWebVM @ © O benitb~

Edit Virtual Server

@ Dashboard
% Network
£ System
@ Security Fabric

Name
D 1

Uselnterface P (B

o I Vi [MCRVP 1.

Status ©

& User

B Policy

= Server Objects

+ CreateNew ¢ Edit (@ Delete

< vvvv vy

y ]
Server D Use Interface IP Interface/Virtual IP ‘ Status

VirtualServer [ Disable MCP_VIP(10.0.1.60/32:5/0) Enable

Server Pool
Health Check )
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@ step 5- Configure MCP Security Rule v

Navigate to: Web Protection > Protocol > MCP > MCP Security Rule
Create arule:

¢ Name: MCP_RULE
¢ Request URL Type: Simple String
¢ Request URL: /mcp

e Action: Alert

This rule defines which MCP endpoint is inspected.

FortiWeb-VM = Q > © © Obenoitbv
@ Dashboard > || Edit MCP Security Rule
b Network >
Name
R System >
o Host Status ¢}
@) Security Fabric >
2 User > || Host
B Policy > | | Request URL Type Regular Expression
= Server Objects > | | Request URL [ /mep
¢ Application Delivery > 3 precise URL, such as /folder1, i multiple URLS, such as /folder 1/, or /folder1/*/indexhtm
& WebProtection ~ | Exception -
Knxa s > | Message sizeLimit_| 4194303 (0-8388607)
Advanced Protection >
Action | Aert -
Client >
Data Loss Prevention Block Period Seconds (1- 3600)
Input Validation > || Severity Low v
Protocol ~ | Trigger Policy -
HTTP
Websocket o [T
8RPC
>
Access Y,
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@ step 6 - Configure MCP Security Policy v

Navigate to: Web Protection > Protocol > MCP > MCP Security Policy
Create a policy:

* Name: MCP_POLICY
* Signature Detection: Enable
» Poisoning Attack Protection: Disabled (keep default)

* JSON Schema Validation: Disabled (keep default)
Add the rule:

e Rule: MCP_RULE

This enables WAF protection for MCP traffic.

> @ © O benoitb~
@ Dashboard > | EditMCP Security Policy
% Network > 1| Name MCP_POLICY
% system > 1| signature Detection @ ©
@) Security Fabric > .
Poisoning Attack Protection &)~ O
2 User >
JSON Schema Validation ( o
B Policy > idation©
= Server Objects > e oD . "
¢ Application Delivery > arguments.
& Web Protection - (@ s i
tool descriptions and prompt texts.
Known Attacks > . S § .
Advanced Protection > 05,2025-06-18, 2025-03-26, 2024-11-05.
Client Side Security >
DataLoss Prevention Rules
Input Validation >
protoco 5 2 ot || @ Daee
HTTP # I Rule
REETEGE o |1 MCP_RULE
8RPC
Mcp
Access >
ML Based Anomaly
et o JEECTT
\ % BotMitigation > J
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@ Step 7 - Create Signature Profile v

Navigate to: Web Protection > Known Attacks > Signatures

Select the Alert Only profile and click Clone.

=75 FortiWeb-VM = Q > @ © @ benoitb~

@ Dashboard > | #signatureWizard  + CreateNew ¢ Ecit  (TlSignature Details @ Delete @ View  [DView Signatures | Search Q)
% Network >
# Name Main Class Enabled Count = Sub Class Disabled Count = Signature Disabled Count = Exception Count = Alert Only Count = False Positive Mitigation
& system >
[&] Predefined
@) Security Fabric >
. U N 1 Standard Protection [g] recommenoeo] 6 o 59 0 0 0
& User
2 Extended Protection 9 o 17 0 0 o
B Policy >
- 3 | Alert Only 6 [ 59 0 0 [
& Server Objects >
o i 4 Exchange2013 6 0 85 0 0 0
¢ Application Delivery >
. 5  Exchange 2016 6 0 91 0 0 0
& Web Protection v
6 Exchange 2019 6 0 104 0 4 0
Known Attacks
5 7 SharePoint 2013 6 o 74 0 0 o
Signatures
5 8  SharePoint 2016 6 [ 69 0 0 0
Custom Signature
Advanced Protection > 9 | WordPress 6 0 s ° 0 0
Client Side Security 5 [ 10 Drupal 6 0 72 0 0 0
Data Loss Prevention Ellt:=Deed @)
Input Validation N 11 DVWA SIGNATURE_PROFILE 6 o 59 0 0 o
12 JUICESHOP_SIGNATURE_PROFILE 9 o 17 0 0
Protocol >
S N 13 PETSTORE_SIGNATURE_PROFILE 9 [ 17 0 0 y
¢ Name: MCP_SIGNATURE_PROFILE
4 N\
New Signature Policy
Name | MCP_SIGNATURE_PROFILE
Cancel
o J

This profile will be used to detect attacks without blocking them immediately.
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@ step 8 - Create Inline Protection Profile v

Navigate to: Policy > Server Policy > Web Protection Profile
Create a new profile:

o Name: MCP_PROTECTION_PROFILE
 Signatures: MCP_SIGNATURE_PROFILE

« MCP Security Policy: MCP_POLICY

This profile applies the security inspection.

FortiWeb-VM Q >> @ © @benithe
@ Dashboard > J Inline Protection Profile
b Network > | EditInline Protection Profile
R System
Name
@ Security Fabric
:
& User ?_standard Protection
B Policy
Signatures MCP_SIGNATURE PROFILE  ~| ¢
Server Policy
Web Protection Profile °  JSON, File Security, GraphQL, gRPC and WebSocket) make
AP ion poli
Client Management
& Server Objects > HTTP Protocol Constraints v s
¢ Application Delivery > x . e
U X-Forwarded-For s )

FortiWeb-VM Q > @ © @bewitd~
@ Dashboard > | Inline Protection Profile
 Network > | Edit Inline Protection Profile
£ System

Input Validation
@ Security Fabric

° Parameter Validation MEd
a User e
Hidden Fields Protection MEd
B Policy y .
File Security -]
Server Policy .
Web Shell Detection e
Web Protection Profile File List @ <] &

Client Management

= Server Objects > Protocol

*¢ Application Delivery > Enable AMF3 Protocol Detection (B

@ Web Protection > WebSocket Security vl s
98 Bot Mitigation > _8RPC Security v| &
2 APIProtection > | MePsecurity | Mcp_poticy ] -,

© Dos Protection
Access
B 1P Protection

>
0 Tracking s WRaess [~

AllowMethod g
@ Web Vulnerability Scan >
& LogReport > Bot Mitigation
Bot Mitigation Policy s

. J
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@ Step 9 -Create Server Policy

Navigate to: Policy > Server Policy

Create a new policy:

¢ Name: MCP_POLICY

o Deployment Mode: Single Server / Server Balance

e Virtual Server: MCP_VS
e Server Pool: MCP_POOL
e HTTP Service: HTTP

e HTTPS Service: HTTPS

« Web Protection Profile: MCP_PROTECTION_PROFILE

+ Enable Traffic Log: Enable

This step links the frontend, backend, and security profiles together.

= = FortiWeb-VM
--.w

@ Dashboard >
& Network >
£ System >
¥/ Security Fabric >
2 User 5
B Policy v

Server Policy

Web Protection Profile

Client Management

& Server Objects >
¢ Application Delivery >
@ Web Protection >
&2 Bot Mitigation >
= API Protection >
O DoS Protection 5
B 1P Protection >
0 Tracking >
@, Web Vulnerability Scan >

Log&Report >

Edit Policy

Name

Network Configuration

Deployment Mode | Single Server/Server Balance
Virtual Server | MCP_VS -
Server Pool | MCP_POOL -
Protected Hostnames € | - |
Client Real IP @ »

HTTP Service | HTTP -
HTTPS Service | HTTPS -
HTTP/3 Service | -
HTTP/2 »

Certificate Type Multi Certificate  ACME
Certificate | - |

Certificate Intermediate Group
Advanced S51 settings
Redirect HTTPto HTTPS ©
Redirect Naked Domain €

»
»
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v Details

Security Configuration

Monitor Mode € »

Syn Cookie »

Web Protection Profile | MCP_PROTECTION_PROFILE ~ | &
Allow List €@ | v &
Replacement Message | Predefined - | .

URL Case Sensitivity >

Log Config

Enable Trafficlog @O

One Click G5LB Server

One Click GSLB Server @
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@ Step10-Test Access

The Virtual IP 10.0.1.60 is mapped via DNS t0 mcp-xperts.labsec.ca.
From the Windows client, open the MCP endpoint in Edge:
http://mcp-xperts.labsec.ca/mcp

You will see a Server Unavailable message because the MCP server is not yet started.
This confirms that the health check is functioning correctly.

4 A

~ @ server Unavailable x +

€& (& | & Notsecure mcp-xperts.labsec.ca/mcp

FortiWeb Labs = Import favorites
& P

Server Unavailable!

Server unavailable.Please visit again later

URL: mcp-xperts.labsec.ca/mcp

Client IP: 10.0.1.5

Open the MCP Demo Tool in a new tab:
http://demotool-xperts.labsec.ca:7001/
Once the portal opens:

¢ Close the welcome window

e Click Start Server
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v Details

~ @ sewerUnavailable X @ MCP Demo Tool x |+
€ (A Notsecure demotool-xperts.labsec.ca:7001

[ Fortieb Labs & ) Import favorites

[@ MCP DEMO TOOL cumnr ) (GERERD reeme )

-

SERVER CONTROL
Manage the local MCP lab server runtime.

SERVER STATUS
Current runtime state of the managed MCP server.
TRANSPORT PROTOCOL VERSION

(o ) G
streamable-http v I 2025-11-25 v I

(s ) (oo

0.0.0.0 I | 7000 I ( Uptime: ] (Enlpninl:

STOP SERVER I| RESTART SERVER Il REFRESH STATUS I| RESET LOGS I [lﬂ" Error: )
—

p

MCP SERVER LOGS

Return to the previous tab and try accessing the MCP endpoint again:
http://mcp-xperts.labsec.ca/mcp
Expected results:

e The MCP service is now reachable

o Traffic is actively inspected by FortiWeb

e

< (C | A Notsecure mcp-xperts.labsec.ca/mcp

= 7] FortiWeb Labs

Pretty-print

1
"jsonrpc™: “2.@",
"id": "server-error”,
"error”: {
"code": -32608,
"message”: "MNot Acceptable: Client must accept text/event-stream”
¥
¥

o
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| v Details
Not Acceptable: Client must accept text/event-stream
This is expected behavior, as a standard browser (Edge) is not an MCP-compatible client.

In the next section, you will use Cherry Studio to interact with the MCP server.

2. Using the MCP server with Cherry Studio

Cherry Studio is an Al client that allows a language model to interact with external tools
using MCP (Model Context Protocol). It enables real-time data access and backend

operations during a conversation.

Warning

e . The number of free tokens in Cherry Studio is limited.
o / Use only the prompts provided during this exercise.

o </ After completing the lab, you can try your own prompts!



@ step 1-Baseline Test (No MCP) v

Launch Cherry Studio from the desktop.

@Home % Agents  +

Assistants Topics & Ocfauleassistank > () Quen | Cherryl ©

+ Add Assistant
Hello, ' Default Assistant. You can start chatting with me right away

@ Default Assistant

=== 1

- M §
oty doy B Qs D G-Ca @0 I e

A

Prompt:
What time is it in Montreal?

Expected result:

 The model cannot provide real-time data and returns a standard limitation message.
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v Details

-
@ Home “ Agents : D ® (]
Assistants Topics & Default Assistant > @ Qwen | CherryAl & %

+ Add Assistant
Hello, I'm Default Assistant. You can start chatting with me right away

[y o::024:50

What time is it in Montreal?

& Default Assiskant

Qwen | CherryAl

| can't provide the current time in Montreal in real time. To find the current time, you can check your
device's clock or search "current time in Montreal” in a search engine. Montreal is in the Eastern Time
Zone (ET), which is UTC-5 during standard time and UTC-4 during daylight saving time.

B o @ % g 0 =

M e ® D »E 4% 858 50 % ©
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@ step 2- Configure MCP server

Cherry Studio includes a built-in MCP client, allowing the model to invoke external tools
dynamically.

Open Cherry Studio settings:

1. Go to Settings (gear icon).
2. Navigate to: MCP Servers

3. Click + Add > Quick Create.

-
(@ Home “+ Agents : (] m (] %

5 Model Provider @ MCP Servers MCP Server O M & Edit + Add
P Default Model Discover Quick Create
o Import from JSON
5 General Settings ® Builtin Servers
Import DXT Package

CE Display Settings Marketplaces No servers configured
=) Data Settings Providers

£ Alibaba Cloud

MCP Servers

Web Search @ ModelScope

K

Q

F: Memories F TokenFlux
8

API Server <o LANYUN
») Document Processing @ 302.Al
4> Quick Phrases M MCP Router
3 Keyboard Shortcuts

[2 Quick Assistant

(= Selection Assistant

(O About & Feedback

Configure the server:

e Name: XPERTS MCP Server
e Type: Streamable HTTP

e URL: http://mcp-xperts.labsec.ca/mcp

Click Save.
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v Details

e

M da &

¥ ¢ = 00 8 O @©

6)

(4=}

@ Home “ Agents +

Model Provider % MCP Servers

Default Model Discover

General Settings ® Builtin Servers

Display Settings Marketplaces
Data Settings Providers

£ Alibaba Cloud

MCP Servers

Web Search @ ModelScope
Memories F TokenFlux
API Server < LANYUN
Document Processing @ 302.Al
Quick Phrases M MCP Router
Keyboard Shortcuts

Quick Assistant

Selection Assistant

About & Feedback

MCP Server Logs

General

* Name

XPERTS MCP Server

Description

* Type

Streamable HTTP (streamableHttp)

*URL @D

| http://mcp-xperts.labsec.cafmcp

Headers (%)

I ann Bunnina bada (7-
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ﬂ Understanding STDIO, SSE, and HTTP Streaming

STDIO (Standard Input / Output)

Communication via stdin/stdout between local processes.

- Advantages: very simple, no network overhead, easy to debug

- Limitations: no remote access, no scalability, no security controls (e.g. WAF)
- Use cases: local tools, CLI integrations, development/testing

SSE (Server-Sent Events)

HTTP-based unidirectional streaming (server — client).
- Advantages: simple streaming over HTTP, easy to implement, works with standard infra
- Limitations: one-way only, limited flexibility, less efficient with modern protocols
- Use cases: notifications, live updates, lightweight streaming

HTTP Streaming (modern)

Request/response or bidirectional streaming over HTTP (chunked, HTTP/2, gRPC, etc.).
- Advantages: flexible, scalable, supports real-time and bidirectional flows, better
performance

- Limitations: more complex to implement, requires more advanced tooling

- Use cases: APlIs, real-time systems, Al/agent communication, high-performance
streaming

Important: Enable the new MCP server using the toggle.

Go to the Tools tab. You should see the available tools, including current_datetime , which we

will use next.




v Details

(@ Home “ Agents +
© Model Provider @ MCP Servers
@ Default Model Discover
2 General Settings &) Builtin Servers
C2 Display Settings 5 Marketplaces
= Data Settings Providers

£ Alibaba Cloud
@ MCP Servers
(), Web Search @ ModelScope
P Memories ‘F  TokenFlux
S APIServer %o LANYUN
Document Processing @ 302.A1
4> Quick Phrases M MCP Router
5 Keyboard Shortcuts
C2 Quick Assistant

Selection Assistant

About & Feedback

XPERTS MCP Server Logs

General

Available Tools

current_datetime &)
REAL-TIME CLOCK TOOL. Use... Expand

query_user_db ©
SIMULATED DATABASE QUE... Expand

execute_ping O

NETWORK DIAG

OSTIC TOO... Expand

read_system_Ffile ©

FILE READER TOOL (SECURIT... Expand

read_pdf_document ©
PDF READER TOOL (SECURIT... Expand

draft_incident_brief ©
NT BRIEF TOOL. ... Expand

Tools (6) Prompts (1) Resources (1)

% Enable Tool

©

4 Auto Approve

©
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@ step 3- Time Request with MCP Enabled

Go back to the main window by clicking Home in the top-left corner.
Make sure the MCP server is enabled for the chat:

e Click the hammer icon and select Manual.
e Select XPERTS MCP Server.

¢« The hammer icon must be green.

@ Home “+ Agents +

Assistants Topics & Defaultassistant > (§) Qwen| Cherryal ¢

v

I3

+ Add Assistant
Hello, I'm Default Assistant. You can start chatting with me right away

‘o)| You
iy o:c0245

What time is it in Montreal?

& Default Assistant

Qwen | CherryAl

| can't provide the current time in Montreal in real time. To find the current time, you can check your
device's clock or search "current time in Montreal" in a search engine. Montreal is in the Eastern Time
Zone (ET), which is UTC-5 during standard time and UTC-4 during daylight saving time.

B o e % B 0 =

| 2+ XPERTS MCP Server

+ Add Server...

ESC Close AW Select  Ctrl + AW Page  Ctrl + 0 Back/Forward € Confirm

me ®alrle 48 30 % ©

Prompt:
What time is it in Montreal?

Expected result:

¢ Cherry Studio automatically invokes the current_datetime tool from the MCP server.

¢ The request includes the timezone America/Montreal .
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¥ Details
* A real-time response is returned from the backend.
e The result is displayed in the chat with the exact current date and time.
s N
@ Home % Agents i o0 @ (] x
Assistants Topics & Default Assistant > @ Qwen | Cherryal & % Q
+ Add Assistant device;s clock or search "current time in Montreal” in a search engine. Montrealis-in the Eastern Time
Zone (ET), which is UTC-5 during standard time and UTC-4 during daylight saving time.
& Default Assistant -
You
iy o:c022z
What time is it in Montreal?
gv:r.erl_l.cherryAl
XPERTS MCP Server - current_datetime (2 Completed « [ v
timezone America/Montreal
RESPONSE
2026-03-30 18:12:37 EDT
|The current time in Montreal is 2026-03-30 18:12:37 EDT. |
0 o @ % 8§ 0 = T "
B¢ @ a3 » @ % cJ % @
_ J
FortiWeb Verification:
¢ Navigate to: Log & Report > Traffic Log
* Observe the MCP requests sent to the backend.
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v Details

FortiWeb-VM
@ Dashboard > 2 FiterMode~ | ‘o Add Filter SavedFilter- B &
% Network .
& system N # Date/Time Policy Source Destination = Service | Method | Return Code Log Details x
0 security Fabric o |1 2026033171237 mcpPoLicy 10015 10034 http  post 200 | Connection: keep-alive
o User s 2 2026/03/3017:1237 MCPPOLICY 10015 10034  http  post 200 Content-Length: 157
- accept: application/json, text/event-stream
B Policy 5| 3 202603/3017:12:32 MCPPOLICY 10015 10034 http  post 200 content type: application/json
= Server Objects s 4 2026/03/3017:12:32 MCPPOLICY — 10015 10034 http  post 200 http-referer: https://cherry-ai.com
¢ Application Delivery s |5 2026/03/3017:10:24 MCPPOLICY =~ 10015 10034 http  post 200 mep-protocol-version: 2025-11-25
& Web Protection s | 6 2026/03/3017:07:18 MCPPOLICY 10015 10034 http  post 200 map-session-id: d220e4e18b31459296486436dd778478
title: Cherry Studi
8 Bot Mitigation s | 7 2026/03/3017:0230 MCPPOLICY 10015 10034 http  post 200 ctitie:Eherry Studio
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWe
= APl Protection s | 8 2026/03/3017:0230 MCPPOLICY 10015 10034 http  post 200 bKit/537.36 (KHTML, like Gecko) CherryStudio/1.8.4 Chrome/144.
0.7559.236 Electron/40.8.0 Safari/537.36
© Dos Protection s |9 2026/03/3017:0230 MCPPOLICY 10015 10034 http  post 200 ectron atar
Accept-Encoding: gzip, deflate
B 1P Protection 5 | 10 2026/03/3017:0230 MCPPOLICY 10015 10034 http  post 200 Accept-Language: en-US
O Tracking > | 11 2026/03/3017:02:30  MCP_POLICY 10015 10034 http post 200 Cookie: cookiesession1=678A3E12806F642CE1CCCA734966AC
@ WebVulnerabilityScan > | 12 2026/03/3017:0230 MCPPOLICY 10015 10034 http  post 200 89
= Log&Report v | 13 2026/03/3017:0230 MCPPOLICY =~ 10015 10034 http  post 200
© Raw Body
Log Access v | 14 2026/03/3017:0230 MCPPOLICY =~ 10015 10034 http  post 202 A
{"method":"tools/call’; params":{'name": "current_datetime’argume
Attack 15 2026/03/3017:02:30 MCPPOLICY 10015 10034 http  post 200 -*America/Montreal"}!_meta{"progressToken":1
3}}jsonrpc’:"2.0%id": 13
Event 16 2026/03/3017:0200 MCPPOLICY ~ 10015 10034  http  get 200 Jiisonrpe )
17 2026/03/3017:01:57 MCPPOLICY 10015 10034 http  post 200
3 Hex Body
Download « < 1 2> > [Totak176] J
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@ step 4 -Discover Available Tools

Even if tools are visible in the settings, some LLM agents do not display them directly in the
chat interface. You can discover them by simply asking the Al.

Prompt:
What tools do you have access to?

Expected result:
Cherry Studio lists its connected MCP tools, including:

¢ Real-Time Clock Tool

¢ Database Query Tool

* Network Diagnostic Tool (Ping)
¢ File Reader Tool

e PDF Reader Tool

e Draft Incident Bief Tool




v Details

-
(@ Home % Agents i D ® (] x
Assistants Topics & Default Assistant > @ Qwen | CherryAl & % Q

+ Add Assistant You

& Default Assistant What tools do you have access to?

okane &

Qwen | CherryAl

| have access to several specialized tools designed to assist with various tasks. Here are the tools

available:

!. Real-Time Clock Tool

Use: Get the current date and time in any timezone (e.q., Montreal, Paris, UTC).
Example: "What time is it in Montreal?"

2. Database Query Tool
Use: Simulate a backend database lookup by user ID.

Example: "Get user with id 3" or "Find userid 1 OR 1=1" (For security testing).

3. Network Diagnostic Tool (Ping)
Use: Ping a target hostname or IP address to test network connectivity.

Example: "Ping google.com" or "Check if 8.8.8.8 is reachable".

“. File Reader Tool (Path Traversal)

Use: Read files from the application's ./files directory, such as logs or configuration files.

M e ® D »EC 4% 8 50 % ©
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@ step 5-SQL Injection Attack v

First, perform a normal request:

Prompt:

Retrieve the user with ID 3.

( N\
(@ Home & Agents t o @& [m] %
Assistants Topics & Default Assistant > @ Qwen | CherryAl & o Q

+ Add Assistant « Example: "Read app.log" or "Open ..fsecrets.txt".

5. PDF Reader Tool
& Default Assistant
« Use: Extract and summarize text from PDF files stored in ./files .

- Example: "Summarize FortiWeb.pdf".

These tools are used to simulate real-world tasks while also demonstrating how a Web Application
Firewall (WAF) should detect and block malicious inputs like SQL injection, command injection, or path
traversal attacks. Let me know what you'd like to explore!

‘o)| You
iy o:c0220:

Retrieve the user with ID 3.

@ Qwen | CherryAl

XPERTS MCP Server : query_user_db ) Completed «+ ()

User with ID 3: Albert Einstein

G o 6 % 6 0 =

M e & 8 2@ 4 8 I 0 % ©

Next, perform a malicious injection:

Prompt:
Retrieve the user with ID 1 OR 1=1.

Expected result:

* The backend evaluates the injection and returns all user records (simulating a successful
SQL injection).
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v Details

-
@ Home “ Agents

Assistants Topics

+ Add Assistant

& Default Assiskant

& Default Assistant > @ Qwen | Cherryal < % Q

‘o)| You
Y o::0220s

Retrieve the user with ID 1 OR 1=1.

. Qwen | CherryAl
XPERTS MCP Server : query_user_db &) Completed «+ () >

The database query executed with the input 1 OR 1=1 returned a Full dump of all users:

« ID 1:lsaac Newton

= ID 2: Marie Curie

- 1D 3: Albert Einstein
« ID 4: Nikola Tesla

« ID 5: Ada Lovelace

« ID 6: Charles Darwin

This demonstrates an SQL injection vulnerability, which a proper Web Application Firewall (WAF)
should detect and block.

B o @ % B o = Tokens: 4343 14212

M e ® D »EC 4% 8 50 % ©

FortiWeb Verification:

¢ Navigate to: Log & Report > Attack Log

* |dentify the SQL injection detection.
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" ¥ Details

A\ WAF Alert Mode Behavior

Because the protection profile is currently set to Alert, the request is not blocked. The
malicious request is still forwarded to the backend. You may observe multiple detection
events for the same timestamp, indicating that several WAF signatures caught the attack.




@ step 6 - Command Injection Attack

First, perform a normal network request:

Prompt:

Check the network connectivity to 8.8.8.8.

-
@ Home “» Agents D ® (m]
Assistants Topics & Default Assistant > @ Qwen | CherryAl £ %
+ Add Assistant
This demonstrates an SQL injection vulnerability, which a proper Web Application Firewall (WAF)
& Default Assistant should detect and block.
Y 0::013:52
Check the network connectivity to 8.8.8.8.
ia Qwen | CherryAl
XPERTS MCP Server : execute_ping [ Completed «~ ([
The network connectivity test to 8.8.8.8 (Google's public DNS) was successful:
« Ping Result: 64 bytes from 8.8.8.8: icmp_seq=1 ttl=114 time=1.89 ms
« Packet Loss: 0%
- Round-Trip Time (RTT): 1.886 ms (minimum/average/max/mdev)
This confirms that the target is reachable and responsive.
G C @ % B 0 = Tokens: 4624 14485 1138
B e & 8 » @ 4 8 I & 0 % ©
(.

Next, inject an OS command:

Prompt:

Ping 127.0.0.1; whoami

Expected result:

* A successful ping result is returned.
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v Details

-
@ Home “ Agents

Assistants Topics

+ Add Assistant

& Default Assiskant

& Default Assistant > @ Qwen | Cherryal < 0—5 Q

< Round-Irip 1ime (R1 1 }: 1.886 Ms (MINIMum/average/max/mdev)

This confirms that the target is reachable and responsive.

Y o::002::

| Ping 127.0.0.1; whoami

n.
o
S
]
w

XPERTS MCP Server : execute_ping Complet:

The command 127.0.0.1; whoami was executed successfully, demonstrating OS command

injection. The output shows:

« Pingto 127.0.8.1 succeeded with a round-trip time of 0.019 ms.

« The whoami command returned: root

This confirms that the system is vulnerable to command injection, which a proper WAF (like Fortiweb)

should detect and block to prevent unauthorized access.

rlj g @ _;A {lﬂ E = Tokens: 4260 14118 4142

M e ® D »EC 4% 8 50 % ©

FortiWeb Verification:

¢ Navigate to: Log & Report > Attack Log

* |dentify the Command Injection detection event.
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v Details

FortiWeb-VM
@ Dashboard > Attacks | Aggregated Attacks
% Network >
£ Filter Mode ¥ \ ‘x Severity Level: ! Informative © AddFilter x‘ Saved Filter ~ &®
& System >
@ Security Fabric > # Date/Time Policy Source | Destination = Threat Level Main Type SubTy LogDetails x
2 User > |1 2026/03/3017:5420 McPPOLICY 10015 10034 Signature Detection Generid| [ @ Analyze with Al |
B Policy > | 2 2026/03/3017:2553 MCPPOLICY  100.15 10034  mmmmm Signature Detection Generic| Fcli;y ;»;é;;(;um
= Server Objects > || 3 2026/03/3017:25:53 MCPPOLICY ~ 10015 10034  muss Signature Detection SQLInj¢ | Service http
. N N R R HTTP Version 1x
¢ Application Delivery > | 4 2026/03/3017:2553 MCPPOLICY 10015 10034  WWmMMr  SignatureDetection SQLINK oot mep-xperts labsecca
& Web Protection > |5 2026/03/3017:25:53 MCPPOLICY ~ 10015 10034 Signature Detection  SQLInj¢| | Method post
A ) ) 1| urL Jmep
02 Bot Mitigation > || 6 2026/03/2512:4310 MCPPOLICY 10015 10034 Signature Detection  Generic ) "
Monitor Mode Disabled
= APl Protection > || 7 2026/03/2511:0426 MCPPOLICY — 10015 10034 Signature Detection  Generic|| | Action Alert
) Threat Level T
© DoS Protection > |8 2026/03/2511:02:30 MCPPOLICY 10015 10034  wsmss=  Signature Detection Generic| - oo c .
Client Risk Malicious
B IP Protection > 9 2026/03/2511:02:30 MCP_POLICY 100.1.5 10034 (O Signature Detection SQL Inj¢ | = Source Country or Region Reserved
) CVEID N/A
O Tracking > 02: 4 i i j
10 2026/03/2511:02:30 MCP_POLICY — 100.15 100.3: . Signature Detection  SQLINK| | (uuscor 1o 703202 Linjection
@ WebVulnerability Scan > || 11 2026/03/2511:02:30 MCP_POLICY ~ 100.15 10034 Signature Detection  SQLInj¢| OWASP API Top10 N/A
£ Log&Report V| 12 2026/03/2510:45:45 MCP_POLICY — 10015 10034 Signature Detection SQLInj¢|| | V2 1vPe Signature Detection
SubType Generic Attacks
Log Access v || 13 2026/03/2510:43:59 MCP_POLICY 10015 10034 Signature Detection  Generic | | Signature Subclass Type  Command Injection
14 2026/03/2510:4359 MCPPOLICY 10015 10034  mmmsss  Signature Detection SQLInje| |oEnature!D 050050060 -
Message Parameter(({"hostname': "127.0.0.1;
Event 15 2026/03/2510:43:59 MCPPOLICY ~ 10015 10034  mmmmss)  SignatureDetection SQLInje whoami"}) triggered signature ID
T 050050060 of Signatures policy Alert
rafnc 16 2024/03/2510:43:59  MCP POI ICY 10015 10034 L[] Signatiire Detection SOl Inie Only
Download « < 1 /1> > [Totak16] J
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@ step 7 - Path Traversal Attack

In this step, you will progressively discover and exploit a path traversal vulnerability.
1. Reconnaissance via Command Injection
Use the network tool to enumerate the application directory:

Prompt:

Check the network connectivity to 8.8.4.4; 1ls -la -Rhla

This reveals accessible files in ./server such as: files, managed_server.log, server.py,
and secrets.txt.

@ Home % Agents } o & (W]
Assistanks Topics & Default Assistant > @ Qwen | CherryAl 2 % Q
+ Add Assistant

total 88K

drwxr-xr-x root root 4.8K Apr o4: 54

& Default Assistant

druxr-xr-x root root 4.8K Apr

w E 3 4

files
managed_server. log

drwxrwxr-x root root 4.8K Apr
root root 34K Apr 27

root root 61 Apr

1
5

druxrwxr-x 2 root root 4.6K Apr
2
-rW-rw-r-—— 1
1

w

-rw-re-r-— secrets. txt

=

-ru-rw-r-- 1 root root 17K Apr SErver.py

./server/__pycache__:
total 32K

druxrwxr-x 2 root root 4.6K Apr 4 19:16 .

drwxr-xr-x 1 root root 4.8K Apr 7 €d:54 ..

-ru-rw-r-- 1 root root 19K Apr 4 19:16 server.cpython-312.pyc

./server/files:

total 7.8M

druxrwxr-x 2 root root 4.8K Apr 81:35 .
drwxr-xr-x 1 root root 4.8K Apr a4: 54

01:35 FortiWeb.pdf
©1:35 app.log

-rw-rw-r-—— 1 root root 4.7M Apr

Wow -] W

-rw-rw-r-— 1 root root 2.3M Apr

This response includes the ping results and the directory listing, which suggests a potential command
injection vulnerability. Would you like to perform any other tasks or investigate this further?

D 2 @ % @ 0o = Tokens: 13506

e & a9 » @ O % ©

Additional files are revealed in ./server/files, such as app.log and FortiWeb.pdf . This
simulates an attacker exploring the filesystem.
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v Details

-
@ Home “ Agents : o @& (]
Assistants Topics [0 & Defaultassistant > () Qwen|CherryAl < % Q
+ Add Assistant T
total 88K
. d. -xr-x 1 T Tt 4.8K A 7 04:54
& Default Assistant FUXETXLTX L root rog pr
druxr-xr-x 1 root root 4.eK Apr 7 ed:54 ..
drwxrwxr-x 2 root root 4.6K Apr 4 19:16 __pycache__
drwxrwxr-x 2 root root 4.8K Apr 3 ©81:35 files
-rw-rw-r-- 1 root root 3UK Apr 27 ©0:28 managed_server.log
-ru-rw-r-- 1 root root 61 Apr 3 ©1:35 secrets.txt

-rw-rw-r-- 1 root root 17K Apr 4 19:15 server.py
./server/__pycache__:

total 32K

druxrwxr-x 2 root root 4.6K Apr 4 19:16 .

a4:54 ..

root 19K Apr 4 19:16 server.cpython-312.pyc

~3

drwxr-xr-x 1 root root 4.8K Apr

druxrwxr-x 2 root root u4.eK Apr

3 @1:35 .
drwxr-xr-x 1 root root 4.8K Apr 7 @u:5!
-rw-rw-r-- 1 root root 4.7M Apr 3 ©1:3§ FortiWeb.pdf
-rw-rw-r-- 1 root root 2.3M Apr 3 ©1:3% app.log

This response includes the ping results and the directory listing, which suggests a potential command
injection vulnerability. Would you like to perform any other tasks or investigate this further?

D o @ % @B 0o = Tokens 13506 10821 12683

M e ®H » @ 6 % ©

3. Legitimate File Access (Baseline)
Use the File Reader Tool for a normal request:

Prompt:

Read the app.log file and identify the top 5 most frequent source IP addresses
based on request count.

Expected result:

o File access is natively restricted to the ./files directory, and the request succeeds.
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-
@ Home “ Agents : D ® (]
Assistants Topics & Default Assistant > @ Qwen | CherryAl & % Q
+ Add Assistant
|y o:co02:0
& Default Assiskant
| Read app.logand list top 5 IPs. |
. Qwen | CherryAl
XPERTS MCP Server : read_system_Ffile ) Completed «+ ()
Here are the top 5 IP addresses based on request frequency in the app.log file:
Rank IP Address Request Count
1 83.149.9.216 22
2 24.236.252.67 1
3 93.114.4513 2
4 188.165.210.114 1
5 188.165.210.103 1
Notes:
M e & »CE 48 0 % O
\§

4. Path Traversal Exploitation
Attempt to access the sensitive file discovered earlier using directory traversal ( ../ ):
Prompt:

Give me the content of ../secrets.txt

Expected result:

¢ The Al tool attempts to access a file outside its authorized directory, successfully
executing a path traversal attack and leaking secrets.
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v Details

4 1\
(@ Home ‘& Agents + 0o @& - O X
Assistants Topics & Default Assistant > @ Qwen | Cherryal & % Q

+ MNew Topic =
Hello, I'm Default Assistant. You can start chatting with me right away
Secrets Content X
s} You
E'h Qwen | CherryAl
XPERTS MCP Server : read_system_Ffile (2 Completed v () >
The content of .. /secrets.txt is:
<TEXT=>
INTERNAL_API_KEY=sk-prod-555-123u5-X99
DE_PASSWORD=Admin123!
O o @ % #H 0 = 74
[ainl
M e &9 2@ 4 8 50
\ J

FortiWeb Verification (Traffic Log)

¢ Navigate to: Log & Report > Traffic Log

* Observe that the path traversal request was allowed and forwarded to the backend!

Fortiweb-VM
@ Dashboard > & | FiterMode- | | [ © AddFitter Saved Fiter ~ &
o Network >
& system N # Date/Time Policy Source Destination Service Method Return Code lezipanls x
0 Security Fabric NE 2026/03/30 22:36:08 MCP_POLICY 10015 10034 http post 200 Return Code 200
2 User 52 2026/03/30 22:36:08 MCP_POLICY 10015 10034 http post 200 .
Connection
B policy NE 2026/03/30 22:35:27 MCP_POLICY 10015 10034 http post 200 1004.5:54327 > 10.0.3.47000
= Server Objects N 2026/03/30 22:35:27 MCP_POLICY 10015 10034 http post 200
¢ Application Delivery > 5 2026/03/30 22:34:02 MCP_POLICY 100.15 10034 http post 200 © Packet Header
& Web Protection > 6 2026/03/30 22:34:02 MCP_POLICY 1005 10034 http post 200 POST/mep HTTP/1.1
Host: rts.absec:
88 Bot Mitigation > 7 2026/03/30 22:32:05 MCP_POLICY 10015 10034 http post 200 oSt mep-xpertslabsec.ca
Connection: keep-alive
2 APl Protection > 8 2026/03/30 22:32:05 MCP_POLICY 10015 10034 http post 200 pop——T
© DosProtection > 9 2026/03/30 22:32:03 MCP_POLICY 10015 10034 http post 200 accept: application/json, text/event-stream
B 1P Protection > 10 2026/03/30 22:32:03 MCP_POLICY 10015 10034 http post 200 content-type: application/json
0 Tracking > 1 2026/03/30 21:38:53 MCP_POLICY 10045 10034 http post 200 hitp-referer: httpsy//cherry-ai.com
mep-protocol-version: 2025-11-25
@ WebVulnerabiityScan > 12 2026/03/30 21:38:53 MCP_POLICY 10015 10034 http post 200 s ey -
P : 647b77cal 165¢
LogéReport v 13 2026/03/30 21:38:13 MCP_POLICY 10015 10034 htp post 200 stitie:Cherry Studio
Log Access v o 2026/03/30 21:38:13 MCP_POLICY 10015 10034 http post 200 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWe
: bKit/537.36 (KHTML, like Gecko) CherryStudio/1.8.4 Chrome/144,
Attack 15 2026/03/30 20:34:36 MCP_POLICY 10015 10034 http post 500 07559.956 Eleciron/408.0 Safarl/557 36
Event 16 2026/03/30 20:34:36 MCP_POLICY 10015 10034 http post 200 Accept-Encoding: gzip,deflate
17 2026/03/30 20:34:34 MCP_POLICY 10015 10034 htp post 200 Accept-Language: en-US
Download 18 2026/03/30 20:34:34 MCP_POLICY 10045 10034 http post 200 Cookie: cookiesession1=678A3E12806F642CE1CCCA734966AC
Report > 19 2026/03/30 20:34:03 MCP_POLICY 10015 10034 http post 500
Log Policy > 20 2026/03/30 20:33:19 MCP_POLICY 100.1.5 http post. 200
[BJRaw Body
Log Config > 2 2026/03/30 20:24:20 MCP_POLICY 10015 10034 http post 200
2 2026/03/30 20:23:55 MCP_POLICY 10015 10034 http post 200
(. J
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¥ Details
Enable Path Traversal Detection
To detect this specific attack, we must update the WAF signature profile:

¢ Navigate to: Web Protection > Known Attacks > Signatures

e Select: MCP_SIGNATURE_PROFILE

¢ Click: Signature Details

Fortiweb-vM = Q > @ © @benitbr

+Signature Wizard | + CreateNew o Edit k¥cione | @ Delete | @ view MV

# Name Main Class Enabled Count Sub Class Disabled Count Signature Disabled Count Exception Count Alert Only Count False Positive Mitigation Disabled Count
>
[ Predefined @
>

@ Dashboard > w Signatures | Search a ‘

“ Network >
& System

) Security Fabric
2 User N 1 Standard Protection 6 0 59 0 0 0
2 Extended Protection 9 o 17 0 o 0
B Policy >
- 3 Alert Only 6 0 59 0 0 0
= Server Objects >
4 Exchange 2013 13 0 85 0 o 0
¢ Application Delivery >
: 5 Exchange 2016 6 o 91 0 o 0
& WebProtection v
6 Exchange 2019 6 0 104 0 4 0
Known Attacks v wchange
" 7 SharePoint 2013 13 0 74 0 o 0
Signatures | 1
O 8 SharePoint 2016 6 0 69 0 0 0
e e NE WordPress 6 0 65 0 0 0
Client Side Security > Drupal ¢ ° 72 ° ° 0
Data Loss Prevention E] User Defined @
Input Validation MR DVWA SIGNATURE_PROFILE 13 0 59 0 0 0
pa— , 12 JUICESHOP_SIGNATURE_PROFILE 9 o 17 o o 0
P s 13 PETSTORE SIGNATURE_PROFILE 9 0 17 0 0 0
ML Based Anomaly I14 MCP_SIGNATURE_PROFILE 0 59 0 0 0
Detection
8 Bot Mitigation >

.

e Expand: Generic Attacks > Directory Traversal

¢ Enable the following signature: 950180003

FortiWeb-vM = Q > @ © @ bewith

@ Dashboard > | €Back toSignatures Directory Traversal Signature ID: 050180001
$ Network > |Dictinmri= Search Descripti a® J Signature | Exception  Threat Weight
arch Description .
£ System >
e Signature ID stat Descripti y
@ Security Fabric > e atus S SignatureID: 050180001
2 User > Main Category: ~ Generic Attacks
» voiey , 050180001 ¥ Enable i root directory. Thi ived in SubCategory:  Directory Traversal
v Coldfusion Injection LB SS Sensitivity Level: 3
- . y
= Server Objects > 17 LDAP Injection
¢ Application Delivery > v Command Injection T e is sig i i i ies in Oracle's Alert Only: e )
.  Session Fixation N12ble " JSF2 path Traversal. This attack can be archived in HTTP request URL.
& Web Protection v  File Injection Description:
 PHP Injection
o v S5l Injection + performin n common
Signatures : gpn'\le'SSr 050180003 © Disable  wehservers.
mail Injection ] .
O e U Enable chieved in HTTP arguments and Cookes.
Advanced Protection >  RFl Injection
 LF Injection e i
Client Side Security > | v SRC Disclosure 050180004 ¥ Enzb root directory using Uni ing This
M o I
D iabisibedition attack can be archived in HTTP arguments and headers.
Input Validation > FOTMATSTMEATES
— Xpath/XQuery Injection s i i i
Protocol > + Client-Side URL Redirect 050180005 ¥ Enable i *s root director Unicode Found In:
5 b XSIT Injection encoding. Thi ived in HTTP request URL
Access v Abnormal HTTP Format
ML Based Anomaly @ Generic Attacks(Extended)
Detection v Known Exploits i t " e
o v Trojans 050180006 ¥ Enable i 's root directory usii Unicode
% Bot Mitigation > @wm v Information Disclosure ST e s :
= i @  Personall
2 APl Protection > i [ tch Bxample g
© DoS Protection > Filter HTTP1X ‘ HTTP2/HTTP3
1P Protection > B
8 GET /pub/readfile.php?file=Tile://etc/passwd HTTP/1.1
0 Tracking > Referer: http://yoursite.com/
§ User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; SV1; NET CLR1.1.4322)
\ & webvunerabiysean > Pragma: no-cache )

Note: - The signature 050180003 is disabled by default in the predefined profiles Alert Only
and Standard Protection.
- It is, however, enabled by default in the Extended Protection profile.

Retest the Attack
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v Details

Run the prompt again, explicitly forcing the Al to use the tool so it doesn't answer from

memory:

Prompt:

Give me the content of ../secrets.txt using the MCP file tool.

Do not answer from memory. You must call the tool and return the result.

Expected result:

¢ The attack is now successfully detected by FortiWeb.

FortiWeb Verification (Attack Log)

¢ Navigate to: Log & Report > Attack Log

« |dentify the Path Traversal detection event.

FortiWeb-vM @ benoitb +
@ Dashboard > | Attacks | Aggregated Attacks
4 Network >
< Filter Mode ~ % Severity Level: ! Informative © AddFilter X | SavedFilter ~ &
£ System
@) Security Fabric > # Date/Time Policy Source | Destination | Threat Level Main Type SubType HTTP Host URL | Action lezipails x
2 User > | 1 2026/03/3022:45:18 MCPPOLICY 10015 10034 Signature Detection  GenericAttacks mcp-xpertslabsecca /mcp  Alert | [ Analyzewitnal
B Policy > 2 2026/03/2022:3402 MCPPOLICY 10015 10034 Signature Detection  Generic Attacks mcp-xpertslabsecca /mcp  Alert & Detailed Information
= Server Objects > 3 2026/03/3022:3205 MCPPOLICY 10015 10034 Signature Detection  GenericAttacks mcp-xpertslabsecca /mcp  Alert More Details
¢ Application Delivery > 4 2026/03/2020:34:36 MCPPOLICY 10015 10034  [Freemm Signature Detection  Generic Attacks  mcp-xpertslabsecca /mcp  Alert Deny E':fe 2026.03-30
& Web Protection > 5 2026/03/3020:34:03 MCP_POLICY 10015 10034 Signature Detection ~ Generic Attacks ~ mcp-xpertslabsecca /mcp Alert Deny  Time 22:45:18
2 Bot Mitigation > 6 2026/03/3020:2420 MCPPOLICY 10015 10034 Signature Detection  Generic Attacks mcp-xpertslabsecca /mcp  Alert :zr“vc“ze thiP*PD“CV
= APIProtection > HTTP Version 1x
© Dos Protection > HTTP Host mep-xperts.absec.ca
Method post
B 1P Protection > URL Jmep
0 Tracking N Monitor Mode Disabled
Action Alert
@ Web Vulnerability Scan > Threat Level
I£ Log&Report v Client Risk Malicious
Source Country or Region Reserved
Log Access v QED VA
OWASP Top10 A03:2021-Injection
— OWASP API Top10 N/A
Ve Main Type Signature Detection
Traffic Sub Type Generic Attacks
Signature Subclass Type ~ Directory Traversal
Download
Signature ID 050180003
Report > Message Parameter( "filename": "\Vsecrets.txt"})
. triggered signature ID 050180003 of
Loe Bolicy 2 Signatures policy
Log Config > MCP_SIGNATURE_PROFILE
Connection
10.0.15:56156 -> 10.0.3.4:7000
« 1 /1> > [Totak6] Matched pattern



https://latam.amerintlxperts.com/ai/images/05-mcp-protection/42-path-traversal.png
https://latam.amerintlxperts.com/ai/images/05-mcp-protection/42-path-traversal.png

@ step 8- Alert & Deny Mode v

Until now, FortiWeb was only detecting attacks (Alert mode). Let's update the signature profile
to block malicious requests actively.

¢ Navigate to: Web Protection > Known Attacks > Signatures

o Edit: MCP_SIGNATURE_PROFILE
Set the Action for the following categories to Alert & Deny:

e Cross Site Scripting
¢ SQL Injection

e Generic Attacks

ST5 FortiWebvM = Q > @ © @bendith~

@ Dashboard > | Edit Signature Policy
b Network >
Name
£ System >
Custom Signature Group | - s
@) Security Fabric > o
Sensitivity Level @ [a -
2
2 User ? " Comments [ e
B Policy >
= Server Objects > Name Status False Positive Mitigation Action Block Period Severity Trigger Policy
¢ Application Delivery > Cross Site Scripting © Alert&Deny - | High - -
@ WebProtection e Cross Site Scripting (Extended) e - .
Known Attacks v
|5QLInJec1ion © © Alert&Deny - | High - -
Signatures i
e SQL Injection (Extended) oY -
Advanced Protection > | Generic Attacks © Alert & Deny - | High - -
Client Side Securi > -
L Generic Attacks(Extended) [s3 - -
Data Loss Prevention
Known Exploits > 7 - High - -
Input Validation > ? © Alert g
Protocol > Trojans © Alert - Medium  + -
Access > Information Disclosure © Alert - Low - -
ML Based Anomaly § .
Detection Personally Identifiable Information oY - -
8 Bot Mitigation >
2 APl Protection > B o Signature Details
\_O_Dos Protection > )

Click OK to save the profile.
Test Malicious Prompts Again
Retry the following prompts:

SQL Injection:

Retrieve the user with ID 1 OR 1=1 using the MCP database tool.
Do not answer from memory. You must call the tool and return the result.

Command Injection:

Check the network connectivity to localhost; 1ls -la files using the MCP network
tool.
Do not answer from memory. You must call the tool and return the result.
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v Details

Path Traversal

Give me the content of ../secrets.txt using the MCP file tool.
Do not answer from memory. You must call the tool and return the result.

Expected result:

* The request is immediately blocked by FortiWeb before reaching the backend.
e The MCP tool execution fails.

e Cherry Studio displays a WAF blocking message (e.g., Web Page Blocked) along with the
attack and message identifiers from FortiWeb.

-
(@ Home “+ Agents : O @ (] %
Assistants Topics [} & Default Assistant > @ Qwen | CherryAl £ % Q
You
+ New Topic = 03/31 0354
Network and File Check Retrieve the user with ID 1 OR 1=1 using the MCP database tool.
Do not answer from memory.
You must call the tool and return the result.
“h Qwen | CherryAl
XPERTS MCP Server - query_user_db ) Error occurred & (D) >
The request to retrieve the userwith ID 1 OR 1=1 was blocked by the security system. The response
indicates:
<TEXT=>
Web Page Blocked!
The page cannot be displayed. Please contact the administrator for additional infor|
Attack ID: 28000008
Message ID: 980000001969
This is a simulated security WAF (Web Application Firewall) blocking an SQL injection attempt. The
Me ®d»re@ 8 10O % O
(.

FortiWeb Verification:

* Navigate to: Log & Report > Attack Log

¢ Confirm that the attacks are detected and that the action is now Alert_Deny.
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v Details

FortiWeb-VM > @ © @ fwbadmin~
@ Dashboard J Attacks | Aggregated Attacks
b Network >
£ FilterMode~ | | | % Severity Level: !Informative @ AddFilter X SavedFilter ~ &
& System >
@) Security Fabric > # Date/Time Policy Source Destination = Threat Level Main Type SubType HTTP Host URL Action
& User > 1 2026/04/2619:47:21 MCP_POLICY 100.1.5 10034 EEEEEE Signature Detection Generic Attacks mcp-xpertslabsecca  /mcp Alert_Deny
B Policy > 2 2026/04/2619:46:557 MCP_POLICY 10015 10034  @msmms  Signature Detection GenericAttacks mcp-xpertslabsecca  /mcp Alert Deny
= Server Objects > 3 2026/04/26 19:45:50 MCP_POLICY 100.1.5 10034 JLLLLL Signature Detection SQL Injection mep-xpertslabsecca  /mcp Alert_Deny
¢ Application Delivery > 4 2026/04/2619:43:36 MCP_POLICY 10015 10034 Signature Detection Generic Attacks mcp-xpertslabsecca  /mcp Alert
& Web Protection > 5 2026/04/2619:28:04 MCP_POLICY 10015 10034 Signature Detection GenericAttacks mcp-xpertslabsecca  /mcp Alert
\“ Bot Mitigation > 6 2026/04/2619:25:47 MCP_POLICY 100.1.5 10034 Signature Detection Generic Attacks mcp-xpertslabsecca /mcp Alert

3. Using the MCP server with Hoot

Hoot is a developer tool used to test and explore MCP servers directly. It provides an
intuitive, Postman-like interface to interact with MCP tools, allowing you to bypass the Al
chat agent to send raw requests, observe JSON responses, and understand how MCP
payloads are structured.
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@ step 1-Launch Hoot from Command Line v

On the Windows client, open a terminal (Command Prompt or PowerShell).

Start Hoot by running:
hoot

Administrator: Windows Powe X + -~

B API endpoints:
POST fauth/token (get session token)
POST /mcp/connect
POST /mcp/disconnect
POST /mcp/auto-detect
GET /mcp/tools/:serverId
POST /mcp/execute
GET /mcp/status/:serverId
GET /mcp/connections

This backend server acts as the MCP client,
eliminating CORS issues when connecting to
MCP servers from the browser.

® Server is ready!

@ Starting frontend in production mode on port 8089...

(node:135u8) [DEPB198] DeprecationWarning: Passing args to a child process with shell option true can lead to security v
ulnerabilities, as the arguments are not escaped, only concatenated.

(Use ‘node ——trace-deprecation ...‘ to show where the warning was created)

# Hoot is running!

Server: http://localhost:8008
Frontend: http://localhost:8689

Press Ctrl+C to stop

The web interface should automatically open in your browser (Edge).
If not, manually access:

http://localhost:8009

e On the welcome message, click Skip.
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¥ Details

B Hoot- MCP Inspector & Piaygrou X | 4 - o x

& G ® localhost8009 7t & - o

© | £ Foriies Labs

®

Welcome to Hoot!

A beautiful tool to test and explore MCP (Model Context Protocol)
servers

Test Tools
Connect to MCP servers and test their tools with an intuitive interface

. AI-Powered Chat
Chat with Al that can use your MCP tools to accomplish tasks

Keyboard Shortcuts
Navigate efficiently with vim-style shortcuts (press 2  to view all)

% Quick Start
Try public servers instantly or connect your own MCP server

Don't show this again

Temps o ise - 310w
M’S,m‘,‘:,y B Qs PDu=uCo AR om Qo e )

@© How Hoot works

e The backend (port 8008) acts as an MCP client proxy. It handles authentication,
logging, and API calls.

e The frontend (port 8009) provides the user interface.
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@ step 2- Configure MCP server v
Add a new MCP server in the Hoot Ul:
e URL: http://mcp-xperts.labsec.ca/mcp
e Server Name: XPERTS-MCP-Server
¢ Transport: HTTP
« Authentication: None
Click Add Server.
- M
B Configure Server
URL
http://mcp-xperts.labsec.ca/mcp
Server Name
XPERTS-MCP-Server
Transport
HTTP SSE stdio (coming soon)
Authentication
Mone Headers OAuth Auto OAuth Client
Add Server +«
- .

You should now see the list of available tools. Click on each tool to view its description, which

is what the Al client uses to understand its function. You will also see the input parameters,
which Hoot allows you to enter via a Form or raw JSON.
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¥ Details

© XPERTS-MCP-Server ¢

& WP

current_datetine
REAL-TIME CLOCK TOOL. Use this tool
‘Whenever the user asks: - "what time s.

REAL-TIME CLOCK TOOL. Use this tool whenever the user asks: - “what timeis it* / “current time" / *date today" / *current date" -in any city or timezone (e.g., "in Montreal”, “in Paris*, “UTC", etc.)
IMPORTANT: - This tool provides real-time information. Do NOT guess or answer from memory. - If the user asks for time in Montreal, use timezone="America/Montreal". Args: timezone: IANA timezone.
name (e.g. "UTe i ", "Europ g ). Returns: formatted as YYYY-MM-DD HH:MM:SS TZ

B Haot - MCP nspector & Playgrow X+ - o x
C A6 : datetime 0A3 - W chat
@ [ FortiWeb Labs
® Hoot P TestTools ] @
+ Add Server A Search 6 tools. / current_datetime

auery_user_db
SIMULATED DATABASE QUERY TOOL
(SECURITY DEMO). This tool simulates.

execute_ping
NETWORK DIAGNOSTIC TOOL.
(SECURITY DEMO). This tool executes.

read_systen_file
FILE READER TOOL (SECURITY DEMO
FOR PATH TRAVERSAL). This tool reads.

read_pdf_document
PDF READER TOOL (SECURITY LAB). Use
this tool whenever the user asks to:

draft_incident_brief
SOC INCIDENT BRIEF TOOL. Use this tool
‘Whenever the user asks to: - draft an

INPUT PARAMETERS

Form  JSON

America/Montreal

Execute Tool 3

Search

AR ma QDo

'I
o
[
B

1009pM
2025
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@ step 3- Time Tool (Direct Call)

Let's test the tools directly through Hoot.

e Tool: current_datetime

o Input parameter (Form): America/Montreal

¢ Click Execute tool

Expected result: A real-time response from the backend.

(

| BS Hoot - MCP Inspector & Playgrou X | — 5 x)
& C O loclhostsors ncp-tper =8 - Qo
D | £ orted Labs
® Hoot B TestTools
+ AddSever A Search § tools. current_datetime
REAL-TIME CLOCK TOOL. Use this is", "UTC", ete)
IMPORTANT: - Ths tool pr ezone: IANA timezone
name (e.g., "UTC", "AmericalToronto", "Europe/Pa
XPERTS-MCP-Server current_datetine
REAL-TIME CLOCK TOOL. Use ths tool
i Whenever the user asks: - "what tme is.
avery._user_db
SIMULATED DATABASE QUERY TOOL =
(SECURITY DEMO). Ths tool simultes
execute_ping P—
NETWORK DIAGNOSTIC TOOL B=s
(SECURITY DEMO). This tool exectes P
read_systen_file
FILE READER TOOL (SECURITY DEMO
FOR PATH TRAVERSAL). This tool reads.
(2905
Resporse  RawJSON  Request
2026-63-31 09:39:62 EOT
e O s - R y  L4oPM
= cowey a Q Serch Bu-Ca 8o T s

You can view the exact request and response payload in JSON format using the tabs in Hoot.

Response Raw JSON Request

Response

i
"tool"
"input"

Raw JSOMN

{

"timezone"

Request
q {

"success”
"time"
"data" ~ [

S L

"type”

nrext"

* Navigate to: Log & Report > Traffic Log
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v Details

¢ Review the raw request passing through the WAF.

@ Dashboard >
b Network >
& System >
@) Security Fabric >
& User >
B Policy >
= Server Objects >
¢ Application Delivery >
& Web Protection >
2 Bot Mitigation >
2 API Protection >
O DosSProtection >
B 1P Protection >
0 Tracking >
@ Web Vulnerability Scan >
[= LogS&Report v
Log Access v
Attack
Event
Dovnload
Report >
Log Policy >
Log Config >

£ FilterMode~ | | © AddFilter
Date/Time Policy Source Destination Service Method
1 2026/03/3108:39:02 MCP_POLICY 10015 10034 http post 200
2 2026/03/3108:34:28 MCP_POLICY 10015 10034 http post 200
3 2026/03/3108:34:28 MCP_POLICY 10015 10034 http post 202
4 2026/03/3108:34:28 MCP_POLICY 10015 10034 hitp post 200
5 2026/03/3108:33:22 MCP_POLICY 10015 http get 200
6 2026/03/3108:33:22 MCP_POLICY 10015 http post 202
7 2026/03/3108:33:22 MCP_POLICY 10015 http post 200
8 2026/03/3108:33:22 MCP_POLICY 10015 http post 406
9 2026/03/3108:33:22 MCP_POLICY 10015 hitp get 404
10 2026/03/3108:29:06 MCP_POLICY 10015 http get 200
1 2026/03/3108:28:46 MCP_POLICY 10015 http post 200
12 2026/03/3108:28:46 MCP_POLICY 10015 http post 202
13 2026/03/3108:28:45 MCP_POLICY 10015 http post 200
14 2026/03/30 22:54:38. MCP_POLICY 10015 http post 500
15 2026/03/30 22:54:38 MCP_POLICY 10015 http post 200
16 2026/03/30 22:54:36 MCP_POLICY 10015 http post 200
17 2026/03/30 22:54:36 MCP_POLICY 10015 http post 200
18 2026/03/30 22:45:18 MCP_POLICY 10015 http post 200
19 2026/03/30 22:45:18 MCP_POLICY 10015 http post 200
20 2026/03/30 22:43:03 MCP_POLICY 10015 http post 200
21 2026/03/30 22:43:03 MCP_POLICY 10015 http post 200
22 2026/03/30 22:36:08 MCP_POLICY 10015 http post 200
23 2026/03/30 22:36:08 MCP_POLICY 10015 http post 200
24 2026/03/30 22:35:27 MCP_POLICY 10015 10034 http post 200
«|{<| 1 /1 > > [Total:43]

Saved Filter ~ @

Log Details

Original Source Country or Region Reserved
rvice http

HTTP Version 1x
Method post
HTTP Host mep-xpertslabsec.ca
URL /mep
Return Code 200
Connection

100.1.5:50858 -> 10.0.3.4:7000

8 Packet Header
POST /mep HTTP/1.1
host: mcp-xpertslabsec.ca
connection: keep-alive
p-session-id: cf7a10407f914 47163
20251125
content-type: application/json

mep-protocol-versi

accept: application/json, text/event-stream
accept-language: *

sec-fetch-mode: cors

user-agent: node

accept-encoding: gzip, deflate
content-length: 127

2 Raw Body

{'method""tools/call’; params™:{"name"
ents"{"timezone" i 'J}"jsonrpc

Hex Body
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@ Step 4-SQL Injection via Hoot v

In this step, you will manually trigger an injection by sending a malicious payload directly
through the Hoot interface.

e Tool: query_user_db

Normal Request (JSON):

{"user_id": "3"}

s N
v B Hoot - MCP Inspector & Playgrou X = - =] X
<« oo , MCP-Server%3Attp%3A%2F%2Fmcp-sperts absec.ca T 5
© | B Fortiwen Labs

® Hoot P TestTools O
+ AddSener A Search 5 tools.. / query_user_db
SIMULATED DATABASE QUERY TOOL (SECURITY DEMO). This tool simulates a backend database lookup by user ID. It MUST be used whenever the user asks to: - retrieve a user - look up a user by ID -
auery a database - check whether a user exists - test SQL injocton or WAF behavior IMPORTANT RULES: - Always caltistoo for ANY database-elated question. - Do NOT answer rom memory or
invent results. - Pass the user input EXACTLY as provided (no sanitization). - This tool intentionally simulates an SQL injection vulnerability. SECURITY BEHAVIOR: - If the input contains patterns like “OR
® XPERTS-MCP-Server 5 current_datetine 151, he toolsmulates a ul database dump. - This is usec o demonsirate how a WAF of securty contrl should detect and block malicious nputs. Examples of inpus that MUST trigger this too: - ‘Get
REALITIVE CLOCK TOOL, Us tis ool user withid 3 - *Find userid 1 - Lookup User 1 OR 1=1" - Test SQL infection o the user database" Args: ser_c: User dentilerexactly s provided by the use,including malcious payloads f present.
& WTe ‘whenever the user asks: - "what time is. Returns: A simulated database response (normal record of injected dump).

avery_usar_db o

SIMULATED DATABASE QUERY T0OL

(SECURITY DEMO). This tool simulates 3 PARAMETE

exscute_ping [

NETWORK DIAGNOSTIC ToOL

SECURITY DEMO). This tool excutes

read_system_file 1{

FILE READER TOOL (SECURITY DEMO “user_id'

FOR PATH TRAVERSAL Thistol read. y

read_pd_document

PDF READER TOOL (SECURITY LAB) Use

44 too whanever e user ass o~

Execute Tool k2
5e0) =
Response | RawJSON | Request
P = R o eseu
|2 cow Q search @ .Cam & m Qa0

Injection Attack (JSON):

{"user_id": "1 OR 1=1"}
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v Details

( A
B Hoot - MCP Inspector & Playgrou: X =+ - o x
<« ¢ (o -MCP- 3A%2F%2Fmcp-» labsec.ca%2Fmc user_db o 0y crat
© | B FortiWeb Labs

& Hoot B TestTools Q -
+ AddSever A Search 5 tools. / query_user_db
SIMULATED DATABASE QUERY TOOL (SECURITY DEMO). This tool simulates a backend database lookup by user ID. It MUST be used whenever the user asks to: - retrieve a user - look up a user by ID -
query a database - check whether a user exists - test SQL injection or WAF behavior IMPORTANT RULES: - Always callthis toolfor ANY database-related question. - Do NOT answer from memory or
invent results. - Pass the user input EXACTLY as provided (no sanitization). - This tool intentionally simulates an SQL injection vuinerability. SECURITY BEHAVIOR: - If the input contains patterns like “OR
© XPERTS-MCP-Server current_datetine 121 the tool simuiates & full database ump. - Thi is used to demonstrate how a WAF or securty control should detect and block malicious nputs. Examples of nputs that MUST trigger this tool: - “Gat
REALTIME CLOCK TOOL. Use this tool user with id 3 - "Find user id 1° - "Lookup user 1 OR 1=1" - “Test SQL injection on the user database" Args: user_id: User identifier exactly as provided by the user, including malicious payloads if presen.
I ‘whenever the user asks: - "what time is. Returns: A simulated database response (normal record or injected dump).
auery_user_db +
SIMULATED DATABASE QUERY TOOL : il E
(SECURITY DEMO). This tool simulates .
Form JSON
execute_ping
NETWORK DIAGNOSTIC TOOL
(SECURITY DEMO). This tool executes
;"1 0R 1510
read_systen._file
FILE READER TOOL (SECURITY DEMO
FOR PATH TRAVERSAL). Thistool
read_pdf._docusent
PDF READER TOOL (SECURITY LAB). Use
1histool whenever the user asks 10: .
.
Execute Tool 3B
X Error(43ms) [}
Response  RawJSON  Request
Streanable HTTP errar: Ervor POSTing to endpoint: {*page_title":"Web Page Blocked!*, *display_nessage":The page camnot be displayed. Please contact the administrator
for additional information.","client_IP" 5", "URL":"mcp-xperts.labsec.ca/mep", "attack_ID":"20080808", "nessage_ID": "080800084368", }
ght rsin - .
P2 e @D L W C @M s mo Qe e

FortiWeb

Verification:

¢ Navigate to: Log & Report > Attack Log

¢ Confirm that FortiWeb intercepted the JSON payload.

@ Dashboard

b Network

R System

¥ Security Fabric

User

Policy

Server Objects
Application Delivery
Web Protection

Bot Mitigation

API Protection

Dos Protection

1P Protection
Tracking

Web Vulnerability Scan
= Log&Report

L
<
a
o
F 1
°
L)
o
Q

Log Access

Event

Traffic.
Download

Report

Log Policy

Log Config

> J Attacks | Aggregated Attacks
>
< Filter Mode ~ % Severity Level: ! Informative © AddFilter X | SavedFilter ~ &
> # Date/Time Policy Source | Destination | Threat Level Main Type SubType HTTP Host URL = Action Log Details x
> [1 2026/03/3108:47:36_ mcPPOLICY 10015 10034 Signature Detection _ SQLinjection __ mcp-xpertslabsecca /mcp_Alert Deny | [ Analyze with Al
> 2 2026/03/3022:54:38 MCPPOLICY 10015 10034 Signature Detection  SQLInjection  mcp-xpertsiabsecca /mcp  Alert.Deny | @ petailed information
> 3 2026/03/302245:18 MCPPOLICY 10015 10034  [mewes) ignature Detecti icAttacks  mopxp: Jmep  Alert More Details
> 4 2026/03/3022:3402 MCPPOLICY 10045 10034 Signature Detection  Generic Attacks  mcp-xpertslabsecca /mcp  Alert 2026:03-31
> 5 2026/03/3022:3205 MCPPOLICY 10015 10034 ture Detecti icAttacks  mopxp: Jmep  Alert :47:36
S . . N MCP_POLICY
> 6 2026/03/3020:34:36 MCPPOLICY 10015 10034 Signature Detection  Generic Attacks  mcp-xpertslabsecca /mcp  Alert Deny it
> 7 2026/03/3020:3403 MCPPOLICY 10015 10034 ture Detecti icAttacks  mopxp: /mep  Alert_ Deny 1x
> 8 2026/03/3020:2420 MCPPOLICY 10045 10034 ture Detecti icAttacks  mop-xperts.Jabs /mcp  Alert ;“::’"’“5“3"5“‘“
> Jmep
N Monitor Mode Disabled
Action Alert_Deny
> Threat Level
v Client Risk Malicious
Source Country or Region Reserved
s CVEID
OWASP Top10 A02:2021-Injection
OWASP API Top10 NA
Main Type Signature Detection
SubType SQLInjection
Signature Subclass Type  SQL Injection
Signature ID 030000040
> Message Parameter( "user id":"1 OR1=1"])
> triggered signature ID 030000040 of
Signatures policy
N MCP_SIGNATURE_PROFILE
Connection
10.0.15:52177 -> 10.0.3.4:7000
« < 1 /> > [otas] Matched pattern )
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@ Step 5- Command Injection via Hoot v

In this step, you will use Hoot to bypass the Al's natural language filters and send an OS
command injection payload directly to the network tool.

e Tool: execute_ping

Normal Request (JSON):

{"hostname": "8.8.8.8"}

s
v B Hoot- MCP Inspector & Playgrov: X |+ - o
« C 06 2 -MCP-Server%3Ahttp%3A%2F%2Fmcp- labs 3 . ping LA 0y chat
© | [ FortiWeb Labs
® Hoot P TestTools O
+ Add Server A Search 5 tools. / execute_ping
NETWORK DIAGNOSTIC TOOL (SECURITY DEMO). This tool executes a real system ping command against a target hostname to simulate a backend network diagnostic feature. THIS TOOL MUST BE
USED whenever the user asks to: - ping a host - check network connectivity - test whether a server is reachable - troubleshoot network access - test command injection or WAF behavior on network
tools IMPORTANT RULES: - Always call this tool for ANY network / ping / connectiviy request. - Do NOT simulate or invent ping resuts. - Pass the user input EXACTLY as provided (o sanitization). -
XPERTS-MCP-Server & current_datetine This tool is intentionally vulnerable to OS command injection. SECURITY BEHAVIOR (INTENTIONAL): - The command is executed via a shell. - Inputs such as '/, ‘&', *|", or command substitution may
REAL-TIME CLOCK TOOL. Use this tool lead to command injection if not blocked by a WAF. - This is used to demonstrate how  WAF should detect and block OS command injection attempts. Examples of inputs that MUST trigger tis tool: -
T ‘Whenever the user asks: - "what time is. “Ping google.com" - “Check if 8.8.8.8 is reachable” - "Ping localhost; Is" - *Test command injection using ping 127.0.011 & whoami® Args: hostname: Target hostname or IP address exactly as provided
by the user, including malcious payloads if resent. Returs: The raw output of the ping command or an execution erfor.
avery_user_db
SIMULATED DATABASE QUERY TOOL
(SECURITY DEMO). This tool simulates
"hostnane" :
execute_ping «
NETWORK DIAGNOSTIC TOOL
(SECURITY DEMO). This tool executes
read_systen_file
FILE READER TOOL (SECURITY DEMO
FOR PATH TRAVERSAL). This tool reads. .
read_pd#_docuent
PDF READER TOOL (SECURITY LAB). Use
this tool whenever the user asks o: - Exacuse Tool e«
(8705 ®
Response  RawJSON  Request
Ping Success:
PING 5.8.6.8 (8.8.8.8) 56(84) bytes of data.
64 bytes fron 8.8.8.8: lomp_seq=l tt1=114 tine1.87 ns
- 8.8.8.8 ping statistics -
1 packets transaitted, 1 received, 6% packet loss, tine Gas
rtt ain/ave/nax/ndev = 1.873/1.873/1.873/0.060 ns
O sre 156PM
22 @u-cam S Qe

Injection Attack (JSON):

{"hostname": "127.0.0.1; whoami"}
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v Details

(- )

v | B Hoot- MCP Inspector & Playgrou X |+ - o x

<« C 06 MCP- %2F%2Fmcp: labs % :_ping x4

© | £ forted Labs

® Hoot P TestTools T

+ Add Server A Search 5 tools... / execute_ping

NETWORK DIAGNOSTIC TOOL (SECURITY DEMO). This tool executes a real system ping command against a target hostname to simulate a backend network diagnostic feature. THIS TOOL MUST BE
USED whenever the user asks to: - ping a host - check network connectivity - test whether a server is reachable - troubleshoot network access - test command injection or WAF behavior on network
tools IMPORTANT RULES: - Always callthis tool for ANY network / ping / connectivity request. - Do NOT simulate or invent ping resuls. - Pass the user input EXACTLY as provided (no sanitization). -

© XPERTS-MCP-Server current_datetine “This tool is ntentionally vulnerable to OS command injection. SECURITY BEHAVIOR (INTENTIONAL): - The command is executed via a shell - Inputs such as '7, ‘&&", |, or command substitution may
REAL-TIME GLOCK TOOL. Use this tool Iead to command injection if not blocked by a WAF. - This s used to demonstrate how a WAF should detect and block OS command injection attempts. Examples of inputs that MUST trigger this tool: -
L ‘Whenever the user asks: - "what time is. “Ping google.com" - “Check if 8.8.8.8 is reachable” - *Ping localhost; Is" - “Test command injection using ping 127.0.01 && whoami* Args: hostname: Target hostname o IP address exactly as provided

by the user, including malicious payloads if present. Returns: The raw output of the ping command or an execution error.

auery_user_db
SIMULATED DATABASE QUERY TOOL g o
(SECURITY DEMO). This tool simulates.

Form  JSON

execute_ping «
NETWORK DIAGNOSTIC TOOL.
(SECURITY DEMO). This tool executes.

“hostname": 127.8.8.1; whoani"

read_systen_file
FILE READER TOOL (SECURITY DEMO
FOR PATH TRAVERSAL). This tool reads.

read_pdf_docunent
PDF READER TOOL (SECURITY LAB). Use
this tool whenever the ser asks 10: -..

Execute Tool e

X Error(43ns) ©

Response  RawJSON  Request

Streanable KTTP error: Error POSTing to endpoint: {"page_title"
for additional information.”, "client_IP*:10.8.1.5%, "URL":"acp-xperts.labsec.ca/ncp"  "attack_ID":"20990908"  “message_I0":

Web Page Blocked!","display_message":"The page cannot be displayed. Please contact the administrator
090008094389", }

Qs
| Gy

Q search @ -Cam NR e G0

FortiWeb Verification:

* Navigate to: Log & Report > Attack Log

¢ Check the Attack Log for the OS command injection trigger.

@ Dashboard > | Attacks | Aggregated Attacks
b Network >
< Filter Mode ~ % Severity Level: ! Informative © AddFilter X | SavedFilter ~ &
R System
) Security Fabric > # Date/Time Policy Source  Destination = Threat Level Main Type Sub Type HTTP Host URL | Action Log Details x
2 User > |1 2026/03/3108:5205 MCPPOLICY 10015 10034 Signature Detection _ Generic Attacks _ mcp-xpertslabsecca /mcp  Alert Deny | [ Analyzewith Al
B policy > 2 2026/03/3108:47:36 MCPPOLICY 10015 10034 Signature Detection  SQLInjection  mcp-xpertsiabsecca /mcp  Alert Deny | @ petailed inform:
= Server Objects > 3 2026/03/3022:54:38 MCPPOLICY 10045 10034 Signature Detection SQLInjection  mcp-xpertslabsecca /mcp Alert Deny | More Details
¢ Application Delivery > 4 2026/03/3022:45:18 MCP_POLICY 10015 10034 ture Detecti icAttacks  mcp-xperts. ¢ /mep  Alert E':i 2026-03-31
& Web Protection > 5 2026/03/3022:3402 MCPPOLICY 10015 10034 ture Detecti icAttacks mcp-xpertslabsecca /mcp  Alert Time 08:52:05
2 Bot Mitigation > 6 2026/03/3022:3205 MCPPOLICY 10015 10034 Signature Detection  Generic Attacks mcp-xpertslabsecca /mcp  Alert Sp:rhvc\’:e thiP*PD“CV
2 APIProtection > 7 2026/03/3020:34:36 MCP_POLICY 10015 10034 Signature Detection ~ Generic Attacks ~mcp-xpertslabsecca /mcp Alert Deny | HTTP Version 1x
O DosProtection > '8 2026/03/3020:3403 MCPPOLICY 10015 10034 Signature Detection  Generic Attacks  mcp-xpertslabsecca /mcp  Alert Deny ;1;:0:"“ ;“::l"‘"”“"a"m‘“
B 1P Protection > 9 2026/03/3020:24:20 MCP_POLICY 10015 10034 ture Detecti i mep-xperts! ca /mcp  Alert URL /mep
0 Tracking > Monitor Mode Disabled
» Action Alert Deny
@ Web Vulnerability Scan > Threat Level
= Log&Report v Client Risk Malicious
Source Country or Region Reserved
Log Access v gy M
OWASPTop10 A03:2021-Injection
— QWASP API Top10 N
Main Type Signature Detection
Traffic SubType Generic Attacks
Signature Subclass Type  Command Injection
Dovnload
Signature ID 050050060
Report > Message Parameter( "hostname":"127.0.0.1;
whoami"}) triggered signature 1D
Log Policy > 050050060 of Signatures policy
Log Config > MCP_SIGNATURE_PROFILE
Connection
10.0.15:57647 > 10.0.3.4:7000
« < 1 > » [Ttk Matched pattern
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@ Step 6 -Path Traversal via Hoot

e Tool: read_system_file

Normal Request (JSON):

{"filename": "app.log"}

-

N Hoot - MCP Inspector & Playgrou X =
P g

< C o -MCP- 3

D | B Fortied Labs

& Hoot B TestTools

“ XPERTS-MCP-Server current_datetine «
REAL-TIME CLOCK TOOL. Use this tool
‘whenever the user asks: - "what time is.

& wre

query_user_db
SIMULATED DATABASE QUERY TOOL
(SECURITY DEMO). This tool simulates.

execute_ping
NETWORK DIAGNOSTIC TOOL.
(SECURITY DEMO). This tool executes.

%2Fmcp-xperts labsec.ca%2Fmep&tool=read_system_file 0a3

+ Add Server A Search 5 tools. /

read_systen_file =
FILE READER TOOL (SECURITY DEMO
FOR PATH TRAVERSAL). This tool reads...

read_pdf_document
PDF READER TOOL (SECURITY LAB). Use
this tool whenever the ser asks to: -

Qs
Gy

read_systen_file

FILE READER TOOL (SECURITY DEMO FOR PATH TRAVERSAL). This tool reads files from the application *files" directory (./files). It is to path traversal WAF
blocking. Uss this tool whenever the user asks to: - read app.iog - analyze logs stored in /fils (e.g. find top IPs) - opan a file by name from the lab *fils* directory IMPORTANT: - Always call this tool for
file-reading or log-analysis requests. - Pass the user-provided filename EXACTLY as provided (no sanitization). - This lab intentionally allows traversal payloads like *./secrets.txt" so a WAF (Fortiweb)
Gan detect/block them. Expected safe fies in tis abs - app.Jog - FortiWeb.pdf Args: filename: File nama o path as provided by the user (may be malicious). Returns: File content (truncated) or a
readsble error message.

1{
“filename": “app.log”

Execute Tool £

cess(84as) ©

Response  RawJSON  Request

File Content (app.log) [TRUNCATED 8009 chars]:

83.149.9.216 - - [17/May/2015:10:05:05 +6080] "GET /py ch.png KTTP/1.1" 200 203023

“nttp: 3/* "Mozilla/5.0 (Macintosh; Intel Mac 05 X 16.9_1) AppleWebKit/537.36 (KHTML, Like Gecko)
Chrone/32.0.1700.77 Safari/537.36"

83.149.9.216 - - [17/May/2815:16:05:43 +6000] "GET /presentations/ -ng HTTP/1.1" 200 171717

“nttp: ana-2013/" "Mozilla/5.0 (Macintosh; Intel Mac 0 X 10_9_1) AppleWebKit/537.36 (KHTHL, like Gecko)
Chrone/32.8.1700.77 Safari/537.36"

83.149.9.216 - - [17/May/2015:10:05:47 +0000] "GET /py ight/highlight.js WTTP/1.1" 200 26185

http: //seniconplete. con/presentations/Logstash-nonitorana-2813/* "Nozilla/5.0 (Hacintosh; Intel Mac 05 X 18_9_1) AppleMebKit/537.36 (KHTHL, Like Gecko)
Chrone/32.0.1700.77 Safari/!
83.169.9.216 - - [17/Way/2615:16:05:12 +

000

[presentations/L

gstash-nonitorana-2013/plugin/zoon-1s/zoon. js HTTP/1.1" 260 7697

Q seocn @u=-Co

1570M
AR QA

J

Attack Request (JSON):

{"filename": "../secrets.txt"}
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v Details

(< T B oot P apector e o < | — o x)
¢« c o MP. 42Fmep-xperts labsec.cat Lsystem_file Dt & - om
© | B3 FortiWeb Labs

® Hoot P TestTools T
+ Add Server Search 5 tools... / read_system_file
FILE READER TOOL (SECURITY DEMO FOR PATH TRAVERSAL). This tool readss files from the application “files” directory (files). Itis path traversal wag
blocking. Use this tool whenever the user asks to: - read app.iog - analyze logs stored in_files (¢.g., find top IPs) - open a file by name from the lab files” directory IMPORTANT: - Always call this tool for
file-reading or log-analysis requests. - Pass the user-provided filename EXACTLY as provided (no sanitization). - This lab intentionally allows traversal payloads ke "./secrets.txt" 5o a WAF (FortiWeb)
“ XPERTS-MCP-Server current_datetine an detect/block them. Expected safe files i this lab: - app.og - FortiWeb,pdf Args: filename: File name or path as provided by the user (may be malicious). Returns: File content (truncated) or a
REALTIME CLOCK TOOL, Use this tool readable error message.
_Lup Whenever the user asks: - “what time i.
auery_user_db
SIMULATED DATABASE QUERY TOOL
(SECURITY DEMO). Ths tool simulates:
Form  JSON
execute_ping
NETWORK DIAGNOSTIC TOOL
(SECURITY DEMO). This tool executes
read_systen_file « “filenane": " ../secrets. txt"
FILE READER TOOL (SECURITY DEMO ¥
FOR PATH TRAVERSAL). This tool
read_pdf_docuent
PDF READER TOOL (SECURITY LAB). Use
this tool whenever the user asks (0 .
7
Execute Tool 3«
X Error(13ems) ®
Response  RawJSON  Request
Streanable HTTP error: Error POSTing to endpoint: {"page_title":"Web Page Blocked!","display_message”:"The page camot be displaved. Please contact the administrator
for additional inf ient_IP*:"10.0.1.5%, "URL :"acp-xpents. Labsec .ca/ncp"  “attack_ID" :20060008", "nessage_I0" :"09060004419"  }
Qs s
| 4, @u=-cam ~w w2

FortiWeb Verification:

* Navigate to: Log & Report > Attack Log

¢ Confirm that the path traversal attempt was denied.

@
&
o
%

B
<
&
o

-
E

©

o

Dashboard
Network

System

Security Fabric

User

Policy

Server Objects
Application Delivery
Web Protection

Bot Mitigation

API Protection

DoS Protection

B 1P Protection

Tracking

@ Web Vulnerability Scan

Log&Report
Log Access

Event

Traffic
Download
Report
Log Policy

Log Config

> | Attacks | Aggregated Attacks
>

C  FilterMode~ | | | % SeverityLevel: !Informative  © Add Filter x| SavedFilter = a
> # Date/Time Policy Source | Destination | Threat Level Main Type Sub Type HTTP Host URL | Action LogDetails x
>t 2026/03/3108:58:53 MCP_POLICY 10015 10034 Signature Detection  Generic Attacks ~mcp-xpertslabsecca /mcp Alert Deny | © Analyze with Al
> 2 2026/03/3108:5205 MCPPOLICY ~ 10015 10034 ignature Detection  GenericAttacks  mcpxpertslabsecca /mcp  Alert Deny | @ petailed Informs
> 3 2026/03/3108:47:36 MCPPOLICY 10015 10034 Signature Detection  SQLInjection  mcp-xpertslabsecca /mcp  Alert Deny | More Details
> 4 2026/03/30 22:54:38  MCP_POLICY 10015 10034 Signature Detection  SQL Injection mep-xpertslabsecca /mcp  Alert Deny g:i 2026-02-31
> |5 2026/03/3022:4518 MCPPOLICY 10015 Signature Detection  GenericAttacks  mep-xpertslabsecca /mcp  Alert Time 08:58:53
> 6 2026/03/3022:34:02  MCP_POLICY 100.15 Signature Detection ~ Generic Attacks ~mcp-xpertslabsecca /mcp Alert gp:rhvc":g thC:’PDuCV
> 7 2026/03/3022:32:05 MCP_POLICY 100.15 ignature Detection ~ Generic Attacks ~mcp-xpertslabsecca /mcp Alert HTTP Version 1x
> '8 2026/03/3020:3436 MCPPOLICY 10015 Signature Detection  GenericAttacks  mep-xpertslabsecca /mcp  Alert Deny ;1;:0:"“ ;“::l"‘"”“"a"s“‘“
> 9 2026/03/30 20:34:03  MCP_POLICY 100.15 ignature Detection ~ Generic Attacks mcp-xpertslabsec.ca /mcp Alert Deny | URL /mep
> 10 2026/03/3020:2420 MCP_POLICY  100.15 Signature Detection ~ GenericAttacks mcp-xpertsiabsecca /mcp Alert Monitor Mode Disabled
Action Alert_Deny
> Threat Level
o Client Risk Malicious
Source Country or Region Reserved
- CVEID N

n

> » [Total:10]

OWASP Top10 A03:2021-Injection
P API T0p10 N

Main Type Signature Detection

SubType Generic Attacks

Signature Subclass Type  Directory Traversal

Signature ID 050180003

Message Parameter( "filename": "\/secrets.txt" })
triggered signature ID 050180003 of
Signatures policy
MCP_SIGNATURE_PROFILE

Connection

10.0.1.5:58963 -> 10.0.3.4:7000

Matched pattern

4. Advanced MCP Protections with MCP Demo Tool
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In this section, you will validate advanced protections available in FortiWeb for MCP traffic:

o Poisoning Attack Protection

« JSON Schema Validation

These features help detect malicious content coming from the MCP server and ensure that
all requests follow a strict and secure structure.

@ sStep 1-Enable Advanced Protections v

Navigate to: Web Protection > Protocol > MCP > MCP Security Policy
Edit the existing policy:

¢ Name: MCP_POLICY
Enable the following settings:

+ Poisoning Attack Protection: Enable

¢ JSON Schema Validation: Enable

Click OK to save the policy.

So5 FortiWebvM = @ > @ © @benith-
@ Dashboard Edit MCP Security Policy
 Network
£ System

¥ secu

Name MCP_POLICY

Signature Detection 3 ©

Poisoning Attack Protecti
2 User

JSON Schema Validation

= server Objects For b parameter

arguments.

¢ Application Delivery

& WebProtection @

tool descriptions and prompt texts.
Known Attacks S

Advanced Protection 05,2025-06-18, 2025-03-26, 2024-11-05).

>
>
>
>
>

B Policy >
>
>
>
>

Client Side Security >

Data Loss Prevention Rules

Input Validation >

Protocol » CreateNew | ¢ Ed [ Delete

HTTP. # Rule

WebSocket o 1 MCP_RULE
gRPC

Access >

ML Based Anomaly
Detection

\_# APl Protection >
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@ step 2- MCP Poisoning Detection

Open the MCP Demo Tool:

http://demotool-xperts.labsec.ca:7001/

& Save youreyes ¢«

If the MCP Demo Tool colors hurt your eyes, open the Theme menu. Choose a theme that
feels better for you. ==

e Stop the server
e Change the protocol version to 2025-06-18

o Restart the server

(
v @ MCP Demo Tool x 4 = o X )
& A Notsecure demotool-xpertslabsec.ca7001 Ak 7= 8 L/ ] |
Fa FortiWeb labs & £ Import favorites
[’0& MCP DEMO TOOL cuenr ) (GERERD) meemz ) & 0]
- ~
SERVER CONTROL SERVER STATUS
Manage the local MCP lab server runtime. Current runtime state of the managed MCP server.
TRANSFORT PROTOGOL VERSION [ ] ( ]
State: Traneport
I ((versien: ) (pro: )

HosT PORT

| = ) (v )
START SERVER STOP SERVER | RESTART SERVER I| REFRESH STATUS I| RESET LOGS I [l-’!‘ Error: )

MCP SERVER LOGS

transport.py:

* with transport

Configure the client:

e Open the Client menu
» Set the protocol version to 2025-06-18

¢ Click Connect
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v Details

~ @ MCP Demo Tool x 4+ = o X

< (G A Notsecure demotool-xperts.labsec.ca7001

[ Fortieb Labs & £ Import favorites |

4 McP DEMO TooL senver ) remue ) IvO]

-
TRANSPORT FROTOGOL VERSION TARGET URL

——————
Streamable HTTP vI 2025-06-18 vl nttpiimep-xperts.labsec.camep I CONNECT !| DISCONNECT I (MGDSH
——

p——
s N N ~
MCF ACTIONS REQUEST JSON RESPONSE VIEWER
Single click loads a request into the editor. Invalid MCP request missing the required method field. Pretty-printed output from the MCP endpoint.

+ Discovery

+ Signature Detection

current_datetime”,

+ Poisoning

+ Schema V:

(
(
(
(

S’ e’ N’ e’

\"in Montreal\”, \"in Paris\",

Ty.

T.\n\Args:i\n  tiI
\"Emerica/Toronto\",
-\nRetuzna:\; Current
127,

~2ne:
“string”

Connection
protocol

bl _

established for hLtp: //Rop-Rperts. labses.ca/icp using ]
Ses.

\, \,

FortiWeb Verification:

e Navigate to: Log & Report > Attack Log

 |dentify MCP Security Poisoning Attack events

© O O fwbadmin~
Dashboard > | Attacks | Aggregated Attacks
& Network >
< Filter Mode~ % Severity Level: ! Informative © Add Filter X | Saved Filter ~ &
£ System >
@ Security Fabric > # Date/Time Policy Source Destination = Threat Level Main Type SubType Log Details x
User >|'1 2026/04/2621:28:40 MCP_POLICY 10034 10034 MCP Violation MCP Security Poisoning Attack Prote © Analyze with Al
B Policy > 2 2026/04/2621:28:36 DVWA_POLICY 814825529214 10034 Signature Detection Generic Attacks Time 21:28:40
- Policy McP_POLICY
= Server Objects > 3 2026/04/2621:28:36 DVWAPOLICY E814825529.214 10034  [mm HTTP Protocol Constraints  NULL Character in Parameter Value Service nttp
¢ Application Delivery > 4 2026/04/2621:28:36 DVWA POLICY E3148.25529.214 10034 HTTP Protocol Constraints  lilegal URL Parameter Value HTTP Version 1x
. HTTP Host mep-xperts labsec.ca
& Web Protection > 5 2026/04/2621:28:34 DVWAPOLICY @11059.137.76 10034 Signature Detection Generic Attacks Method post
2 Bot Mitigation > 6 2026/04/2621:28:14 DVWAPOLICY EN117.77.3437 10034 Signature Detection Generic Attacks URL Jmep
- Monitor Mode Disabled
2 API Protection > 7 2026/04/2621:28:14 DVWAPOLICY @117.77.3437 10034 HTTP Protocol Constraints ~ Missing POST Content Type Action Alert
© DosProtection > 8 2026/04/2621:28:12 DVWAPOLICY =669.217.180.56 10034 (L Signature Detection Generic Attacks Threat Level ma
& 1P Protection > 9 2026/04/2621:28:10 DVWAPOLICY E114824513874 10034 Si Detecti Generic Attack: Clrentfisk 9 Unidentifed
/04/26 21:28: J ignature Detection eneric Attacks Source Country or Region Reserved
0 Tracking > 10 2026/04/2621:28:07 DVWAPOLICY 5208.19620643 10034 Signature Detection Cross Site Scripting CVEID
= Log&Report ¥ 11 2026/04/2621:28:07 DVWAPOLICY 620819620643 10034 HTTP Protocol Constraints  Odd and Even Space Attack OuASHTopt0 "
- ! rotocol Constraints andEvenspace Attad OWASP API Top10 API4:2023 Unrestricted Resource
Log Access Y 12 2026/04/2621:28:05 DVWA POLICY 2181.12.250.59 10034 Signature Detection Generic Attacks Consumption
X Main Type MCP Violation
3 2026/04/2621:28:05 DVWAPOLICY 21811225059 10034 HTTP Protocol Constraints ~ Missing POST Content Type SubType MCP Security Poisoning Attack Protection
Event 14 2026/04/2621:28:03 DVWA POLICY ™52.163.88.85 10034 Signature Detection Generic Attacks Signature Subclass Type | N/A
Traffic i - Signature ID NA
15 2026/04/2621:28:01 DVWAPOLICY 21615292106 10034 Signature Detection Generic Attacks Message Poisoning Protection has vilations
Dovpioad 16 2026/04/2621:28:01 DVWAPOLICY 1615292106 10034 HTTP Protocol Constraints  NULL Character in Parameter Value
Rt ? 17 2026/04/2621:28:01 DVWAPOLICY 31615292106 10034 HTTP Protocol Constraints  lllegal URL Parameter Value Connection
2.4:53974-> 10.0.2.4:
el > 18 2026/04/2621:27:57 DVWAPOLICY 18820422075 10034  [wmm Signature Detection Generic Attacks 10054:53974-> 100347000
Log Config ? 19 2026/04/2621:27:55 DVWAPOLICY S108.206249.99 10034 Signature Detection Generic Attacks
Matched pattern
20 2026/04/2621:27:55 DVWAPOLICY 510820624999 10034 HTTP Protocol Constraints ~ Missing POST Content Type MCP Method: tools/list, Group: codelnjection, Pattern: SQLInjection, Text:
21 2026/04/2621:27:53 DVWAPOLICY o 210175241200 10034 Signature Detection Generic Attacks OR 1:1G“’“"’““"3’:“_‘5:[’""’3“”“ IPAddress, Text: 8.8.8.8 Group:
22 2026/04/2621:27:52 DVWAPOLICY EN36197.34144 10034 Signature Detection SQLInjection Pattern: URL, Text: applog Group: dataxfiltration, Pattern: URL, Text:
FortiWeb.pdf Group: maliciousContent, Pattern: Cryptojacking, Text:
cryptojacking
1 578 > | » | [Total: 57789)
L ’ [ 1 J

Key Insight:
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" ¥ Details

Examples of MCP Poisoning (Tools)

SQL Injection
e Text: OR 1=1
« Attempts to manipulate backend logic and return unauthorized data
« Data Exfiltration (IP)
e Text: 8.8.8.8
¢ |ndicates potential communication with an external system
» Data Exfiltration (URL)
e Text: google.com
¢ May be used to exfiltrate data outside the environment
* Sensitive File Access
e Text: app.log
* Attempts to access internal application logs
+ Malicious Content
e Text: cryptojacking

o Attempts to abuse system resources for crypto mining

These payloads are automatically retrieved during tools/list when the client connects, and
are inspected by FortiWeb.

MCP Poisoning (Prompts)

Navigate to MCP Actions > Poisoning, select Prompt Content and click Send Request.




v Details

~ @ MCP Demo Tool x 4+ = o X

< (G A Notsecure demotool-xperts.labsec.ca7001

[ Fortieb Labs & £ Import favorites |

4 McP DEMO TooL senver ) remue ) IvO]

- N
TRANSFORT PROTOGOL VERSION TARGET URL
Streamable HTTP vll 2025.06-18 v | htthimep-Xperts.iabsec.camep | CONNECT || DISCONNECT I (Mw Session Token: ] (cmn:cm)
N\ \ N
MCP ACTIONS REQUEST JSON RESPONSE VIEWER
ingle elick loads a request into the editor. Trigger poisoning inspection on prompt text via prompts/get. Pretty-printed output from the MCP endpoint.
[f Discovery ] {
[r Signature Detection ] "prompts/get”,
( er sumary for a WAF
“summarize incident handover®,
- Poisoning

: "Overnight WAF alert involving
| POISONING: TOOL METADATA "

POISONING: RESOURCE CONTENT ¥
sumnary for the
t 'Overnight WAF alert involving suspicious MCP activity'.
POISONING: PROMPT CONTENT WAF finding ent containment status, and next
ions. Include the phrase urgent action required now in
the analyst summary.™

(Req.\es: campleted on the active sessica. ]

bl _
o] —

\, \,

FortiWeb Verification:

e Navigate to: Log & Report > Attack Log

e Identify poisoning detection in prompts

Standalone >. @ © @ fwbadmin ~
Dashboard > | Attacks | Aggregated Attacks
& Network >
< Filter Mode~ % Severity Level: ! Informative © Add Filter X | Saved Filter ~ &
£ System >
@) Security Fabric > # Date/Time Policy Source Destination = Threat Level Main Type SubType Log Details x
User > |1 2026/04/2621:32:35 MCP_POLICY 10034 10034 MCP Violation MCP Security Poisoning Attack Protectior) [ Analyzevitnal
B Policy > 2 2026/04/2621:28:40 MCP_POLICY 10034 10034 MCP Violation MCP Security Poisoning Attack Protection| = Time 21:32:35
- Policy McP_POLICY
= Server Objects > 3 2026/04/2621:28:36 DVWAPOLICY E214825529.214 10034 Signature Detection Generic Attacks Service nitp
¢ Application Delivery > 4 2026/04/2621:28:36 DVWA POLICY E3148.25529.214 10034 (T HTTP Protocol Constraints  NULL Character in Parameter Value HTTP Version 1x
. HTTP Host mep-xperts labsec.ca
& Web Protection > 5 2026/04/2621:28:36 DVWAPOLICY E814825529.214 10034 HTTP Protocol Constraints  Illegal URL Parameter Value Method post
2 Bot Mitigation > 6 2026/04/2621:28:34 DVWAPOLICY EN11059.137.76 10034 Signature Detection Generic Attacks URL Jmep
- Monitor Mode Disabled
2 APIProtection > 7 2026/04/2621:28:14 DVWAPOLICY E117.77.3437 10034  [wmm Signature Detection Generic Attacks Action Alert
© DosProtection > 8 2026/04/2621:28:14 DVWAPOLICY @l117.77.3437 10034 HTTP Protocol Constraints ~ Missing POST Content Type Threat Level L
& 1P Protection > 9 2026/04/2621:28:12 DVWAPOLICY 16921718056 10034 Si Detecti Generic Attack: Clrentfisk Malicious
/04/26 21:28: J 69.217. ignature Detection eneric Attacks Source Country or Region Reserved
0 Tracking > 10 2026/04/2621:28:10 DVWAPOLICY [4148245.13874 10034 (TT Signature Detection Generic Attacks CVEID N/A
= Log&Report ¥ 11 2026/04/2621:28:07 DVWAPOLICY ®£208.196.20643 100.34 Sig Detecti Cross Site Scripti OuASHTopt0 "
/04 - ! L] rossSite Saripting OWASP API Top10 API4:2023 Unrestricted Resource
Log Access Y 12 2026/04/2621:28:07 DVWA POLICY 8208.196.20643 100.34 HTTP Protocol Constraints  Odd and Even Space Attack Consumption
. X Main Type MCP Violation
13 2026/04/2621:28:05 DVWAPOLICY 21811225059 10034 Signature Detection Generic Attacks SubType MCP Security Poisoning Attack Protection
Event 14 2026/04/2621:28:05 DVWA POLICY =181.12.250.59 10034 HTTP Protocol Constraints ~ Missing POST Content Type Signature Subclass Type | N/A
Traffic i - Signature ID NA
15 2026/04/2621:28:03 DVWAPOLICY 521638885 10034 Signature Detection Generic Attacks Message Poisoning Protection has violations
DTN 16 2026/04/2621:28:01 DVWAPOLICY [21615292.106 10034 Signature Detection Generic Attacks
Rt ? 17 2026/04/2621:28:01 DVWAPOLICY 31615292106 10034 HTTP Protocol Constraints  NULL Character in Parameter Value Connection
3.4:43582 > 100.3.4
el > 18 2026/04/2621:28:01 DVWAPOLICY 131615292106 10034 HTTP Protocol Constraints  lllegal URL Parameter Value 1005443562 > 10,0:3.47000
Log Config ? 19 2026/04/2621:27:57 DVWAPOLICY 18820422075 10034 Signature Detection Generic Attacks
Matched pattern
20 2026/04/2621:27:55 DVWAPOLICY 510820624999 10034 Signature Detection Generic Attacks MCP Method: prompts/get, Group: maliciousContent, Pattern:
21 2026/04/2621:27:55 DVWAPOLICY 6108.206249.99 10034 HTTP Protocol Constraints ~ Missing POST Content Type SocialEngineering, Text: urgent action require
22 2026/04/2621:27:53 DVWAPOLICY  ©210.175241200 10034 Signature Detection Generic Attacks
© Packet Header
HTTP/1.1200 0K
> » :
\ 1 /578 [Total: 57790] et Mon 27 Abr 2026 020 GMT. Y,

Example:

e Pattern: Social Engineering

e Text: urgent action required
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¥ Details
e Explanation:
Uses urgency to manipulate behavior and trigger unsafe actions without validation

@ step 3 - JSON Schema Validation v

An MCP schema validation attack bypasses validation rules while still appearing structurally
valid, allowing an attacker to execute unintended actions or access sensitive resources.

A typical example is manipulating a valid field such as file, url, or prompt to retrieve
unauthorized data or interact with restricted resources.

Navigate to: MCP Actions > Schema Validation

e Select a problematic schema

e Click Send Request
FortiWeb Verification:

e Navigate to: Log & Report > Attack Log

e ldentify JSON Schema Validation violations

(
~ @ MCP Deme Tool X 4+ = o X
< G A Notsecure demotocl-xpertslabsec.cai7001 Ak @ e Mo ‘

[g Fortiweb Labs & B2 Import favorites |

[/0% MCP DEMO TOOL server ) Tweme ) o O]
- N
I | CONNECT DISCONNECT (MCD Session Token: ] (w)
\ I I
MCP ACTIONS REQUEST JSON RESPONSE VIEWER
Single click loads a request into the editor. Invalid MCP request missing the required method field. Pretty-printed output from the MCP endpoint.
3 "

[ + Signature Detection ]

{« Poisoning ] " "
“imezone": "UTC"
- Schema Validation 7
| SCHEMA: VALID BASELINE
v

| SCHEMA: MISSING METHOD

| SCHEMA: WRONG METHOD VALUE

| SCHEMA: METHOD WRONG TYPE

| SCHEMA: MISSING PARAMS

| SCHEMA: PARAMS WRONG TYPE

| SCHEMA: MISSING PARAMS.NAME

| SCHEMA: NAME WRONG TYPE

| SCHEMA: ARGUMENTS WRONG TYPE (Jscr: parsed successfully. Sending reguest on The current seasion. ]

SCHEMA: TOP-LEVEL ARRAY I

\\ \\

FORMAT JSON | [ SEND | (m MCF request was blocked or rejected. )

\\
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£ Conclusion

+/ Lab Completed!

In this lab, you:

¢ Configured FortiWeb to proxy and inspect MCP traffic.
* Tested MCP tool invocation from both Cherry Studio and Hoot.

¢ Observed how vulnerable backend tools can expose traditional web attack paths through
Al-driven workflows.

« Detected SQL injection, OS command injection, and path traversal attempts in FortiWeb
logs.

* Switched from Alert mode to Alert & Deny mode to actively block malicious MCP
requests.

+ Validated advanced MCP poisoning and JSON schema validation protections.
MCP does not remove traditional application security risks; it exposes them through a new

client path. FortiWeb provides the inspection and enforcement layer needed to protect MCP
servers before unsafe requests reach backend tools.

Mark as complete




Lab 6: FortiAl Assistant

FortiAl is FortiWeb's built-in Generative Al assistant. It helps administrators investigate logs,
understand FortiWeb features, and retrieve configuration guidance using natural language.

@ Lab Objectives

In this lab, you will use FortiAl for:

¢ Log analysis

¢ Threat investigation

¢ |P reputation checks

¢ Product documentation queries

* Feature explanations

1. FortiAl Access Setup




@ Check License Status

FortiAl requires a valid FortiAl license.
Navigate to: System > Config > FortiGuard

Locate the FortiAl Assistant entry.

Confirm that you have a valid contract.

@ Dashboard > FortiGuard | Signature Update Management
& Network ? | FortiGuard Distribution Network
£ System v

@ Virus Engine Version: 7.00047
Global Resources

@i _ | IPReputation © Valid Contract (Expires 2027-03-01) © Update
Operation
© Signature Build Number: 5.00003 @ How ToRenew
Config-
i C Defense @ Valid Contract (Expires 2027-03-01)
LY @ Credential Stuffing Defense Database Version: 1.00571
f:e‘::eg“m FortiSandbox @ Valid Contract (Expires 2027-03-01)
Advanced © Fortisandbox Database Version: 0.0
FortiGuard Data Loss Prevention © Valid Contract (Expires 2027-03-01)
FortiSandbox © DLP Signature Database Version: 1.00055
Feature Visibility GEODB © Valid Contract (Expires 2027-03-01)
Tags © GEO Database Version: 0326
gisbavalenlity 4 Fuzzy Web Shell DB @ Valid Contract (Expires 2027-03-01)
Admin >
© Fuzzy Web Shell DataBase Version: 1.00063
Maintenance >
Known Bots DB © Valid Contract (Expires 2027-03-01)
@ Security Fabric >
. © Known Bots DataBase Version: 100011
2 User >
B poliey o | ThreatAnalytics © Valid Contract (Expires 2027-03-01)
= Server Objects 5 || ClientSide Protection © Valid Contract (Expires 2027-03-01)
¢ Application Delivery > | | SOCsaS Expired (1969-12-31)
& Web Protection > FortiAnalyzer Cloud Expired (1969-12-31)
8 Bot Mitigation > | | Fortial Assistant © Valid Contract (Expires 2027-03-01)
2 APIProtection > ‘Advanced Bot Protection @ Valid Contract (Expires 2027-03-01)
© Dos Protection >
\ B [P Protection > Y,
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@ Enable FortiAl for Admin User v

FortiAl access must be explicitly enabled for each administrator account.

Only local administrator accounts can use FortiAl.

A maximum of three administrator accounts can have FortiAl access enabled.
Navigate to: System > Admin > Administrators

Edit fortiadmin.

e Enable FortiAl User

amn = > @ © @benitb~

S22 FortiwebvM = @

@ Dashboard >  Edit Administrator
b Network >

Administrator
& System v

Type Local User -

Global Resources
1Pv4 Trusted Hosts @ | 0.000/0

Confi >

8 1Pv6 Trusted Hosts @ | :/0
Tegs Access Profile prof_admin -
High Availability > [Fortia vser ©

Admin ~

Administrators

Profiles
Settings
Certificates

Maintenance
@) Security Fabric
:

2 User

B policy

Click OK to save the configuration.



https://latam.amerintlxperts.com/ai/images/06-fortiai-assistant/02-admin-fortiai-user.png
https://latam.amerintlxperts.com/ai/images/06-fortiai-assistant/02-admin-fortiai-user.png

@ Accessing the FortiAl Assistant v

FortiAl is integrated directly into the FortiWeb GUI and can be accessed from the top banner.

The assistant opens as an overlay panel on the right side of the screen, allowing
administrators to interact with the Al while continuing to navigate other pages in the GUI.

Step 1— Open the FortiAl Assistant

Click the FortiAl icon located in the top banner of the FortiWeb interface.

FortiwWeb-vM = Q >> @ © @benith~

Dashboard ~ | T+ Adawiaget
Status
= System Information Licenses System Resources Attack Log Widget 2 SN
FortiView Topology HA Status Standalone © VMLicense CPU Usage name':

. § “\secrets.txt" }) triggered
EottiView Coueuies Host Name FortiWeb-VM © Support Contract B 2026-03-3108:58:53  signature ID 050180003 of
(e ATEs Manager Status Standalone © Security Service Vemon Uees N ke proFiLE
FortiView Threat Map - L eo% ] - -

Serial Number FWBVMSTM26000398 © Antivirus Parameter({"hostname":
FortiView Sources . Log Disk Usage . i

) ) Operation Mode Reverse Proxy © IPReputation 127.00.1; whoami" ) triggered
FortiView Log Analysis ° o . 2026-03-3108:52:05  signature ID 050050060 of
Cllont Marogement System Time Tue Mar 3121:42:25 2026 Credential Stuffing Defense o e o Signatures policy

FortiWeb-Azure © Fortisandbox ° ) MCP_SIGNATURE_PROFILE
OWASP Top 10 Compliance Firmware Version ' Database Status ° wuser id" "
80.4build0095(GAM) 260 | © GEODB Parameter( "us 10R
Blocked IPs Total Connec 0 0331084736 171"} triggered signature ID
o System Uptime [19 day(s) 4 hour(s) 33 min(s| | & Fuzzy Web Shell DB 2026-03-3108:47:36 530000040 of Signatures policy
B . © o o Total Connec o MCP_SIGNATURE_PROFILE
2 Network 5 | | Administrative Domain Disabled © Client-Side Protection
B System > - - - J

Step 2 — Observe the Assistant Panel

The FortiAl assistant panel appears on the right-hand side of the GUI.

©@ © O benoitb~

FortiwWeb-vM

+ Add Widget FortiAl Assistant o & x
Status
= System Information 2 X i~ ||Licenses & X i~ ||SystemResources
; ) Hi,How canl helpyou?
FortiView Topology HAStatus Standalone © VMLicense CPUU: © P
Fortiview Conntries Host Name FortiWeb-VM © Support Contract
RN Manager Status Standalone © Security Service
FortiView Threat Map .
Serial Number FWBVMSTM26000398 © Antivirus
FortiView Sources ° .
Operation Mode Reverse Proxy IP Reputation
FortiView Log Analysis i
. System Time Tue Mar 31 21:42:25 2026 © Credential Stuffing Defense
Client Management © FortSands
ortiSandbox
OWASP Top 10 Compliance Firmware Version FortiWeb-Azure T
80.4build0095(GAM) 260! | © GEODB
Blocked IPs i
System Uptime 19 day(s) 4 hour(s) 33min(s| | & Fuzzy WebShell DB
i - - Total Connections / Second
% Network 5 | | Administrative Domain © Disabled © Client-Side Protection
& System > e e
@) Security Fabric > | |Policy Sessions & i- | |Throughput Policy Total HTTP Throughput]
:
2 User > 1.00Kb
g POV gy COMUITNt o ections/Sec
B policy > Name Connections
= Server Objects > DVWA_ 080Kb
T oty *© °
¢ Application Delivery >
& Web Protection > Juices % 0.60Kb
2 Hopp o ° What's new in FortiWeb 8.0.4? What can | dowith FortiAl?
2 Bot Mitigation > oLicy
2 APIProtection > PETSTO 0.40Kb.
3 REPOL 0 0
0 Dos Protection > v ®
B 1P Protection > 020Kb
0 Tracking >
* (]
@ Web Vulnerability Scan > 0.00Kb
h 21:42:20 21:42:30 21:42:40 21:42:50 21:43:00 21:43:1(
& Log&Report > Tot ining 100% 011024
Abtock Evont icion, o T fupes o i

This panel remains visible as you navigate across different sections of FortiWeb.
FortiAl Assistant Interface Components

The assistant panel contains the following elements:
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v Details

* Prompt Input Field — Enter your question or investigation request

+ Conversation History — Displays previous prompts and Al responses for the current
session

¢ Token Usage Bar — Shows the percentage of tokens used during the current usage cycle

+ Toolbar Options - Includes controls to reset the session, download the chat history, or
close the panel

2. FortiAl Tasks

0 Task 1— Performing Log Analysis and Filtering v

FortiAl can analyze logs and automatically apply filters based on natural language queries.

Prompt
Show attack logs generated today from IP address 10.0.1.5.

Result

FortiAl redirects to the Attack Log page and automatically applies the appropriate filters
based on the IP address and time range specified in the prompt.

222 Fortiwebvm Q A >> @ © O fwbadmin~

@ Dashboard

I

tacks | Aggregated Attacks FortiAl Assistant o & x

4 Network
X System

TextMode~ @ | (src="10.0.1.5") and rel_time >= 1779768000 and rel_time <= 1779854399

NIy

@ securityFabric Date/Time Policy Source Destination Threat Level Main Type SubType © HiHowcanlhelpyou?
2 User 2026/05/26 13:45:46 DVWA POLICY 10015 10034 Signature Detection Generic Attacks
B policy 2026/05/26 13:45:46 DVWA _POLICY 100.1.5 10034 TS Parameter Validation N/A Show attack logs generated today from IP address 10.0.1.5.
2026/05/26 13:40:18 DVWA_POLICY 10015 10034 [ Signature Detection SQLInjection

2026/05/26 13:39:04 DVWA_POLICY 10015 10034 EEEEEE Signature Detection Generic Attacks ©)  Ihavefiltered the attack logs generated today from IP address
10.0.1.5. You can now review these logs to analyze the activity from

= Server Objects

LN

& WebProtection 2026/05/26 13:39:04 DVWA POLICY 10015 10034 [ Parameter Validation NA
this source. If you want, | can help further analyze these logs or

92 Bot Mitigation tract speci ion. Would you like

2 API Protection

>
>

>

>

>

>

>

¢ Application Delivery >
>

>

>

© Dos Protection >
B P Protection >
>

0 Tracking

= Log&Report
Log Access v

Event
Traffic
Download
Report >
Log Policy. >
Log Config >

v o

To ining 94. 072024

q «|[<| 1 n [Total: 5]
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@ Task 2— Summarizing Top Attack Types v

FortiAl can summarize attack trends over a selected time period.

Prompt

List the top 10 attack types detected today

Fortiweb-vM
@ Dashboard >
Attacks | Aggregated Attacks e 68 u
% Network >
< Filter Mode ~ % Severity Level: ! Informative © AddFilter
2 system > L
i Ipyou?
@) Security Fabric > # Date/Time Policy Source Destination | Threat Level Main Type SubType nr] © HiHowcanlhelpyou
2 User , 85 2026033123526 DYWAPOLICY Si/143/160 10034  WeESED  CustomAccess NA dvwaxpel
» poiicy , 36 2026/03/31223526 DVWAPOLICY §71437.160 10034  wmmssn  Signature Detection Generic Attacks dvwa-xpel List the top 10 attack types detected today
= Server Ojects , 37 2026031223526 DVWAPOLICY 571437160 10034 Custom Access NA dvwa-xpel
¢ Applcation Dellvery , 38 2026/03/3122:35:26 DVWAPOLICY 71437160 10034 Signature Detection Generic Attacks dvwaxpe| (O 10attack today with th
& Webprotection , 39 2026/03/3122:35:26 DVWAPOLICY S971437.160 10034 Custom Access NA dvwa-xpe] respective counts and severity levels:
. 40 2026/03/3122:35:26 DVWAPOLICY 571437160 10034 Signature Detection Generic Attacks dvwa-xpel
 Bot Mitigation > A & > attack type Block Alert HTTP HTTPS threat numbe
= APIProtection o 41 2026/03/3122:35:26 DVWAPOLICY ®i71437.160 10034 Custom Access NA dvwa-xpel .
y . . ustom
© Dosprotection 5 42 2026/03/3122:35:26 DVWAPOLICY E571437.160 10034 Signature Detection Generic Attacks dvwa-xpel ol 0 39696 0 39696 39696
B 1P Protection , 43 2026/03/3122:35:26 DVWAPOLICY 371437.160 10034  wmmsss  CustomAccess NA dvwa-xpel
Known
O Tracking 5 44 2026/03/312235:26 DVWAPOLICY 571437160 10034  wemwms  Signature Detection Generic Attacks dvwa-xpel Bxploits 11857 © 0 11857 11857
@ WebVuinersbiltyScan > 45 2026/03/3122:3526 DVWAPOLICY 8571437160 10034  mmmmws  CustomAccess NA dvwa-xpel
Generic
PRy . 46 2026/03/3122:35:26 DVWAPOLICY #571437.160 10034 Signature Detection Generic Attacks dvwa-xpe Attacks 35540 s 3549 3554
P 47 2026/03/3122:3526 DVWAPOLICY 571437.160 Custom Access NA dvwa-xpel P
ross Site
2026/03/3122:35:26 DVWA_POLICY 571.43.7.160 Signature Detection Generic Attacks dvwa-xpe] scripting 0% © o 3458 3458
Event 49 2026/03/3122:35:26 DVWA POLICY 71437160 Custom Access NA dvwa-xpel p—,
Traffic 50 2026/03/3122:35:26 DVWAPOLICY ®871437.160 Signature Detection Generic Attacks dvwa-xpel Protocol 0 1158 0 1158 1158
Download 51 2026/03/3122:35:26 DVWA_POLICY ®E71437.160 10034 | Custom Access NA dvwa-xpe] Constraints
Report > 52 2026/03/3122:35:26 DVWAPOLICY 571437.160 10034  wamss Signature Detection Generic Attacks dvwa-xpel /:Auut\:d 03 o o w0s1 1031
LogPolicy > 53 2026/03/3122:35:26 DVWAPOLICY 71437160 10034  wemsss  CustomAccess NA dvwa-xpel etho
Log Config > 54 2026/03/3122:35:26 DVWAPOLICY 571437.160 10034 Signature Detection Generic Attacks dvwa-xpel Threshold
Based 0 %3 0 903 903
55 2026/03/3122:35:26 DVWAPOLICY ®71437.160 10034 Custom Access NA dvwa-xpel Deraction
56 2026/03/3122:35:26 DVWAPOLICY S71437.160 10034 Signature Detection Generic Attacks dvwa-xpel
L
57 2026/03/3122:35:26 DVWAPOLICY H71437.160 10034 Custom Access NA dvwa-xpel o 3 186 189
58 2026/03/3122:35:26 DVWAPOLICY S71437.160 10034 Signature Detection Generic Attacks dvwaxpe
59 2026/03/3122:35:26 DVWAPOLICY H71437.160 10034 Custom Access NA dvwaxpe
60 2026/03/3122:35:26 DVWAPOLICY S§71437.160 10034  wmmsssl  Signature Detection Generic Attacks dvwa-xpe
61 2026/03/3122:35:26 DVWAPOLICY 71437160 10034  wmmms  Custom Access NA dvwa-xpe AN °
L o T Py PPV I PR . )

Result

FortiAl analyzes recent logs and generates a ranked list of the most frequently detected
attack categories such as:

¢ SQL Injection
» Cross-Site Scripting (XSS)

¢ Command Injection
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@ Task 3— Analyzing Logs on the Current Page v

FortiAl can analyze the logs currently displayed in the FortiWeb GUI.
Navigate to: Log & Report > Attack Log
Filter by Policy: MCP_POLICY

Prompt

Analyze log data from current page

@ Dashboard > J
Attacks | Aggregated Attacks FortiAl Assistant o s x
b Network >
Z  FilterMode~ | | | % Severity Level: ! Informative ICPPOLICY | OR NOT | © AddFilter
& System >
) security Fabric > Date/Time Policy Source Destination Threat Level Main Type s Analyzelog data from current page
2 User > 2026/03/31 21:54:19 MCP_pOLICY 10015 10034 Signature Detection SQL Injes
B Policy > 2 2026/03/3121:54:18 MCP_POLICY 10015 10034 Signature Detection GenericA iy Analysi o the current fromthe Forti
= Server Objects >3 2026/03/3121:54:14 McP_pOLICY 10015 10034 Signature Detection Generic. reveals the following:
¢ Application Delivery >4 2026/03/3121:54:12 McP_pOLICY 10015 10034 Signature Detection Generic .
1. Event Description and Summary:
& Web Protection > s 2026/03/3121:54:09 McP_pOLICY 10015 10034 Signature Detection QL Inje
92 Bot Mitigation > 6 2026/03/3108:58:53 MCP_POLICY 10015 10034 Signature Detection Generic. * Multiple security alerts triggered by WAF rules under the
N policy "MCP_POLICY:
& APIProtection > 7 2026/03/3108:52:05 MCP_POLICY 100.1.5 10034 Signature Detection Generic. « Source IP 10.0.1.5 attempted many HTTP requests targeting
O Do Protection > 8 2026/03/31 08:47:36 MCP_POLICY 10015 10034 Signature Detection SQLInje the */mcp" URL on host "mcp-xperts.labsec.ca
. « Attack types detected: primarily SQL Injection and Generic
B 1PProtection > 9 2026/03/30 22:54:38 MCP_pOLICY 10015 10034 Signature Detection SQLInje Attacks.
0 Tracking > 10 2026/03/30 22:45:18 MCP_POLICY 10015 10034 Signature Detection Generic. * Threat levels mostly "Severe" or "Substantial."
@ WebVulnerabilityScan > 17 2026/03/30 22:34:02 McP_POLICY 10045 10034 Signature Detection Generic. * Actions include "Alert” and "Alert_Deny” with many attempts
B - actively blocked by the WAF.
[ Log&Report Y12 2026/03/30 22:32:05 MCP_POLICY 10015 10034 Signature Detection Generic A
 Potential ity Risk:
Lo ccesy ¥ 13 2026/03/30 20:34:36 MCP_POLICY 10015 10034 Signature Detection Generic. 2 Potentlal Impact or Security Risk:
2026/03/30 20:34:03 MCP_pOLICY 10015 10034 e Signature Detection GenericA « SQUinjecti iical isk.
Ea 15 2026/03/30 20:24:20 MCP_POLICY 10015 10034 Signature Detection Generic. | e manipulation, or backend compromise.
Traffic e solot other
scripting or command injection.
Download . blocked, risks trol
e > loss, service disruption, or internal network pivot.
X « Persistent and repeated attempts suggest targeted or
Log Policy > automated scanning.
Log Config N « Severity indicates probing for critical weaknesses.
3. Actionable Security Recommendations: a. Inmediate
Mitigation:
* (]
(. icocoo cunns J

Result
FortiAl analyzes the visible logs and summarizes key patterns including:

 Most active source IP addresses
¢ Frequently triggered attack types

* Repeated target URLs or applications
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6 Task 4 — Checking External IP Reputation v

FortiAl integrates with FortiGuard IP Reputation services to evaluate suspicious IP addresses.

Prompt

Provide the geolocation and IP reputation for 200.143.68.162

Fortiweb-vM > @ © O benitb~
@ Dashboard Attacks | Aggregated Attacks T e 6 o o
b Network >
£ Filter Mode ~ ”XSmrityLevel:!lnfnrmnﬁve © AddFilter
& system > .
@ Security Fabric > # Date/Time Policy Source | Destination | Threat Level Main Type SubType wr| € HiHowcanihelpyou?
2 User > 1 2026/03/3122:3527 DVWAPOLICY B571437.60 10034  [mmm=sl  HTTPProtocol Constraints HTTP Duplicated Parameter Name —dvwa-xpel
B policy > 2 2026/03/3122:35:27 DVWAPOLICY 57143760 10034  [wmmss]  HTTPProtocol Constraints HTTP Duplicated Parameter Name — dvwa-xpel R S A I D
== Server Objects > 3 2026/03/3122:3527 DVWAPOLICY E571437.160 10034 Custom Access NA dvwaxpe
¢ Application Delivery > 4 2026/03/3122:35:27 DVWAPOLICY B71437.160 10034 (@ Custom Access NA awarnd @ T"E‘,padmsf200‘14?‘68'1‘52“5}“"“’“"B'“”'T"‘:'ie“‘;"‘;dr
& Web Protection > 5 2026/03/3122:35:26 DVWAPOLICY ®671.437.160 10034 Custom Access N/A dvwa-xpel at this time. siedores
9 Bot Mitigation > 6 2026/03/3122:35:26 DVWAPOLICY 571437160 10034 Custom Access NA dvwa-xpe]
2 APIProtection > 7 2026/03/3122:35:26 DVWAPOLICY B§71437.160 10034 Custom Access N/A dvwa-xpel 1fyou need further securi : itoring for this IP please
© DosProtection > 8 2026/03/3122:35:26 DVWAPOLICY =571437.160 10034 Custom Access NA dvwa-xpe] fermelon:
B 1P Protection > 9 2026/03/3122:35:26 DVWA_POLICY ®E71.437.160 10034 Custom Access N/A dvwa-xpe|
0 Tracking > 10 2026/03/3122:35:26 DVWAPOLICY ®871437.160 10034  [m Custom Access NA dvwa-xpe
@ Web Vulnerability Scan > 11 2026/03/3122:35:26 DVWA POLICY ®E71.437.160 10034 Custom Access N/A dvwa-xpe
Log&Report. ¥ 12 2026/03/3122:35:26 DVWAPOLICY E271437.160 10034 ] Custom Access NA dvwa-xpe
L Y 13 2026/03/3122:35:26 DVWA_POLICY E71.437.160 10034 Custom Access N/A dvwa-xpe
4 2026/03/3122:35:26 DVWA POLICY E571437.160 10034 Custom Access NA dvwa-xpe
s 15 2026/03/3122:35:26 DVWAPOLICY ®71437.160 10034 Signature Detection QL Injection dvwa-xpe
UEfii3 16 2026/03/3122:35:26 DVWA POLICY E571437.160 10034 Custom Access NA dvwa-xpe
Dovinload 17 2026/03/3122:35:26 DVWAPOLICY EE71437.160 10034 Signature Detection Generic Attacks dvwa-xpe
Rt > 18 2026/03/3122:35:26 DVWAPOLICY H371437.160 10034 Custom Access NA dvwa-xpe
e > 19 2026/03/3122:35:26 DVWAPOLICY S571437.160 10034 Custom Access NA dvwa-xpe
(CEEEG ? 20 2026/03/3122:35:26 DVWAPOLICY H571.437.160 10034 Custom Access NA dvwa-xpe
21 2026/03/3122:35:26 DVWAPOLICY E571437.160 10034 Custom Access NA dwa-xpe
22 2026/03/3122:35:26 DVWA POLICY E571437.160 10034 Custom Access NA dvwa-xpe
23 2026/03/3122:35:26 DVWAPOLICY E571437.160 10034 Custom Access NA dvwa-xpe
24 2026/03/3122:35:26 DVWA POLICY E571437.160 Custom Access NA dvwarxpe
25 2026/03/3122:35:26 DVWAPOLICY E571437.160 10034 Custom Access NA dvwa-xpe
26 2026/03/3122:35:26 DVWA POLICY EE71437.160 10034 Custom Access NA dvwa-xpe
27 2026/03/3122:35:26 DVWAPOLICY E571437.160 10034 Custom Access NA dwa-xpe * 0
. J

Result
FortiAl queries FortiGuard and returns:

¢ Reputation score
e Threat classification

« Known malicious activity associated with the IP address
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Q Task 5 — Requesting Configuration Guidance

FortiAl can retrieve configuration guidance directly from FortiWeb documentation.

Prompt

How do I configure

ML-Based Bot Detection?

FortiWeb-VM > @ © @bewib-
Dashboard -
+ AddWidget FortiAl Assistant
+ System Information c X ~ | |Licenses System Resources
. ©) HiHowcanlhelpyou?
FortiView Topology HAStatus Standalone © WMLicense CPU Usage © pye
FortiView Countries Host Name Fortiweb-VM © Support Contract E How do | configure ML Based Bot D 2
. . jow do | configure ML-Based Bot Detection?
FortiView Threats Manager Status Standalone © Security Service Memory Usage
FortiView Threat Map - WBVMSTM26000355 © Antivirus
S e umeer o PResut Log Disk Usage To configure ML-Based Bot Detection on FortiWeb, generally, you
FortiViewLog Analysis Operation Mode Reverse Proxy - Reputation ] ‘would need to enable the feature i the security profile or
Client Management System Time Tue Mar 3123:10:04 2026 | | @ Credential Stuffing Defense Los bk s specifically in the bot mitigation settings. The Machine Learning-
FortiWeb-Azure © FortiSandbox _— pased bof detecti forsto
OWASP Top 10 Compliance Firmware Version £040uld00951GAM2%] | ® cEoDE identify and block malicious bots.
Blocked IPs Total Connections
System Uptime 119 day(s) 6 hour(s) 1 min(s)]| | © Fuzzy Web Shell DB Typically, the stepsinclude:
+ - Total Connections / Second
Administrative Domain © Disabled © Client-Side Protection
& Network > 1. Access the FortiWeb GUL.
& System > v v 2. Navigate to the security profile or bot mitigation section.
o s ity Fabri N Pol s ~ Th } 3. Enable ML-Based Bot Detection.
ecurity Fabric olicy Sessions =201 hroughput Policy Total HTTP Throughpu 4 Configure thresholds, actions for detected bots, and any
s . ;
2 User > " 045Kb safelists.
Policy Concurrent .
B policy s||# Name SP™5  Connections Comnections/Sec 040Kb 5. Save and apply the configuration.
&= Server Objects >, l;mé; % 0 0 0.35Kb | ‘N h For detailed, by P y ” your FortiWeb
+¢ Application Delivery > | version and model, please confirm, and | can provide precise
0.30Kb H
& Web protection 1, nggs: o o . ozso | | \‘ | ‘ | ‘ guidance or documentation links from Fortinet resources. Would
8 Bot Mitigation > oLicy ‘ | | | \ | youlike me
020Kb | | I documentation?
2 APIProtection > PETSTO | | | | | |
P 0.15Kb
© Dos Protection > | @ P ® o0 o i | | ‘
. 0.10Kb. \ \ ‘ { |
B 1P Protection > MCPP ‘ | ‘ ’ ‘
O Tracking > |4 oucy 1 0 005K ‘ | ‘ 1
|
@ Web Vulnerability Scan > 0.00kb
23:09:15 23:09:25 23:09:35 23:09:45 23:09:55 23:10:0!
IE Log&Report >
Attack Event History AttacksBy ThreatLevel = | TimeInterval 1Hour~ | & % i~
125k
10k — — . c
7.5k
. J

Result

FortiAl provides a step-by-step explanation of the configuration process and may include
references to:

e The Administration Guide
e CLI commands

¢ Relevant configuration pages in the GUI
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Q Task 6 — Asking About Feature Functionality v

FortiAl can explain the purpose and behavior of FortiWeb features.

Prompt

What does the HTTP Protocol Constraints feature do?

FortiWeb-VM = @ > @ © O benoith~

@ Dashboard > | HTTPProtocol Constraints | HTTP Constraint Exceptions T e © o
& Network + CreateNew | # Edit @ Delete | ® View | [)Clone [ Search
& System > L
) Security Fabric > * Neme =2erlegih & HiHowcan helpyou?
B poliey 1 Standard Protection 409 65536 What does the HTTP Protocol Constraints feature do?
= Server Objects NE Extended Protection 4096 65536
¢ Applcation Dellvery NE Alert Only 4096 65536 1 The HTTP Protoco Constraints feture o Fortiweb s designed to
e s v Exchenge 2013 a0 eos36 requests. It helps to ensure that traffic conforms to the expected
(s > 2 Bxchange 2016 12288 69536 HTTP standards and protocols by limiting certain HTTP methods,
Advanced Protection >|6 Exchange 2019 12288 65536 i cti rsions. This
Client Side Security 5 7 SharePoint 2013 4096 65536 ici
DataLoss Prevention 8 SharePoint 2016 4096 65536 malformed, or pllant HTTP t hat could
attacks or misuse.
Input Validation > 9 WordPress 10240 65536
Protocol v 10 Drupal 4096 65536
h [3] User Defined @ the HTTP Protocol C
WebSocket 11 DVWA_PROTOCOL_CONSTRAINTS 4096 65536
8RPC
McP
Access >
ML Based Anomaly
Detection
¢ Bot Mitigation >
2 APIProtection >
© Dos Protection >
B IP Protection >
0 Tracking >
@ Web Vulnerability Scan >
I Log&Report >
» ]
\ J

Result

FortiAl explains how this feature improves application security by validating HTTP requests
and enforcing protocol compliance.
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6 Task 7 — Analyzing an Individual Attack Log v

FortiAl can analyze a specific attack event directly from the log details page.

Navigate to: Log & Report > Attack Log

Open an attack log entry and click Analyze with Al.

FortiWeb-vM @ O @benito~

@ Dashboard
c ‘ % Threat: HTTP Protocol Constraints X Source: 17325317989 | © AddFilter 5 Minutes 2avours | [
Status
+ # Date/Time Policy Source Destination | Threat Level Main Type SubType HTTPF | LogDetails x
FortiView Topology 1 2026/03/3122:30:21 DVWAPOLICY W6§173253.179.89 100.34 [EmEEEs| HTTP Protocol Constraints  lllegal URL Parameter Value dvwa-xpert, Analyze with Al
FortiView Countries 2 2026/03/3122:3021 DVWAPOLICY 517325317989 10034  wam HTTP Protocol Constraints  NULL Character in Parameter Value  dviwa-xpert| | &9 petailed Information
FortiView Threats 3 2026/03/3122:30:21 DVWAPOLICY [E6173253.179.89 100.34 EEEEEN| HTTP Protocol Constraints lllegal URL Parameter Value dvwa-xpert| | More Details
- 1
FortiView Threat Map 4 2026/03/3122:30:21 DVWAPOLICY #5173253179.89 100.34 HTTP Protocol Constraints - NULL Character in Parameter Value ~ dvwa-xpert| E:lge 20060331
FortiView Sources 5 2026/03/3122:30:21 DVWAPOLICY ®i173.25317989 10034  mmew=sl  HTTP Protocol Constraints lllegal URL Parameter Value dvwa-xpert)| | Time 22:30:21
" Poli 2
FortiView Log Analysis 6 2026/03/3122:30:21 DVWAPOLICY E5173.253.179.89 10034 HTTP Protocol Constraints_ NULL Character n Parameter Value _dwwia-xpert] | 0 fx:;/;}ﬂo;lc‘(
Client Management l7 2026/03/3122:30:21 DVWA POLICY 173.253.179.89 10.0.34 HTTP Protocol Constraints lllegal URL Parameter Value dea-xped HTTP Version
OWASPTop 10 Compliance g 2026/03/3122:30:20 DVWA POLICY =5173253179.89 10034 HTTP Protocol Constraints  HTTP Duplicated Parameter Name  dvwa-xpert :?;:o:“s' ;;’:“"‘”"s"a"‘e"“
Blocked IPs 9 2026/03/3122:30:20 DVWA POLICY 17325317989 10034 HTTP Protocol Constraints  NULL Character in Parameter Value ~ dvwa-xpert | | URL Jquikmail/nph-emumail cgi?
%3D./%00
* 10 2026/03/3122:30:20 DVWAPOLICY 517325317989 10034 HTTP Protocol Constraints  Illegal URL Parameter Value dvwa-xpert e
 Network > Monitor Mode Disabled
11 2026/03/3122:30:20 DVWAPOLICY 173253179.89 10034 HTTP Protocol Constraints  NULL Character in Parameter Value dvwa-xpert|| | Action Alert
& system > Th |
" 12 2026/03/3122:30:20 DVWAPOLICY 517325317989 10034 HTTP Protocol Constraints  lllegal URL Parameter Value duwaexpert | LMreatleve
O security Fabric N Client Risk Malicious
. 13 2026/03/3122:30:19 DVWA POLICY 1173253.179.89 HTTP Protocol Constraints  NULL Character in Parameter Value dvwa-xpert  Source Country or Region United States
2 User > ) X CVEID
oy |14 2026/03/312230:19 DVWAPOLICY 517325317969 HTTP Protocol Constraints  lllegal URL Parameter Value dwaxpert | (0o tonto 052001 Security Misconfguration
15 2026/03/3122:30:19 DVWA POLICY 173253.179.89 HTTP Protocol Constraints  NULL Character in Parameter Value  dvwa-xpert | OWASP API Top10 API8:2023 Security Misconfiguration
= Server Objects > " "
16 2026/03/3122:30:19 DVWAPOLICY  5173.253.179.89 HTTP Protocol Constraints  Illegal URL Parameter Value dvwaxpert | NN TP HITP Profocol Constraints
¢ Application Delivery N SubType Illegal URL Parameter Value
17 2026/03/3122:30:19 DVWA POLICY 1173253.179.89 HTTP Protocol Constraints  NULL Character in Parameter Value dvwa-xpert | Signature SubclassType  N/A
@ Web Protection > Signature ID NA
18 2026/03/3122:30:19 DVWAPOLICY  5173.253.179.89 HTTP Protocol Constraints  Illegal URL Parameter Value dvwa-xpert
o« > Message lilegal character (0x00] in URL Perameter
= Artbrotect 19 2026/03/3122:30:19 DVWA POLICY 1173253179.89 HTTP Protocol Constraints  NULL Character in Parameter Value ~ dvwa-xpert Value, (Parameter Name: type)
= APIProtection >
20 2026/03/3122:30:19 DVWA_POLICY 17325317989 HTTP Protocol Constraints  Illegal URL Parameter Value dvwa-xpert
O DoS Protection > Connection
21 2026/03/3122:30:19 DVWA POLICY 5173.253.179.89 HTTP Protocol Constraints  NULL Character in Parameter Value ~ dvwa-xpert
B 1P Protection > 5173.253.179.89:48010 -> 10.0.3.4:1000
O Tracki , 22 2026/03/3122:30:19 DVWAPOLICY 17325317989 HTTP Protocol Constraints  Illegal URL Parameter Value dvwa-xpert
racking
» 23 2026/03/3122:30:19 DVWAPOLICY 517325317989 HTTP Protocol Constraints  NULL Character in Parameter Value dvwa-xpert | Matched pattern
@ Web Vulnerability Scan >
PP P — s R P . %00
Log&Report >
« < 1 /> » [Tota:4g] J

Result
FortiAl analyzes the selected log entry and generates:

¢ A plain-language explanation of the attack
e A risk assessment of the event

« Recommended mitigation or configuration actions
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£ || % Threat: HTTP Protocol Constraints

Date/Time
2026/03/3122:30:21
2026/03/3122:30:21
2026/03/3122:30:21
2026/03/3122:30:21
2026/03/3122:30:21
2026/03/3122:30:21
2026/03/3122:30:21
2026/03/3122:30:20
2026/03/3122:30:20
2026/03/3122:30:20
2026/03/3122:30:20
2026/03/3122:30:20
2026/03/3122:30:19
2026/03/3122:30:19
2026/03/3122:30:19
2026/03/3122:30:19
2026/03/3122:30:19
2026/03/3122:30:19
2026/03/3122:30:19
2026/03/3122:30:19
2026/03/3122:30:19
2026/03/3122:30:19
2026/03/3122:30:19

Policy
DVWA POLICY
DVWA_POLICY
DVWA_POLICY
DVWA_POLICY
DVWA_POLICY
DVWA_POLICY
DVWA POLICY
DVWA_POLICY
DVWA_POLICY
DVWA_POLICY
DVWA_POLICY
DVWA_POLICY
DVWA POLICY
DVWA_POLICY
DVWA POLICY
DVWA_POLICY
DVWA_POLICY
DVWA_POLICY
DVWA POLICY
DVWA_POLICY
DVWA POLICY
DVWA_POLICY
DVWA POLICY

Source
5173.253.179.89
5173.253.179.89
5173.253.179.89
5173.253.179.89
5173.253.179.89
5173.253.179.89
5173.253.179.89
5173.253.179.89
173.253.179.89
5173.253.179.89
173.253.179.89
5173.253.179.89
173.253.179.89
5173.253.179.89
173.253.179.89
5173.253.179.89
173.253.179.89
5173.253.179.89
173.253.179.89
5173.253.179.89
173.253.179.89
5173.253.179.89
173.253.179.89

X Source: 173.253.179.89

Destination | Threat Level
10034
10034
10034
10034

10034
10034
10034
10034 )
10034

10034 )
10034

10034 )
10034 =
10034 )

10034

10034 )
10034
10034
10034

10034
10034
10034
10034

« <1 no»

»

© Add Filter

Main Type
HTTP Protocol Constraints
HTTP Protocol Constraints
HTTP Protocol Constraints
HTTP Protocol Constraints
HTTP Protocol Constraints
HTTP Protocol Constraints
HTTP Protocol Constraints
HTTP Protocol Constraints
HTTP Protocol Constraints
HTTP Protocol Constraints
HTTP Protocol Constraints
HTTP Protocol Constraints
HTTP Protocol Constraints
HTTP Protocol Constraints
HTTP Protocol Constraints
HTTP Protocol Constraints
HTTP Protocol Constraints
HTTP Protocol Constraints
HTTP Protocol Constraints
HTTP Protocol Constraints
HTTP Protocol Constraints
HTTP Protocol Constraints
HTTP Protocol Constraints

[Total: 48]

Sub Type
lilegal URL Parameter Value

NULL Character in Parameter Value
lilegal URL Parameter Value

NULL Character in Parameter Value
lllegal URL Parameter Value

NULL Character in Parameter Value
lilegal URL Parameter Value

HTTP Duplicated Parameter Name
NULL Character in Parameter Value
Illegal URL Parameter Value

NULL Character in Parameter Value
Illegal URL Parameter Value

NULL Character in Parameter Value
Illegal URL Parameter Value

NULL Character in Parameter Value
Illegal URL Parameter Value

NULL Character in Parameter Value
Illegal URL Parameter Value

NULL Character in Parameter Value
Illegal URL Parameter Value

NULL Character in Parameter Value
Illegal URL Parameter Value

NULL Character in Parameter Value

dvwd]
dvwd]
dvwd]

dvwd]

©@ © O benoitb~

FortiAl Assistant o & x

Hi, How can | help you?

The attack i poi

« The source IP 173.253.179.89 (from the US) made a GET
request attempting a URL parameter injection.

« The URL contained anillegal character (null byte 0x00) in the
parameter "type" with a payload resembling path traversal and
null byte injection: /quikmail/nph-emumail.cgi?type=./%00.

« The user agent was "Nikto Traffic Generator; indicating an

y I

« The FortiWeb policy "DVWA_PROTOCOL_CONSTRAINTS"
triggered a high-severity alert due tollegal URL parameter
characters; the action was Alert.

« Thisislikely an exploit or scannit targeting
vulnerabilities like path traversal or null byte injection.

« There was no HTTP return code visible to confirm if the
request was blocked or reached the backend.

Recommendatior

« Configure FortiWeb policy to block such malicious requests,
not just alert.

dvwz

dvwz

vwe

4% 01024

3. Operational Considerations
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@ Understanding Token Usage v

FortiAl uses a token-based licensing model.
Each query consumes tokens based on:

¢ Prompt length
¢ Response size

¢ Analysis complexity
1token =4 characters
Token usage includes:

¢ Input tokens - your prompt

¢ Output tokens - the Al response

Log analysis queries typically consume more tokens than simple documentation queries.
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FortiwWeb-vM

Dashboard v J
Security ‘ Traffic FortiAl Assistant o & x
Status
+ z ‘ © AddFilter
FortiView Topology Threats: 34143 © HiHoweanlhepyou?
EOY W COl s Threat Score: 3039250
FortVewThreats Action (Block/Alert): 34143 mammml 20
FortiView Threat Map
Service (HTTP/HTTPS): 34143 & 0
FortiView Sources 222000 222500  2230:00 223500 224000 224500 225000
Time Period Last Hour
FortiView Log Analysis
Client Management Country Threats « Threat Score Action (Block
OWASPTop 10 Compliance s United States 15,588 1.360,380 15588 '
Blocked IPs Reserved 6222 622,200 6222 v
* £ United Kingdom 3,067 287,825 3067 1
Network >
& Networ : Republic Of Korea 2,489 238,525 2489 1
R System >
4 Canada 1549 124,570 1549
Security Fabric >
o Y ran 1095 82130 1095 1
2 User
* Japan 971 85100 971 0
Poli >
B Poicy Unknown 867 64120 867 1
= Server Objects
= Germany 829 70525 829 1
¢ Application Delivery
Zindia 716 53525 716 1
& Web Protection >
s Colombia 204 14905 204 What's new in FortiWeb 8.0.4? What can | do with FortiAl?
 Bot Mitigation
@ China 194 13,540 194
2 API Protection
i Russian Federation 182 12,925 182
© Dos Protection
Brazil 124 7.765 124
B 1P Protection >
= Botswana 29 915 291
0 Tracking >
X U direland 17 300 171 A °
@ Web Vulnerability Scan >
£ Log&Report > ITn ining 91.4% I 01024
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0 . Data Privacy and Prompt Masking

FortiAl protects sensitive information by applying automatic data masking before any prompt

is processed by the Al model.

This ensures that sensitive data is never exposed outside the local environment.

Data Type

IPv4
address

IPv6
address

MAC
address

Email
address

Endpoint
Name

User Name

Sample
Original
Value

10.200.0.1

fe80::d978:1
9ef :da40

00:55:ac:7b:
9f :el

eicar@exampl

e.net

LAN-FSW-
GUEST

johndoe

Sample Masked Value

96.122.122.1

59¢d:9393:9393:9393:9a4
7:6494:3¢c58:8b18

c3:8b:38:87:d9:0e

##string=
[IXb+Q0171C2Xq904fowCXQ
==@G5S+xQyQD3ug6PKkVbgW
IA==14#4

##endpoint=
[Q2tu98qWQ2sBN5zf7EB8jA
::]##

##user=
[ZscWec/brbLYfNzOU8XaBOA
== ##

Masking Method

Replace with auto-
generated
irrelevant IP

Replace with auto-
generated
irrelevant IP

Replace with auto-
generated
irrelevant MAC

Masking based on
session cookie

Masking based on
session cookie

Masking based on
session cookie

After processing, FortiWeb restores the original values locally before displaying the result.




" ¥ Details

All masking and anonymization techniques are compliant with GDPR requirements and follow
established security best practices.

@ Best Practices for Using FortiAl v

To use FortiAl efficiently:

* Use specific prompts
¢ Include time ranges or IP addresses
« Avoid repeating queries unnecessarily

* Monitor token usage in the assistant panel

2% Conclusion

In this lab you used FortiAl to:

¢ Analyze attack logs

¢ I|dentify threat trends

* Investigate suspicious IP addresses
* Retrieve configuration guidance

¢ Understand FortiWeb features

FortiAl improves operational efficiency by allowing administrators to interact with FortiWeb
using natural language.

Mark as complete




