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The Growing Problems of Al

“By 2025, generative Al usage among enterprise employees is near-universal, with over 90—
98% of knowledge workers reporting some level of Al tool usage, and a majority using it
regularly in daily workflows.”

Alongside this growth came a rise in shadow Al.
Today, over one-third (38%) of employees
acknowledge sharing sensitive work information
with Al tools without their employers' permission.

Shadow Al can expose companies to several risks

including data leakage, fines for noncompliance and
severe reputational damage:

Your Data is very Welcome!!

based on 2025 industry reports from firms like McKinsey, Gartner, and Microsoft Work Trend Index

B® u/microsoft365 Promoted

Data analysis can feel like finding a needle in a
haystack. Microsoft 365 Copilot Chat helps you
f|nd key |n5|ghts fast.

r r

¥ Help me find the key profit driver
& in this data.xlsx

- Microsoft 365
“ /. Copilot



Level of concern for data

sharing/leaking to GenAl tools. How prepared is your organization to

detect and respond to the sharing of
data with GenAl tools (ex. ChatGPT)?

NOT CONCERNED SOMEWHAT VERY
CONCERNED CONCERNED Not prepared Somewhat prepared Fully prepared

© Fortinet Inc. All Rights Reserved. 8



Mitigating Shadow Al Risk




Applying the NIST Framework to Mitigate GenAl Risk

' 4

=%
Educate Users on
Proper Data

Handling Including
GenAl Usage

Case Resolution

and Policy Tuning Gain Visibility
\

NIST
Cybersecurity

Automate Response Framework

and User Education Establish Policies

Q

z

s

3 $
%

Investigate Insider Threats Detect Risky Behavior
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A% Mitigating Shadow Al Risk

To get to a strong security posture with shadow Al, it's best to deploy the following combination of
security solutions, configured for the anti-shadow Al use case. Here's why Cloud Access Security
Broker (CASB), Data Loss Prevention (DLP) & SaaS Posture Management (SSPM) are
critical in this context.

* Visibility Into What Al Tools Are Actually
Being Used Forti 0S 8.0

« Data Leakage Prevention Network Enforoemeny

* Access & Permission Governance

« Compliance & Regulatory Risk

« Configuration & Security Posture of
Approved Al Tools

« Policy Enforcement at Scale

Forti DLP

Forti CASB-SSPM

Data Loss Prevention SaasS Visibility

(a alt]
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Assessing GenAl Risk

Granular visibility into risk and usage

0 s i L [ e i, 1B Foions - i 11
& 4 @ 6 wng cam = O @@ @
ryr— Comvversatbonal Assistant c — 2
2 Dt i Openal ChatGPT B B Mt S
- - e | *""-** FortiAl-Protect
Perplenity Al
- 5] :
oty Witw LEsEn g 1 —= e —— — ey — — —
Py
parvrvemsostnm e st Dol Erier Ui —
o s )
Tart Vs Sveom. = . Mg = i e L]
o ves i ol Cpenlipad 7 c ] T &
VoV A gl ey *+ Fomagie Carmirs & L Seqiions
| ° - - r Comprehensi
[ e 3 - = i prenensive
A e e : 1 % Micma® Capliot L] | ) FrT 74 p .
o | o Orm—s . P i Log Details
U o Besthariic st ¥ LI Lt HI5
ému—am ¥ B Thinkieny ™ L] 18T e
vt ] B Thinkulew Chat 1 1344 i
W ooty | g [ [ . i
&ttt Know risk level b
(o) y
[ | L] - 0
Gen Al application
I
®) Session Details
FoRTTET
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Assessing GenAl Risk

Know what is running by categories

FortiAl-Protect

QE"' Ottor Al c

Identify Gen Al
applications in use

o) Understand Gen Al
use cases

R
— © Fortinet Inc. All Rights Reserved.

14



Assessing GenAl Risk

|ldentify and Block unauthorized prompts by Gen Al Application

# Favorltes Sessions - Enterprise_Core. *
@ Dashboard s |(Prompti== %) @ Q Search x| Q| B Details
Date/Time ‘ Application Name Model Prompt 7 | DataCent... Generative Al Application
2025/09/26 08:53:08  $ ThinkAny_Chat gpt-do-mini N APP=ThinkAny, DCGEO=CN, UseCase=Conversational_Assista..
8 ThinkAny_Chat gpt-do-mini. i i €N APP=ThinkAny, DCGEO=CN, UseCase=Conversational_Assista...
Date/Time & DeepSeek Chat & N APP=DeepSeek, DCGEQ=CN, UseCase=Conversational_Assista...
2025/09/26 08:53:04 ThinkAny_Chat ‘gpt-do-mini i N . DCGEO=CN, UseCase=Conversational Assista...
2025/09/26 08:52:4 iy oo T P — U S S
XAlGrok Chat Brok-3 us APP=xAlGrok, DCGEO=US, UseCase=Conversational Assistan...
2025/09/26 08:52:18
ThinkAny Chat got-4o-mini _ summarize top 5 vulnerabilities from OWASP top 10\n = APP=ThinkAny, DCGEQ=CN, UseCase=Conversational Assista..
2025/09/26 08:52:13 (OpenAl.ChatGPT Post & gpt Prompt v APP=0penAl ChatGPT, DCGEO=US, UseCase=Conversational_...
View Al 2025/09/26 08:52:01 OpenAl ChatGPT_Post & gl ) - APP=0penAlChatGPT, DCGEO=US, UseCase=Conversational_..
e Al Ao what are the latest trends in ransomware campaigns and how ar... |8 e e < Conversational_Assista
. 2025/09/26 08:52:00 ‘ . L 2
what are the latest trends in ransomware campaigns and how ar... APP=ThinkAny, DCGEO=CN, UseCase=Conversational_Assista.
& Network ’ 2025/09/26 08:51:54 1
B Plicy & Objects > | what are the latest trends in ransomware campaigns and how ar... [J APP=TRinkARy, BCGEQ=CH,UseCase=Conversational. Assista..
2025/09/26 08:51:53 SEQ=CN, UseCase=Ci ional Assista...
&) security Profles D ) what are the latest trends in ransomware campaigns and how ar... -
O PN 2005/09/26 08:51:21 APP=xAlGrak, DCGEO=US, UseCase=Conversational_Assistan...
2 User&futhentication > | summarize top 5 vulnerabilities from OWASP top 10\n APP~ThinkAny, DCGEO=CN, UseCase-Conversational Assista..
= 2025/09/26 08:51:13 1 -
= WIFi& Switch Controller > what are the latest trends in ransomware campaigns and how ar... [l [DCGEQ=CN, UseCase=Cx I Assista...
@ system > 2025/09/26 08:51:08 N APP=0penAl.ChatGPT, DEGED=US, UseCase=Conversational ...
@ Security Fabric o summarize top 5 vulnerabilities from OWASP top 10\n —
.50, APP=xAlGrok, DCGEO=US, UseCase=Conversational_Assistan...
£ Loga 2025/09/26 08:50:48 5
= Log&Report > what are the latest trends in ransomware campaigns and how ar...
2025/09/26 08:50:40 .
summarize top 5 vulnerabilities from OWASP top 10
2025/09/26 08:50:32
summarize top 5 vulnerabilities from OWASP top 10
2025/09/26 08:49:57
summarize top 5 vulnerabilities from OWASP top 10\n
2025/09/26 08:49:36
explain the concept of zero trust security architecture and its be...
2025/09/26 08:49:23
explain the concept of zero trust security architecture and its be...
2025/09/26 08:48:36
R —— summarize top 5 vulnerabilities from OWASP top 10
explain the concept of zero trust security architecture and its be...
explain the concept of zero trust security architecture and its be...
explain the concept of zero trust security architecture and its be...
explain the concept of zero trust security architecture and its be...
< . > 1-18/18

FortiAl-Protect

Gen Al Application
in use

Prompts by Gen Al
Application

© Fortinet Inc. All Rights Reserved.
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FortiAl-SecureAl

FOrtinet SOIUtion U Secure LLM, Al Systems

Context Actions

Solution Specs

Exfiltration Detection Vectors

@ Printers

—~ Wireless
®  (Bluetooth/AirDrop)

© Locations O\ Alert (or Audit)

—>:] Logins @ Coaching Nudge

@ Web Browsers

(¢ Sensitive Data

2 Wi-FiNetworks &S Block

@ SaaS Apps

¢ intellectual Property

@ Shadow Copy

—)[“cﬁ Process starts (or File Forensics)

Shadow Al
Email Client

[ clipboard

{.data} Source Code

;) Network activity

C‘S Take Screenshot

‘3 Take Screenshot
B File Origin

FortiDLP

Use Case:

Activity history
(temporal visibility)

@  Kill Process

@ Lock

|(__>| Isolate

~
(E

Web email

Storage Devices L-I CLI

Q¥ Sensitivity Label

= User group/
)

tag/department O Cloud Storage

File Metadata

Environment

‘]:]‘ On Corporate Network Off Corporate Network

Insider Risk Management +

Data Loss Prevention

* 4K Enterprise Licenses

 Best Practices Service

Visibility and Controls Stop Egress Deep Forensics
Full visibility into business data Prevent exfil of IP/source code Enable forensics capture and
flows combined with policy actions. across multiple points. Experience investigation of potential insider
with a prior incident. threats and risks.
. J
R
= © Fortinet Inc. All Rights Reserved. 17



Gain Visibility into GenAl and SaaS App Usage

IDENTIFY

Inventory and

risk assessment of
business data
movement into
GenAl and

SaaS Apps

FortiAl-SecureAl
U

Secure LLM, Al Systems

~

@ FortinLP SaaS apps

Dashboard Inventory

gﬁ Dashboard

Q  investigate .
2 sanctioned apps -

used by non-corperate accounts

88 120 SaaS apps

s

&Q Incidents

@ Watchlists Saa$ app usage trend Last30 days Saa$ apps by account type

® Current time frame
(7] cases 20

27 Detection reports. 15

[E rolicies

88 Saa$ apps .

1 unsanctioned app = o
used by corporate accounts s

79 unused apps =
for more than 90 days

Saa$ apps by verdict

N

18 120

total total

oete Oerts Oetzo oetz7 @ Corporate Non-corporate @ Sanctioned @ Unsanctioned O In review Not set
p\ Users
51 Hodss Trending SaaS Top 20 v File movement Last30days v Top50 ~ Risk score @ Top 10 v
8% Admin settings App Users Changs (previous 14 days) App Mumber of files Total ile size App score users
|| —wr
@ ChatGPT 10 | Highest risk * 3
G Google (common) 3 +1 M coogieomai 1 1.0aM8
D Pastebin 9| Extremely high risk * 1
@ OpenAl 1 +1 box  Box 1 1.04MB
§ @) Fortinet BLP Test Tool | Very high risk 3
@ ChatGPT 3 4 @) Fortinet DLP Test Tool 12 172,698 -
i\
-~ box  Box & | Very high risk * 2
box  Box 2 e g sooge fcommon) 1 34.80kB
G Microsoft 365 Outlook 8 Very high risk * 1
.. Microsoft OneDrive 1 +1 @ ChatGPT 28 22.28kB
L
Js ) John Stringer M cooge amai 6 | Moderately high risk * 3
‘ Google Drive 3 1 [i Microsoft 365 Outlook 1 2578

&« Collapse

Automated GenAl
and SaaS App Inventory

Classify Sanctioned
vs. Unsanctioned Apps

Assess Risk Based
on Data Movement

© Fortinet Inc. All Rights Reserved.
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Prevent Data Loss to GenAl Apps

PROTECT

Targeted policies

prevent business

data from being

egressed via

GenAl tools.

Allow authorized use.

FortiAl-SecureAl

Secure LLM, Al Systems

. . .
I . —_—
Feb1l  Feb12 Feb18  Febl8  Feb20  Feb2l  Feb22

eb12  Feb13  Febl4  Feb15  Feb18  Feb17 Feb23  Feb24  Feb25  Feb26  Feb27  Feb28  Marl

User v Top 10 w Node v Top 10 w

6 Abby 5. Roberts H 272 @ Abbey-S-Roberts-Des... I 252
(®) Abbey's MacBook Air N 20

Legal Finance Engineering

Automated GenAl Classify Sanctioned
and SaaS App Inventory vs. Unsanctioned Apps

Mar 3 Mar 4 Mar 5 Mar 8 Mar 7 Mar 8 Mar 8 Mar 10 Mar 11

Unautherized browser uses d

Corporate data uploaded to
unsanctioned applications

data uploaded to

Corporate file renamed

Corporate data emailed to
external domain

Source code pasted to Al
platform

Assess Risk Based
on Data Movement

© Fortinet Inc. All Rights Reserved.
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. . . FortiAl-SecureAl
Craft Policies Based on Usage and Business Inputs it

e N
PROTECT
U U
PROTECT
o [ e Bl
Create policies based S .
on visibility and - i
Software 3 Coaching ' N
observed usage. Developer AUP C3) soreon Goptre
Consult departments o4 @@ a 5 Clipboard Capture
on specialized GenAl Allowed Tools &> Blocked Action
requirements.
Define Usage and Establish Guardrails Automate Response
Organizational Requirements for Usage Actions for Violations
\. y,

amn
© Fortinet Inc. All Rights Reserved. 20



Educate Employees to Mitigate GenAl Data Loss Risk O o3 i asveems

Data protection alert
Your attempt to upload a file was blocked because it viclates our
Generative Al policy.

The file O3 Business Plan.docx appears to contain sensitive or

D ETECT confidential information, such as personally identifiable data, financial
records, or intellectual property. Uploading such data to unsancticned

Generative Al tools can pose significant security risks and may breach

compliance reguirements.

Implement real-time

To better understand how to use authorized Generative Al tools and
securely share files, please review the following resources.

risk-informed

Clicking a link is mandatory

@ Data Loss Prevention Training Module

employee coaching

@ Generative Al Usage Guidelines

with interactive

oK
response workflows. | UL i
AUPs+
Customizable Interactive Endpoint,
Realtime Coaching Response Workflow Teams and Slack
\_ W,
=-= © Fortinet Inc. All Rights Reserved. 21



Capture Evidence to Accelerate Investigations

RESPOND

The investigator can
access rich evidence
data sets securely
stored in the
customer’s object

storage solution.

FortiAl-SecureAl

U Secure LLM, Al Systems

\
Crosted by Key detection information
DeteCtI on ] Source code pasted to Al platform .
/ Exfiltration [TAG010.T1567] Google Gemini
Key detection information Account name
4 lalarcon@mysecurenetwork.org
@ ChatGPT Unsanctioned v
a Destination host
v gemini.google.com
o Destination host
T chatgpt.com
B Content inspection
=% Python import statement
E_, Content inspection
IP/SOU rce Code % python function definition
h X e
& Cocgl camn (signea) ~ ~ IP/Source Code
brave.exe P
@ﬂ ChatGPT | signed | v
Associated actions
Associated actions GD  Capture screenshot evidence L' Succeeded
& Capture clipboard evidence ® L  Succeeded
Screen Capture
Captured clipboard text rD
<IDOCTYPE html> <html lang="en"> <head> <meta
charset="UTF-8"> <meta name="viewport"
content="width=device - width, initial- scale=1.0">
q <title>Sum of Two Numbers</title> </head> <body>
CI Ip board Captu re <h1>Calculate the Sum of Two Numbers</h1> <input
type="number" id="num1" placeholder="Enter first...
. > Action log
> Action log
Evidence Capture for GenAl Prompt Capture Enterprise Grade
File, Screen, and Clipboard [coming soon] Privacy Controls
/
© Fortinet Inc. All Rights Reserved.
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FortiAl Assis

RESPOND

Leverage

FortiAl Assist to
summarize and
contextualize
observed high-risk

user activity

FortiAl-SecureAl

t Summarizes and Contextualizes Cases G 4 mEreEs

f

FortiDLP < Cases © Fortial X

-

OF  pashboard conversation. These activities were detected and
mitigated by FortiDLP, which blocked several of the

unauthorized actions and flagged them for review,
Q Investigate Severity Created by

> Edi - S » .
o ©  Secure Data Flow Open 2 Edit 0] S dsdf Z Ken Roberts Event Details
A\ incidents

+ TA0010 (Exfiltration): T1567 (Exfiltration Over

© Wachisn @ Case summary 2 Edit £ Entities - 1 user/ 2 nodes Web Service)
chlists Multiple attempts were made to upload files to
- unsanctioned cloud storage services such as
Cases -.\ C}’:‘ Dropbox and Google Drive. For example, a file
Case Summary ind¢

named sdf, pdf was uploaded to

w4 rOpboX. com using the Brave browser.

7 Detection reports On December 6, 2024, Abby S. Roberts, a Market Research Analyst in the Human Resources department, engaged in a series of activities -~
- R . X . - . ) o) "obe FortiDLP flagged these actions as potential
involving sensitive medical images. These activities included viewing, downloading, renaming, and attempting to share the file externally, which were Department Human Resources B) racd
flagged by FortiDLP for potential data loss and insider risk exfiltration attempts over web services.
B agedty P : Manager Margaret E. White

Abby S. Roberts CE e o = TA0010 (Exfiltration): T1048 (Exf
Market Research Analyst Alternative Protocol)

ration Over

Event Details

[n]s}
0g SeaSapps An email containing the file sdf. pdf was
The sequence of events began with Abby 5. Roberts viewing and downloading a file named x-ray@@1. j pg from a shared Google Drive folder .

titled "Medical Images and HIPAA Data Examples." The file was then downloaded to her desktop using Google Chrome. Shortly after, the file was blocked when sent to an external domain

Users. i itii il
R renamed from x-ray@@1. jpg to sdf.pdf on her desktap. {exigeken@gmail. conl. Addkionally, files were
renamed (e.g., x-ray@01. jpg to sdf.pdf) ta
O  nNodes potentially disguise their content before
exfiltration attempts. These actions align with
the use of alternative protocols for data

8% Admin settings 17 Events 2 Pinned fielc

exfiltration.

Timestamp Entities Labels Bescription Pinned fields

TA000S (Collection): T1213 (Data from
Information Repositories)
Sensitive files, such as Company Customer

B

Block browser upload @ Dis

High | File upload blocked to "drive.google.com" from Brave: mip CCN Label.docx with size 13.1KB con

. ., Abby S. Roberts . .
., 05/27/2025,07:43:29Pm () Aoty S-Rovarts-Desktop | L924073 8

Sensitivity label Credit Card Numbers. i i . .
Y % Exfiliration Over Web Service [ Payment Details File.xlsx, containing
Abby S. Robert patterns like credit or debit card numbers, were
> 04/29/2025, 04:50:42 PM ) Abbey-‘S?R:b:rts—Desktnp © Leavers + 8 Gritical | AP key leaked in a ChatGPT @ Display message 53 Capture accasBed And 1ead by Unalthortzes applations
like Zoom, exe. This indicates an attempt to
> 04/03/2025,07:15:51PM () :gt;:ys_ Rf’:’::: s-Deskiop & Lo Critical | API key leaked in a ChatGPT i i 2 Capture screenshot evidence collect sensitive data from information
. 03/10/2025,05:33:35eM  (ED) :::V S g“;’e:sn Deskt & Loavers + 7 Critical | Zoom.exe read file C:\Users\exige\Desktop\Company Customer Payment Details File.xisx containing pattern @ Kill process @ Display mess  Prompts for:  This case
‘ -S-Roberts - Deskto) " i i
ey P credit or debit card number with at least 3 matches < Data from Information Reposite
Summarize the events in this case.
02/20/2025, 11:06:08 PM J ::l;y 5‘:"5“;‘5“ Deskt @ Leavers+ 7 Critical | File upload blocked to “drive.google.com* from Brave: Company Customer Payment Details File.xlsx with % Block browser upload @ Dis  Contextualize the websites in this case.
ey-S-Roberts-Desktop . ; , ‘ s .
I > size 11.1KB containing pattern credit or debit card number with at least 3 matches. & Capture screenshot evidence | Gontextualize the processes n this case.

(s ) John Stringer
=/ E

% Exfitration Over Web Serviee [ ¢oiauryaiize the policy violations in this case.

MITRE ATT&CK®
Mapped Detections

Automated Insider
Sequence Detection

Integrated
FortiAl Assistant

© Fortinet Inc. All Rights Reserved.
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FortiAl-SecureAl

GenAl — What Managing Risk Can Look Like U scoure LLm, Alsystems

Org-Wide Use Finance Legal Engineering Observing Unsanctioned

G0+ o8 ¥ 1N BEs ©
oe? on

9@

Legal Finance Engineering Sales General Operations

U © Fortinet Inc. All Rights Reserved. 24
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@ Al Hands-on Labs

- ESPANOL
hitps://latam.amerintixperts.com/aif
ai-colombia/index.html

- INGLES:
https://latam.amerintixperts.comiail
ai-colombia/Shadow-Al/index.himl

- User: amerintlxperts
- Password: xPerts20206!

El usuario y contrasefia para todo:
Username: fortiadmin
Password: XpertsLab-2026

=2 X PERTS26

ESPANOL

INGLES

26


https://latam.amerintlxperts.com/ai/ai-colombia/index.html
https://latam.amerintlxperts.com/ai/ai-colombia/index.html
https://latam.amerintlxperts.com/ai/ai-colombia/index.html
https://latam.amerintlxperts.com/ai/ai-colombia/index.html
https://latam.amerintlxperts.com/ai/ai-colombia/Shadow-AI/index.html
https://latam.amerintlxperts.com/ai/ai-colombia/Shadow-AI/index.html
https://latam.amerintlxperts.com/ai/ai-colombia/Shadow-AI/index.html
https://latam.amerintlxperts.com/ai/ai-colombia/Shadow-AI/index.html
https://latam.amerintlxperts.com/ai/ai-colombia/Shadow-AI/index.html
https://latam.amerintlxperts.com/ai/ai-colombia/Shadow-AI/index.html
https://latam.amerintlxperts.com/ai/ai-colombia/Shadow-AI/index.html
https://latam.amerintlxperts.com/ai/ai-colombia/Shadow-AI/index.html

Jorge Portilla

Systems Engineer Ecuador

(PERTS



ERTINET | saomes

XPERTSZC

FortiCASB-SSPM

S,



FortiAl-SecureAl
U

Secure LLM, Al Systems

SaaS and Third-Party Security Challenges

Identify the Entire Detect and Respond to Control Automate
SaaS Stack Suspicious Third Parties Identities Remediation

-mw © Fortinet Inc. All Rights Reserved. 29



FortiCASB-SSPM | Key Use Cases

Shadow and Third-Party SaaS Misconfiguration
Discovery and Visibility Management (SSPM)

Automatically identify
misconfigurations across
enterprise SaaS apps

Data Security Posture
Management

Discover unknown SaaS apps that
didn’t go through Security / IT

G

Gen-Al Applications
Management

Identify and protect sensitive data
across SaaS applications

Control the use of Generative
Al apps

Identity Posture
Management

Gain visibility into identities
across SaaS apps

Remediation
and Workflows

Create workflows to automate
responses and take actions

© Fortinet Inc. All Rights Reserved. 30



FortiAl-SecureAl

Forti CASB _SSPM v Secure LLM, Al Systems
A @ @ onelogin | @ @ @

" I Pingidentity mgga BE Microsoft Non-intrusive and agentless
@ okta @ %% siack @ e =Uue data collection methods
% Dropbox \CROWDSTRIKE  Workspace @ +. monday... from over 100 sources

SaaS Network Building

Running our Al engine to map
the interconnectivities and
build the SaaS graph

The Platform

Risks Identification L
Identifying exposures,

- N misconfigurations,
A?haagt?;;l:tsif?essol:::n vulnerabilities, and risks
prevents the next SaaS
originated breach Prioritization

= The correlation engine connects
@ the dots and provides context,

not just creating overhead

Applications Users Interconnections
Workflows
== Implementing protection
= o and compliance
AR
U © Fortinet Inc. All Rights Reserved. 31



Shadow and Third-Party Discovery and Visibility g FortiAl-SecureAl

Secure LLM, Al Systems

Enhanced Visibility

Uncover suspicious connections

Manage sanctioned apps and
enforce security checks

Offboard unsanctioned and inactive
apps by eliminating access

Identify all connected plug-ins, add-
ons and third-party APIs and tokens

Uncover third-party permissions,
data, usage, and compliance risks

SaaS Graph

oo

uuuuuuu

teh Evere.

$»
Paraoc

-----

rrrrr ) ) ticrocom accoerosm uyaccoums
Opeant Chngar < ® — Py
Crsane rysmescom ebeskcom

o e Yock Times tover o

eenrmien

© Fortinet Inc. All Rights Reserved.
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{&> FortiCASB-SSPM Data Confidencial

The Integration

* FortiCASB SSPM (SaaS Security
Posture Management) con
busqueda de patrones permite
identificar y clasificar informacion
sensible almacenada en
aplicaciones SaaS mediante el uso
de expresiones regulares (regex),
palabras clave, diccionarios y
patrones predefinidos. Esta
capacidad ayuda a las
organizaciones a descubrir datos
confidenciales expuestos en
plataformas como Microsoft 365,
OneDrive, SharePoint, Google
Workspace, Box, Dropbox y otras
aplicaciones en la nube.

= - © Fortinet Inc. All Rights Reserved. 33



FortiAl-SecureAl

GenAl Applications Management ' scoure LM, Al Systems

3rd Party Apps

& C  1-830f 83 3rd Party Apps

Priority Name Application Type Vendor Risks Users Permissions Last Active  Status Assignee

Man age O @ Critical CO Colaboratory Runtimes Al 3rd partya..  google
GenAI Apps 0O eHigh GPTfoerun o

I
w
I

7/12/24 @ NA v | Unassigned

QO

G 3rd partya..  qualtir 0 2 9 6/5/24 @ NA v | Unassigned
O @ High CO Colab Enterprise Al G 3rd party a..  google 0 3 4 9/4/24 @ NA v | Unassigned
Control th e u Se of GenAI 0 @ High LanguageTool Al G 3rdparty a..  langu.. 0 2 6 10/2/24 @ NA v | Unassigned
ap plicatig ns across the ente rpri se O oo  [Borriorcmam-awie & (3 Idpartya.  NA 0 1 6 &8s Unassigned
O @ High @ Sapling Al G 3rd partya..  Sapling 0 1 b4 6/20/24 Unassigned
Revo ke access to u nauthorized (m] @ High .. Reclaim.ai Al G 3rd porty a..  reclai... 0 38 9 10/9/24 Unassigned
th Ird-pa rty apps (m) @ High o Beautiful.ai Al G 3rd party a... beauti... 0 1 7 6/24/24 Unassigned
O ® High GPT for Sheets and Docs Al G 3rdpartya.. NA 0 2 7 8/6/24 @ NA v | Unassigned
U se no-COde Workﬂows’ aUtomate [m] @ High .. Reclaim.ai Al G 3rd party a...  reclai... 0 15 7 10/10/24 @ NA v | Unassigned
the security analysis and control of
(] ® High . DocGPT - Al Writer for Docs™ 4 G 3rdpartya.. N/A 0 1 ] 10/5/24 Unassigned
GenAl tools
0O eHigh &) AppSheet ] G 3rdpartya..  N/A 0 1 6 9/2/24 Unassigned
O @ High lemlist Al G 3rd party a.. google... 0 2 4 8/20/24 @ NA v | Unassigned

U © Fortinet Inc. All Rights Reserved.
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- . FortiAl-SecureAl
Remediation and Workflows W' secure LM, Al Systems

Workflows = Preview

ot
4 k Sa
New Shadow SaaS App Discovered » Active

() Edit Request Business Justifications Action

@ Trigger

Notification Method

Auto mation Applications
@
Wo rkflows New Shadow SaaS App | O Slack

@® Teams

© Conditions

Exclude users / groups

Request business justification
from business owners and
authorized users

Gen Al Based

Yes Frequency

Monthly

Number of Users

1-10000

Message Templates

Templa e
Automate ticketing, notifications, And 5 System Defout -
X
- - Priority
and risk assignment across e S ®
H. . This message is from Customer Name Security Operations team via the
bu Sln ess y Se Cu rl ty, an d IT teams Suridata Slackbot. As part of our assessment of Shadow SaaS
' Applications, we noticed that your account has been identified as having
@ the Shadow SaaS Application Name installed which is potentially risky.
@ Actions Please let us know the business justification for using the application.
e Thank van!

Revoke access and offboard
users efficiently

Request Business Justification

Teams

U © Fortinet Inc. All Rights Reserved. 85



@ Demo — CASB/SSPM

ADVANCED
@ FortiSASE +» Services  [H] FortiSASE Onboarding
Policies
Proxy policies Workflows
Security profiles

ZTNA

RESOURCES
Hoslts
Services Name & Last Activated Status

Schedules

External feeds ’ [ ]

Previously Remediated Risk Has Resurfaced
Extension analysis

New identities with Admin role added
Secure Browser profiles ¥

User assignment rules
New High/Critical Risk Identified in Application

FORTICASB-SSPM

Apps stora New Gen Al Discovered Applications

Workflows
New Gen Al based 3rd Party Apps Authorized

Applications

Activities Files that have been shared externally or have an ananymous link and have

Risks

Identities Auto revoke high-critical Dropbosx files shared externally {send notif

3rd party apps

Auto revoke files shared externally with yohoo/gmail/hotmail
Endpoint management
Access & authentication Applications Health Monitor

System

CIATINET ;oo

Le.focCen

This contentis shared exclusively with the CTO Office and Product Management teams and is considered void if transferred to (or presented by) anyone outside of this group.

The contents are for individual use and should not be copied, transferred, uploaded or shared to anyone without written consent. © Fortinet Inc. All Rights Reserved.
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FortiAl-SecureAl

Forti CASB _SSPM v Secure LLM, Al Systems
A @ @ onelogin | @ @ @

" I Pingidentity mgga BE Microsoft Non-intrusive and agentless
@ okta @ %% siack @ e =Uue data collection methods
% Dropbox \CROWDSTRIKE  Workspace @ +. monday... from over 100 sources

SaaS Network Building

Running our Al engine to map
the interconnectivities and
build the SaaS graph

The Platform

Risks Identification L
Identifying exposures,

- N misconfigurations,
A?haagt?;;l:tsif?essol:::n vulnerabilities, and risks
prevents the next SaaS
originated breach Prioritization

= The correlation engine connects
@ the dots and provides context,

not just creating overhead

Applications Users Interconnections
Workflows
== Implementing protection
= o and compliance
AR
U © Fortinet Inc. All Rights Reserved. 37



@J FortiCASB-SSPM integration with FortiSASE

v @ FortiSASE x  +
< c 25 gui-hstest2.sase.fosexp.corp.fortinet.com/portal/security/forticasb-sspm/apps-store
'COMPREHENSIVE
48} FortiSASE = @& Services
@ Monitoring Apps Store
&b Operations
i & Network Q Type ~ NewApps ~  Configured ~
The Integration B
TRAFFIC @ coreapp D coreapp Q) coreape ] coreapp

Policies

* Rele ase scheduled for 26.2.1 j e A 4 Bautho S
(b e g I n n In g Of J u n e) RESOURCES Atlassian Atlassian Confluence Auth0 Azure DevOps
. . . 3 Hosts
* Full integration of FortiCASB-SSPM .-
in FortiSASE GUI i

Q) coeApp Data Q] coreApe (] shadow Saas

External feeds

. . . FORTICASB-SSPM @C‘ cll Carbcp?ﬂlﬂaucﬁ.
* All features available in FortiCASB- : u o sendy
SSPM will be available in FortiSASE 8 —
* Current API-BASED CASB Menu ] s (0 eeree @ emeree S 0 = \ 0 =S P == &=

will be removed from FortiSASE roenies el \Merak = Cribl N ¥ DATADOG DocuSign $s

3rd party apps CROWDSTRIKE .

@ Endpoint management Cisco Meraki Cribl CrowdsStrike Datadog DocuSign Dropbox
2% Access & authentication

System >

FiERTINET 1.0-snA..

- © Fortinet Inc. All Rights Reserved. 38
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FortiAl-SecureAl

Fortimail Workspace Security ' scoure LLm,ATSystems

Email Browser Collaboration
Keep email safe and Protect users easily while Give collaboration tools
productive with real-time they use their browser of the security solution they

prevention. choice. natively lack.

= © Fortinet Inc. All Rights Reserved. 40



The HAP

Next Gen Dynamic Sandbox

KEY GOAL
» Provides real-time prevention by intercepting malicious files and URLs
that leverage:
« Zero-Day vulnerabilities
* N-day targeting unpatched vulnerabilities
« Malicious code execution in scripts

* Malicious code in executable files

® Learn standard code execution graph ® Rrecord incoming file (trace file) together
with changes to virtual memory

e —
Learn N -
R b
e R
Pre Processing

Execution flow graph T
(3 Compare trace file to standard code
execution and identify anomalies

.
0/\

IR

=

Adobe PDF

Office Documents

Browsers
Executables
Scripts

Memory
Events

Trace file
(Execution Flow)

Virtual
Machines

—— Hypervisor

CPU
Intel PT

HOW IT WORKS

Software algorithms use CPU level data to access
the entire execution flow, right from the processor

Deterministically intercepts exploit techniques pre-

malware release

Includes mechanisms to bypass evasion techniques

© Fortinet Inc. All Rights Reserved.
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Advanced Browser Security

Browser Security and Control

Adds Al-powered threat detection, DLP, and

— @ browser-level governance to any standard browser

@
sQe
@0 & 1
(:5 Includes a 24/7 managed incident response

i service and leverages cross-channel context
@%} ,

—uc Instantly and centrally deployed via a lightweight
browser extension for Chrome/Edge/Safari/Firefox, etc

Provides dynamic protection with zero
Impact on user experience or browsing
quality

© Fortinet Inc. All Rights Reserved.
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Advanced Browser Security
Feature Highlights

Safe Browsing Data Loss Prevention

Blocks advanced phishing, Protects data from insider and

Browser Governance

Control browser/web policies

malware, and browser exploits 3rd party/contractor threats

* Anti-evasion, by design * Clipboard controls

* Deep recursive file unpacking * Printing controls

* 0-day file exploit detection (HAP) * Download/upload restrictions
* Anti-phishing (ML, image-based) * Watermarking

* Web exploits (e.g., XSS) * Shoulder surfing protection

* Detect malicious extensions * Monitor user logins/shadow IT
* Password reuse alerts * Data exfiltration alerts

and enhance visibility

Restrict website categories
Safe Generative Al usage
Restrict downloads by file type
Auto-block extensions by risk
Anti-tampering protection
Conditional access

Browser version visibility

© Fortinet Inc. All Rights Reserved.
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Browser Security —

I'm not a robot

Next-Gen URL Anti-Evasion

Detects phishing attacks even if they
apply CAPTCHAs, Geofencing, or Time-
based evasions

---¢ [7] URGENT INVOICE

. @ https://talstoragetest2022.z13.web.core.windows.net/ccleOce387:

Correlating Browser & Email Events

URLSs opened in the browser are
automatically correlated to the originating
email for investigation

The Workspace Value

Contoso Corporation - Organization Policy X

> Upload is blocked

Uploading files to this site is blocked by your
organization.

Browser-Based DLP

Detects users uploading/downloading
sensitive content in any web app (GenAl,
email, etc.)

@ Email Scanned
1:30

Verdict A Malicious
Action  Quarantined

Cross-App Remediation

Quarantines emails/files across protected
apps (e.g., quarantining all emails with
browser-detected URL)

Password reuse detected

We detected reuse of a password on
d2vusfmyujixci.cloudfront.net.

Unique passwords help to protect your accounts.
Please don't reuse passwords on multiple sites.

User Security Awareness

Warns users against bad practices, such

as password reuse and potential data
loss on 3rd party sites

tal.zamir@perception-point.io logged in to

https://chat.openai.com/auth/login Mear18|10:24 AM

tal.zamir@perception-point.io logged in to

https://faceb00k.com/login Mar 18 9:43 AM

Post-Breach Impact Analysis

Gains visibility into user login events to
identify phished users and perform
remediation actions

© Fortinet Inc. All Rights Reserved.
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D
PERCEPTION
POINT"™

Perception Point Demos

This is a catalog of sample threats, including advanced phishing, malware, evasion techniques, etc.
The catalog is provided for educational purposes only. Do not enter any personal information.

Phishing Websites

Attempts to steal credentials (e.g. username, password, and 2FA code) or payment method information (e.g. credit card numbers).

& Credential Phishing

Credential phishing is a type of phishing attack that
targets login credentials.

Google BiTB

A Google browser-in-the-browser attack faking a
"Sign in with Google” window.

Microsoft BiTB

A Microsoft browser-in-the-browser attack faking a
*Sign in with Microsoft" movable window.

Password Reuse Alerts

Alerts that notify users when they reuse passwords
across different websites.

Clickjacking

A clickjacking attack that tricks users into clicking on
a hidden element.

Web Evasion Techniques

Various techniques and tactics used by attackers to avoid being detected by scanning services.

Evasion by Delay

Phishing attacks that delay loading of malicious
elements to evade detection.

Evasion by Input (Clicks)

Phishing attacks that require user interaction
(clicks/keystrokes) to evade detection.

Evasion by Input (Move)

Phishing attacks that require user interaction (mouse
movement) to evade detection.



About

Advertising

Business

How Search works

0O
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o P

Google

888.com

888.com

888.com poker

888.com live

888.com download
888.com zambia
888.com slot

888.com register
888.com phone number
888.com logo

888.com share price

Google Search I'm Feeling Lucky

™ Our third decade of climate action: join us

Return
Gmail Images  3:%

Privacy Terms  Settings
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@ Al Hands-on Labs

- ESPANOL
hitps://latam.amerintixperts.com/aif
ai-colombia/index.html

- INGLES:
https://latam.amerintixperts.comiaig
ai-colombia/Shadow-Al/index.himl

- User: amerintlxperts
- Password: xPerts2026!

El usuario y contrasena para todo:
Username: fortiadmin
Password: XpertsLab-2026

ESPANOL

INGLES
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