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FortiAppSec Cloud

Web and API Security, Availability, and
Performace
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organizations towards a comprehensive, unified solution ioeon T

The increase in hybrid and multi-cloud environments pushes

to protect their applications. Fortinet’s FortiAppSec Cloud
integrates Web Application Firewall, advanced bot protection, DAST
global load balancing, and threat analytics to offer centralized .
management, visibility, and policy consistency. With it,

customers benefit from shored-up defense against evolving threats.

How It Works:

The FortiAppSec Cloud delivers multi-service capabilities by combining application
security, service optimization, and threat analytics into a unified interface:

« Web Application Firewall: Al/ML-based Web Application Firewall (WAF) that provides
real-time protection against the OWASP Top 10 and zero-day attacks targeting web
applications and APIs. It also includes Client-Side protection and Account Takeover
protection.

« DDoS Protection: Secure all assets and ensure uptime with cloud-based Layer 3-7
DDoS protection.

« Application Delivery (CDN, GSLB): Enhance application performance with full CDN
capabilities and Global Server Load Balancing (GSLB) to optimize traffic and user
experiences and ensure availability across data centers.

Advanced Bot Protection: Utilizes machine learning and behavior analysis to detect

and mitigate malicious bot activities, protecting against automated attacks like account

takeover, scraping, and fraud.

 Client-Side Security: The Client-Side Protection service provides a unified interface
for detecting, preventing, and managing browser-based threats and supporting PCI
DSS 4.0 client-side security requirements.

« Threat Analytics: Provides comprehensive visibility with real-time monitoring, enabling
insights into traffic patterns, anomaly detection, and detailed attack analysis. Using
ML to identify patterns it helps speed up alert security investigation and helps SOC
analysts focus on the important threats.

Ordering Guide



FortiAppSec Cloud Ordering Guide

FortiAppSec Cloud Plan Options

FortiAppSec Cloud combines advanced web application firewall (WAF), API security, DDoS Protection, Advanced Bot Protection,
Global Server Load Balancing (GSLB), Content Delivery Network and Threat Analytics into a single, unified platform.
FortiAppSec is offered in three tiers to fit a range of customer needs:

« Standard Plan: Includes core WAF and API security features to protect against common threats.

« Advanced Plan: Offers advanced machine learning based WAF and API security features, Web Vulnerability Scanning (DAST),
and Threat Analytics.

« Enterprise Plan: Adds Automated Client-Side Security, Advanced Bot Protection, Global Server LB, additional custom rules
and SOC-as-a-Service.

« Cloud WAF Add-ons: SOC-as-a-Service (for Standard and Advanced Plans)
« Standalone service: Global Server LB (DNS QPS, Health Check)

FEATURE CATEGORY STANDARD ADVANCED ENTERPRISE

WEB APPLICATION PROTECTION

Signature based Protection

IP Threat Intelligence

GEO-IP Intelligence

Custom Security Rules

HTTP Compliance

URL, Parameter and CORS Protection

Cookie Protection

Information Leakage
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AV for File Uploads

Sandboxing for File Uploads
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Zero Day Attack Protection - Machine Learning based
Anomaly Detection

API SECURITY
Schema Enforcement (OpenAPI, XML, JSON) @
API Gateway

Mobile API Protection

Machine Learning based - Discovery, Pl Catalog,
Protection
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CRICHOINC,

CLIENT SECURITY

HTTP Header Protection

OO
OO

CSRF and MiTB Protection

OO

Automated Client-Side Security

BOT DEFENSE

Signature, Threshold, Biometric and Deception @ @ @
Machine Learning based Bot Defense @ @
Advanced Bot Protection @
User Tracking @ @
Session Fixation Protection @ @
Credential Stuffing Defense @ @
amn
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FEATURE CATEGORY STANDARD ADVANCED ENTERPRISE

DDOS PROTECTION

Layer 3-4 DDoS Mitigation

OO
OO
OO

Layer 7 DDoS Mitigation

APPLICATION DELIVERY

SSL Certificates - Automatic and Custom @ @ @
Client Authentication\Mutual TLS @ @
Content Delivery Network (CDN) @ @ @
Limited GEO CDN © © ©
Load Balancing and Server Health Monitoring @ @ @
Origin Server Content Routing @ @
Waiting Room @ @
DNS Load Balancing Available Separately Available Separately @
DNS Services + DNSSEC Available Separately Available Separately @
Health Check (Synthetic Testing) Available Separately Available Separately @

DAST SCANNING

Vulnerability Assessment

OO
OO

API Scanning
REPORTING AND ANALYTICS

Attack Logs @ @ @
Alert Notifications @ @ @
SIEM Integration @ @ @
Log Sensitive Data Masking @ @ @
FortiView - Realtime and historical log Analysis @ @ @
Dashboards and Reports @ @ @
Traffic Logs Export (Cloud native storage integration) @ @
Threat Analytics Al @ @
FortiAl Assist! @ @ @

Role Based Access Control ©) © ©
Single-Sign-On Support © © ©
API Support @ @ @
24x7 Support © © ©)
SOCaaS Available Separately Available Separately @
Dedicated WAF Environment Available Separately Available Separately Available Separately

1 FortiAl-Assist is now available in Beta mode. Restrictions apply
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Ordering Information

When purchasing Cloud WAF pick Bandwidth and Applications SKUs. Make sure to choose Standard, Advanced or Enterprise
plan for both SKUs. Mix and match is not allowed, read more in the FAQ below.

SOLUTION DESCRIPTION

FORTIAPPSEC CLOUD WAF
FortiAppSec Cloud. Cloud WAF, 25 Mbps Standard Plan (Use seat 1). Includes FortiCare premium support. FC1-10-UCAPF-1114-02-DD
FortiAppSec Cloud. Cloud WAF, 50-99 Mbps Standard Plan (25Mbps/seat). Includes FortiCare premium support. FC2-10-UCAPF-1114-02-DD
FortiAppSec Cloud. Cloud WAF, 100+ Mbps Standard Plan (25Mbps/seat). Includes FortiCare premium support. FC3-10-UCAPF-1114-02-DD
FortiAppSec Cloud. Cloud WAF, 25 Mbps Advanced Plan (Use seat 1). Includes FortiCare premium support. FC1-10-UCAPF-1115-02-DD

Bandwidth FortiAppSec Cloud. Cloud WAF, 50-99 Mbps Advanced Plan (25Mbps/seat). Includes FortiCare premium support. FC2-10-UCAPF-1115-02-DD
FortiAppSec Cloud. Cloud WAF, 100+ Mbps Advanced Plan (25Mbps/seat). Includes FortiCare premium support. FC3-10-UCAPF-1115-02-DD
FortiAppSec Cloud. Cloud WAF, 25 Mbps Enterprise Plan (Use seat 1). Includes FortiCare premium support. FC1-10-UCAPF-1254-02-DD
FortiAppSec Cloud. Cloud WAF, 50-99 Mbps Enterprise Plan (25Mbps/seat). Includes FortiCare premium support. FC2-10-UCAPF-1254-02-DD
FortiAppSec Cloud. Cloud WAF, 100+ Mbps Enterprise Plan (25Mbps/seat). Includes FortiCare premium support. FC3-10-UCAPF-1254-02-DD

FortiAppSec Cloud. Cloud WAF, 1-4 Applications, Standard Plan. Must be combined with a Bandwidth Standard plan.

) ) FC1-10-UCAPF-1116-02-DD
Includes FortiCare premium support.

FortiAppSec Cloud. Cloud WAF, 5-24 Applications, Standard Plan. Must be combined with a Bandwidth Standard plan.

_ ) FC2-10-UCAPF-1116-02-DD
Includes FortiCare premium support.

FortiAppSec Cloud. Cloud WAF, 25-74 Applications, Standard Plan. Must be combined with a Bandwidth Standard plan.
Includes FortiCare premium support.

FC3-10-UCAPF-1116-02-DD

FortiAppSec Cloud. Cloud WAF, 74+ Applications, Standard Plan. Must be combined with a Bandwidth Standard plan.

FC4-10-UCAPF-1116-02-DD
Includes FortiCare premium support.

FortiAppSec Cloud. Cloud WAF, 1-4 Applications, Advanced Plan. Must be combined with a Bandwidth Advanced plan.

. ) FC1-10-UCAPF-1257-02-DD
Includes FortiCare premium support.

Applications

FortiAppSec Cloud. Cloud WAF, 5-24 Applications, Advanced Plan. Must be combined with a Bandwidth Advanced plan.
. ) FC2-10-UCAPF-1257-02-DD
Includes FortiCare premium support.

FortiAppSec Cloud. Cloud WAF, 25+ Applications, Advanced Plan. Must be combined with a Bandwidth Advanced plan.
i ) FC3-10-UCAPF-1257-02-DD
Includes FortiCare premium support.

FortiAppSec Cloud. Cloud WAF, 1-4 Applications, Enterprise Plan. Must be combined with a Bandwidth Enterprise plan.
. ) FC1-10-UCAPF-1256-02-DD
Includes FortiCare premium support.

FortiAppSec Cloud. Cloud WAF, 5-24 Applications, Enterprise Plan. Must be combined with a Bandwidth Enterprise
) . FC2-10-UCAPF-1256-02-DD
plan. Includes FortiCare premium support.

FortiAppSec Cloud. Cloud WAF, 25+ Applications, Enterprise Plan. Must be combined with a Bandwidth Enterprise plan.
Includes FortiCare premium support.

FORTIAPPSEC CLOUD ADD-ONS

24x7 cloud-based managed log monitoring, incident triage and SOC escalation service for Cloud WAF. 1-4 applications
(seats), price per application. Must purchase for all applications in account.

FC3-10-UCAPF-1256-02-DD

FC1-10-UCAPF-464-02-DD

SOCaaS
24x7 cloud-based managed log monitoring, incident triage and SOC escalation service for Cloud WAF. 5+ applications
. . o . FC2-10-UCAPF-464-02-DD
(seats), price per application. Must purchase for all applications in account.
Dedicated WAF Environment  FortiAppSec Cloud yearly subscription for a dedicated WAF Environment. FortiCare Premium Support included. FC1-10-UCAPF-1232-02-DD

FORTIAPPSEC CLOUD STANDALONE SERVICES

FortiAppSec Cloud. Global Server Load Balancing, 100 QPS (queries per second). Includes FortiCare premium support. FC1-10-UCAPF-330-02-DD
GSLB

FortiAppSec Cloud. Global Server Load Balancing, 10 Health Checks. Includes FortiCare premium support. FC1-10-UCAPF-332-02-DD

Licensing and Availability

The Service is available as a subscription via the FortiCloud portal. Customers can choose between the Standard, Advanced,
and Enterprise plans, with options to add SOCaaS to Standard and Advanced Plans and GSLB as a standalone service if needed
(both included in the Enterprise Plan).

FortiAppSec can also be subscribed to via Cloud Marketplaces.

For more information, please visit www.fortinet.com or contact your Fortinet sales representative.

»
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@ FortiAppSec Cloud FAQ

How are the FortiAppSec Cloud SKUs structured?
The new price list moves from the previous stackable model to a seat-based model. Customers choose the number of seats that
represent the overall number of web applications or bandwidth required.
How are SKUs structured?
There are three types of SKUs:
1. Cloud WAF SKUs (previously Fortiweb Cloud):
a. Customers must buy a bandwidth SKU and a Web application SKU.
b.Customers choose between Standard, Advanced and Enterprise SKUs. If they purchase a Enterprise bandwidth SKU, they
must also purchase the Enterprise web application SKU. You cannot mix and match between the plans.
2.Standalone service GSLB: You are not required to purchase Cloud WAF SKUs for the Standalone SKUs
3.Add-on SKUs: These SKUs also require that you buy Cloud WAF SKUs. Available SKU - SOCaaS.

Are these stackable SKUs?
No. These are Seat-based SKUs. You choose the amount of the SKU needed instead of the stackable model where you buy
multiple of a certain SKU.

How does the Cloud WAF pricing work?

Customers purchase bandwidth and the number of web applications for which they need protection. They must choose the plan
type (Standard, Advanced or Enterprise, must be selected for bandwidth and apps, no mix and match).

Can customers buy Cloud WAF features A-La-Carte?

No. Customers can only choose between the Standard, Advanced or Enterprise plans. No A-La-Carte feature choosing.

Can customers choose the Standard plan for certain applications and Advanced plans for other applications?

No. Customers can NOT mix and match the plan between applications. An account can only have one type of plan Standard,
Advanced or Enterprise. For example, if a customer buys 20 applications all of them must be Standard, Advanced or Enterprise.
This is true for both the Web apps SKU and Bandwidth SKU.

Can customers choose the Standard plan for web apps and Advanced plan for bandwidth?

No. Only one type of plan can be chosen. Customers must choose the same plan for Web apps SKU and Bandwidth SKU.

Is GSLB add-on SKUs or Standalone?
GSLB is standalone SKUs. You are not required to purchase Cloud WAF SKUs for these services.

Can | buy SOCaaS SKUs without Cloud WAF SKUs?
SOCaaS is a service provided for Cloud WAF customers and an Add-on SKU. You must purchase Cloud WAFs SKUs first.

Is the Threat Analytics service included in the Standard plan?
No. Threat Analytics is only included in the Advanced plan.

Can customers upgrade from one plan to another?
Yes. Customers can upgrade to higher plans. Use the co-term tool for this.

Can | purchase 2 year or 4 year contracts? | don’t see this option on the price list

If you need a contract length that’s not included in the price list simply purchase multiple of the SKU and register them right
after the other. For example, for a two year contract for 5-24 applications purchase 2XFC2-10-UCAPF-1116-02-12 and register
consecutively. Please follow registration rules and make sure contracts are registered within the 12 months after purchase.

Can | purchase and use FortiDAST as a standalone solution?
No, FortiDAST is now only available within FortiAppSec Advanced bundles. DAST can be used exclusively on applications
protected by FortiAppSec; standalone DAST is no longer offered.
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Renewals and Migration from FortiWeb Cloud Contracts

Please review renewal video for more information.

What are Legacy contracts?

When FortiAppSec was introduced all Fortiweb Cloud, FortiGSLB and FortiABP contracts were migrated to FortiAppSec and are
called “Legacy contacts”. Functionality wise nothing changed and the same capabilities are now provided via FortiAppSec.
How do customers migrate from FortiWeb Cloud to FortiAppSec?

Customers with Fortiweb Cloud contracts were migrated to FortiAppSec and their contacts are now called “Legacy contract”.
Upon renewal customers can simply purchase FortiAppSec contracts and register them to start once the FortiWeb Cloud
contracts expire.

Can | use both FortiWeb Cloud and FortiAppSec contracts under the same account?

No. Only one license type can be enabled for a certain account. If you registered multiple contracts enable the right one in
FortiAppSec’s Contracts tab.

Can | add additional applications or bandwidth to my existing FortiAppSec contract?

Yes. Use the co-term tool to add additional bandwidth/applications seats.

Can | add additional applications or bandwidth to my existing FortiWeb Cloud contract (also called “Legacy contract”)?
Yes. You can buy additional bandwidth/application contracts and stack them.

Can | add extend my FortiWeb Cloud contract (also called “Legacy contract”) to a different date?

No. FortiWeb Cloud contracts are EOL'd and you cannot extend them. While you can purchase additional bandwidth/applications
throughout the contract term, you cannot extend the date further. You must move to FortiAppSec contracts
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Order LifeCycle - FortiAppSec Cloud

To find the right Seat number divide the required entitlement by the unit metric.
Bandwidth — each seat unit is 25 (i.e 25Mbps)
Applications — each seat unitis 1
» Cloud WAF (25Mbps & 1 Application) Standard plan 1Y:
« 25Mbps - FC1-10-UCAPF-1114-02-DD Seat 1
« 1 Application = FC1-10-UCAPF-1116-02-DD Seat 1
« Cloud WAF (50Mbps & 5 Applications) Advanced plan 1Y:
« 50Mbps — FC2-10-UCAPF-1115-02-DD Seat 2
« Applications - FC2-10-UCAPF-1257-02-DD Seat 5
» Cloud WAF (100Mbps & 20 Applications) Advanced plan + GSLB (100QPS & 10 Health Checks) 1Y:
« 100Mbps - FC3-10-UCAPF-1115-02-DD Seat 4
« 20 Applications — FC2-10-UCAPF-1257-02-DD Seat 20
« 100QPS - FC1-10-UCAPF-330-02-DD Seat 1
« 10 Health Check - FC1-10-UCAPF-332-02-DD Seat 1
» Cloud WAF (25Mbps & 1 Application) Enterprise plan 1Y:
« 25Mbps - FC1-10-UCAPF-1254-02-DD Seat1
« 1 Application = FC1-10-UCAPF-1256-02-DD Seat 1
« Cloud WAF (200Mbps & 40 Applications) Enterprise plan 1Y:
« 200Mbps — FC3-10-UCAPF-1254-02-DD Seat 8
« 40 Applications — FC3-10-UCAPF-1256-02-DD Seat 40
» Cloud WAF (150Mbps & 10 Applications) Standard plan + SOCaaS 1Y:
» 150Mbps — FC3-10-UCAPF-1114-02-DD Seat 6
« 10 Applications = FC2-10-UCAPF-1116-02-DD Seat 10
« SOCaaS - FC2-10-UCAPF-464-02-DD Seat 10
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