
Lab00 Index&PreconfLab

LAB ACCESS INFORMATION

BELOW YOU CAN FIND A BRIEF EXPLANATION OF EACH LAB

LABORATORY 1: Ways for integrating FortiGate with FortiNDR: We will explore the different

methods of integrating FortiNDR with our operational architectures to get the most out of the

solution and different ways to enhance our customers' security posture with FortiNDR.

LABORATORY 2: Internal Suspicious Activities: We will run several network probing tools,

typically used by attackers during the reconnaissance phase. These tools will include

network scanning, port scanning, vulnerability scanning, and others.

This is to generate anomalous traffic that will be recorded by FortiGate in FortiAnalyzer,

allowing us to conduct investigations with FortiAI.

LABORATORY 3: Anomaly Detection with FortiAI and Automatic Response: We will use

FortiAI from FortiAnalyzer to generate forensic investigations, demonstrating how easy it is

to conduct these investigations with the support of FortiAI.

Additionally, we will configure an automated response layer for the automatic blocking of

suspicious IPs, configuring the FortiAnalyzer with its event management capability; "Event
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Handler", and the execution of automated responses from FortiGate with its "Automations

Stitch".

LABORATORY 4: Anomaly Detection by FortiNDR: We will perform several activities that an

attacker would commonly carry out on the internal network, such as copying a malicious file

to a file server integrated with FortiNDR, hoping that FortiNDR will detect it and move it to a

quarantine folder.

Additionally, we will configure the FortiGate AV module to send malicious files to FortiNDR so

we can execute automatic blocks.

Finally, we will analyze the NetFlow ML module and how it alerts us to suspicious traffic

outside the ML baseline.

LABORATORY 5: Automated response with FortiSOAR: We will integrate FortiNDR with

FortiAnalyzer and the FortiAnalyzer with the FortiSOAR and simulate a kind of internal

network attack. FortiNDR will notify to FortiAnalyzer (As data lake) and the FortiAnalyzer will

inform to FortiSOAR of this event, which will then execute a response on the FortiGate (As a

quarantine) and the FortiSOAR from the FortiGate will obtain the MAC address of the victim,

then use this MAC address to go to the “Switch_Internal” to find the port where the victim is

connected and will shut down the port, simulating automatic isolation of the victim.

Bonus LABORATORY 6: Centralized management of privileged accounts: We will integrate

FortiPAM with FortiGate to demonstrate the procedure and essence of FortiPAM credential

management.

Then we will integrate FortiAnalyzer with FortiPAM and explain the access approval process.

Finally, we will integrate FortiPAM with a Windows server and use AutoIT to execute

customized application tasks. This will demonstrate the advantages of using a PAM solution

in a corporate security posture.

PRE-CONFIGURATION LAB

We need to do the next configurations before star to execute each lab.



a) Integrate FortiGate with FortiAnalyzer via Security Fabric.
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b) Integrate FortiPam with FortiAnalyzer via Security Fabric.
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c) Integrate FortiNDR with FortiAnalyzer via Security Fabric.

https://latam.amerintlxperts.com/secops/images/PreconfLab-04.png
https://latam.amerintlxperts.com/secops/images/PreconfLab-04.png


Lab01 Ways to integrate FGT and
FNDROnPremise

LABORATORY 1: Different ways of integrating FortiGate with FortiNDR:

We will integrate FortiGate with FortiNDR via Netflow and, using a "one-arm" interface (We

will have more visibility), explore integration alternatives to gain complete visibility of my

network, not only at the perimeter level but also down to lower network layers.

a) Integration of FortiGate with FortiSwitch “Switch_Internal” via “One Arm Interface” and

“Port Sniffer”.

- We should configure the “Port11” in the “Swtich_Internal” as a “Port Mirror”.

- Accessing via “Display” to the “Switch_Internal” and we need to do the next

configuration:

- In the Switch´s “port3” is connected the “Victim” client. And the “port11” is

connected the FortiGate´s “port2”

- We should configure the FortiGate´s “Port2” as a “One-Arm Sniffer” interface.

Accessing via HTTPS to FortiGate and we should be the next configuration:

https://latam.amerintlxperts.com/secops/images/Lab01-01.png
https://latam.amerintlxperts.com/secops/images/Lab01-01.png


- Plaese make sure that all of the security profiles assigned in the "One Arm"

interface are only "Monitoring", recomended the IPS with this configuration.

- You can validate if the port mirror is working well using a “Sniffer packet” in

the FortiGate via SSH. We need to do a PING from “Attacker” device to “Victim”

client:
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b) Integration from FortiGate with FortiNDR via NetFlow.

- Accessing FortiGate via SSH and we are going to activate and configure Netflow

integration with the FortiNDR:
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- We need to activate the Netflow in every interface that we want to monitor

using the next command: "set netflow-sampler both".

- We are going to activate the Netflow in the FortiGate “Port3” & "Port6"

(Netflow does not send sniffer paquets)

https://latam.amerintlxperts.com/secops/images/Lab01-06.png
https://latam.amerintlxperts.com/secops/images/Lab01-06.png
https://latam.amerintlxperts.com/secops/images/Lab01-07.png
https://latam.amerintlxperts.com/secops/images/Lab01-07.png


- We need to activate the Netflow in the FortiNDR with the next command:

- After this configuration we can see NetFlow traffic in the FortiNDR:
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c) Integration from FortiGate with FortiNDR via Security Fabric.

This integration is supported only via “Security Fabric”. We need to configure “Security

Fabric” in a FortiGate and integrate the FortiGate Root with FortiNDR.

- Important NOTE: In an infrastructure Fortinet with several FortiGates, we need

to configure a "Security Fabric" due we can only integrate one only FortiGate

with the FortiNDR.

- Let´s configure “Security Fabric” in FortiGate. We are going to access via

HTTPS in FortiGate and let´s do the next configuration.
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- Let´s go to FortiNDR and we access via HTTPS and let´s activate and configure

Fabric Connector in “Security Fabric”.
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- We need to authorize join this FortiNDR in Security Fabric in the FortiGate.

Make sure the “Security Fabric” is allowed in “Port1”.

- Accept the certificate.
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- Activation FortiNDR Inspection in FortiGate AV Profile. FortiNDR can be used

with antivirus profiles in proxy inspection mode (flow mode is currently not

supported). 

- FortiNDR inspects high-risk files and issues a verdict to the firewall based on

how close the file features match those of malware. 

- When enabled, FortiNDR can log, block, ignore, or monitor (allow) the file

based on the verdict.

- On the FortiOS, enable inline inspection:

- Configure an antivirus profile to use inline inspection and block detected

infections:
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- Config the “set fortindr-error-action block” in the antivirus profile. It is a

secure recomendation.

- Add the antivirus profile to a firewall policy that permit traffic between

"Victim" and "FileServer". 

- If the policy does not exist, please create the policy.
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- The next image shows all the kind of files supported for FortiNDR´s inspection.

- When potential infections are blocked by FortiNDR inline inspection, a

replacement message appears. An infection blocked over HTTP looks similar to the

following:
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d) FortiNDR Integration with File Server to Advance Analysis of files shares.

- Please review that the FortiNDR’s data base segurity is updated:
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- We need to create and connect the FortiNDR with the quarantine Folder. Where

FortiNDR will move suspicious files:

- We need to connect the FortiNDR with the folder that we want to protect. We can

do this with the next configuration.
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Lab02 Internal Suspicious Activities

LABORATORY 2: Internal Suspicious Activities:

In this lab, we will perform several activities like those an attacker would carry out on the

internal network. The goal is to generate traffic and detections by security solutions for later

use in the lab, either as a response from FortiSOAR or for analysis by FortiAnalyzer.

a) Internal Port Scan.

We need to access in the “Attack” devices (Kali Linux or Debian) via “Display”.

We should open “Metasploit” executing the next command in a terminal application:

"msfconsole"

Let´s go to use the Auxiliary modulo “Portscan” to execute a port scan to

“ClienteWindows” with IP 192.168.60.13.

We need to configure the module with the next commands:
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use auxiliary/scanner/portscan/tcp

set RHOST 192.168.60.13

set PORTS 1-1000

set THREADS 10

For execute this modulo, we need to lunch the next command: "run"

You can observe sniffed traffic similar to that shown in the following image.
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Your IP addressing must be associated with the 192.168.60.0/24 segment.

b) Network scan with Nmap.

In the “msfconsole” we can use “Nmap” to do a network scan executing the next command:

"db_nmap -sn 192.168.60.0/24"

If you has issues with database connet, try the next: - sudo msfdb delete - sudo msfdb init -

sudo msfconsole
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c) Vulnerability Analysis with Metasploit.

Let's perform a scan with db_nmap (the most common method). Metasploit allows you to

use Nmap directly to detect services and versions. By using the db_ prefix, the results are

saved to the internal database, allowing you to query potential vulnerabilities later.

The command that we need to use is: "db_nmap -sV -O --script vuln 192.168.60.13"

sV: Detects service versions.

-O: Attempts to identify the operating system.

--script vuln: Runs specific Nmap scripts to scan for known vulnerabilities.

We need to execute this command in root privileges.

We can execute this command to evaluate the file server with IP 10.20.0.100: "db_nmap -

sV -O --script vuln 10.20.0.100".

d) Execute a nmap with Linux
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Exit from Metasploit and in a CMD in linux we can execute a nmap to file server.
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Lab03 Analysis of Anomalies Supported by
FortiAI

LABORATORY 3: Investigation of anomalies Supported by FortiAI.

We will use FortiAI from FortiAnalyzer to generate forensic investigations, demonstrating

how easy it is to conduct these investigations with the support of FortiAI.

a) Let´s do an investigation supported by FortiAI about suspicious traffic.

We are going to the FortiAnalyzer (Via HTTPS) and do click in FortiAI, let´s do ask for

suspicious network traffic.

We should review the information that FortiAI give us, and we ask to review deep dive.
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FortiAI suggest analyzing internal endpoint (The IP could be different for others lab), we

can say yes. The result is:
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We can ask for more details!!

We can ask for put this suspicious device in quarantine in the FortiGate:
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You can ask to FortAI to guide you as quarentine this IP:
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We need some configurations to do this, if we do not have this, FortiAI can help us:
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We can ask for more help.
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For these automations you can use “Automations Stich”. If you have time, you can do it!!

We can ask for a executive report in PDF format!!
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b) Let’s do a create an Automatic Response between FortiGate & FortiAnalyzer.

First, in the FortiAnalyzer go to “Incident & Events → Event Handler” and search for

“Default-Malicious-Code-Detection-By-Threat”.

Select the handler “Default-Malicious-Code-Detection-By-Threat” and click in “Clone”.

We can put the name “Xpert2026-Malicious-Code-Detection-By-Threat” (Without

blanks), activate the toggle “Automation Stitch” (That we can integrated with FortiGate).

In "Data Selector" select "IPS Logs Automation Stitch Handler" and click in “OK”.

In the FortiAnalyzer please make sure in "Device Manager" the FortiGate has the correct

credentials:
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c) Let’s go to the FortiGate to create the “Automation Stitch”.

Ingress to the FortiGate via HTTPS and go to “Security Fabric → Automation” and click

in “Create new”.

Put the name “IPBANSuspiciosActivity” and select “Add Trigger” and click in “Create”.

Select “FortiAnalyzer Event Handler” put the name “SuspiciosActivityTrigger”.

In the field “Event handler name” select “Xperts2026-Risky-Destination-Detection-By-

Threat”, click in “OK”.

https://latam.amerintlxperts.com/secops/images/Lab03-16.png
https://latam.amerintlxperts.com/secops/images/Lab03-16.png
https://latam.amerintlxperts.com/secops/images/Lab03-17.png
https://latam.amerintlxperts.com/secops/images/Lab03-17.png


Select “SuspiciosActivityTrigger” and click in “Apply”.
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Click in “Add Action”, select “IP Ban”, click in “Apply” and click in “OK”.

Please validate that the Policy that allow traffic between "Attack" and "File Server" has

an IPS profile "All Default Pass":
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Ingress to “Attack” device via “Display” and let’s do a “NetworkScan”.

Execute the next command in the "Attack" device "nmap 10.20.0.100":
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We can see “Events” triggers in the FortiAnalyzer.

Now, we can go to FortiGate to review the automatic response:

If you do not see "Quarantine" add in "Dashboard" a widget that show this information.

If you stich does not work, reboot the FortiAnalyzer. This is a issue identify in "Fabric

Studio".
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Lab04 Advance Anomaly Detection with
FortiNDR

LABORATORY 4: Advance Anomaly Detection with FortiNDR:

a) Initial setup of FortiNDR

Login in the FortiNDR via HTTPS, and review the next information:

Check the time zone (Should be GMT Greenwich). System → Settings → System Time:

https://latam.amerintlxperts.com/secops/images/Lab04-01.png
https://latam.amerintlxperts.com/secops/images/Lab04-01.png


Check the license and Fortiguard updates: System → Fortiguard. Update if it necesary.

Important: Netflow & OT Security Services is licensed separately.

Check the setup remote logging configuration to the FortiAnalyzer server:
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Optionally, you can change the theme of the FortiNDR GUI, to do that you can connect to

FortiNDR via SSH and run the command:

Where “theme_name” must be replaced by one of the following options:

b) Check Fabric Integration

We need to validate the connection between the FortiGate and FortiNDR is working (We

do this integration in Lab 1).

Login in the FortiGate via HTTPS and go to “Security Fabric → Physical Topology”

section and move the mouse over the FortiNDR section, the status should be
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“connected”.

Now, go to “Security Profiles → AntiVirus” we are going to check the security AntiVirus

Profile created in Lab 1; FortiNDR-AV, please modify the profile in the next way.
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Click “Ok” and open the Fortigate CLI to run the following commands:

We need to check this profile is assigned in a Firewall Policy.

Go to “Policy & Objects → Firewall Policy” → Edit “ConexionRedServidores” policy.

We need to validate this configuration:
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c) File share inspection for FortiNDR

In the Lab 1, we have integrated FortiNDR with a “Network Share”, now for test the file

FortiNDR File inspection we are going to copy a malware file to folder integrated with

FortiNDR and we hope the FortiNDR detects this malware and move it to Quarantine Folder.

First make sure the “WindowsServer” Windows Defender is in state “Off”.

If Windows Defender is active, follow the next: execute gpedit.

Next go "Administrative Templates → Windows Components → Windows Defender

Antivirus and "Turn off Windows Defender Antivirus → Enabled"
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We need to validate the “Network Share” configuration looks similar to this.

Access to FortiNDR an go to “Security Fabric � Network Share” and edit “Compartida”:
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Access to “WindowsServer” via “Display”, go to folder “TOOLS” in the desktop, unzip file

“MalwareSamples.7z” to unzip folder “MalwareSamples.7z” (The unzip key is RG1234).
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Go to folder “Netwalker” and copy the file with name “416556c9f0……..” to the folder

“Compartida”:
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Go to FortiNDR in “Security Frabric → Network Share” and select “Compartida” and click

in “Scan Now”.

With this we forced an scan now but in the configuration we can scheduled scan at least

every 15 mins:

You can go in the FortiNDR to “Log & Report → Malware Log” and see the detection log:
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Go to “WindowsServer” and you can see the file in “Compartida” folder has been

deleted but we have a signal of “QUARANTINED File”.

In “Quarantine” folder configured in FortiNDR has been copied the file:

d) Fabric Response between FortiNDR and FortiGate

Now that the integration between Fortigate and NDR is configured and working correctly

through the Security Fabric, we can go one step further and generate an automatic

response when detecting an attack in the NDR.

Fortigate - Automation config: In this section, we will configure the necessary resources

within Fortigate to enable the automatic response from the NDR.

Login to Fortigate via HTTPS and Go to “System → Admin Profiles → Create New”.
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Create a new profile admin with the next configuration and Click "Ok" to save changes:

Go to “System → Administrators → Create New → REST API” Admin to configure a new

administrator:
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Click "Ok" and [SAVE] the API key code in your notepad for later use:

Now you should see your new RestAPI user account:
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Go to “Security Fabric → Automation → Stich → click on “Create new”:

Let´s go to create the next stitch “fortindr_ban” in “Add Trigger” click in “Create”:
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Let´s go to configure the parameters with the next information and click in “OK”:
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Click "Ok", a dialog box with the explanation will appear. Click Ok; the newly created

webhook will appear; click over it and Select it and Click "Apply".

Select in “Trigger” = “fortindr_ipban” and in “Add Action” = “IP Ban” and click in apply.
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Now, we are going to create another Stitch but to unband the IP directly from NDR So,

click on “Create New” under “Security Fabric → Automation → Stich”.

Click on “Add Trigger”, then click on “Create” in the right pane, select “Incoming

Webhook” to configure new webhook.
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Click on “OK”, then click in “OK”, last click on “Apply” selecting “fortindr_unban”.

Let’s do “Add Action” to this Automation Stitch. Click in “Add Action” then click in

“Create”:

Select “CLI Script”:
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Complete with the following information this action.

Click “Ok” , click over “fortindr_unband” and “Apply” and check data:
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Click “Ok” to save the Stich configuration.

Refresh the screen, and you should see both incoming webhooks.

Ensure the result matches the screenshot:
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e) FortiNDR Automation Configuration.

Now that we have configured everything necessary in Fortigate, we will configure the

FortiNDR side to establish a remote connection requesting the blocking of an IP once the

trigger is obtained.

Login to FortiNDR via HTTPS and go to “Security Fabric → Enforment” Settings.

Click on “Create New” to create the new enforcement.

Complete the following information and click “Ok”:
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Now, go to “Security Fabric → Automation Framework”, click “create new” and complete

with the following information:
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Test this configuration. Go to “Security Fabric → Automation Framework”, select the

newly created profile, click edit, and then “test the current configuration".

Now, login to Fortigate via HTPPS and go to “Security Fabric → Automation → Stitch”.

Type “ndr” in the search bar and ensure the result matches the screenshot, in particular,

“Trigger Count” > 1 for both entries.

f) Malware Inline Blocking with FortiNDR.
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Fortigate inline blocking was proposed to support very fast integration and veredict retrieval

from FortiNDR which can scan the file in sub-seconds.

First, we need to validate the AV Profile Configuration. Log in to FortiGate via HTTPS and

go to “Security Profiles → Antivirus”, select “FortiNDR-AV” and edit:

Change the option “Send files to FortiNDR for inspection” from “Monitor” to “Block” and

click “Ok” to save the changes in the security profile.
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It's that simple. We have configured Fortigate to retain the session until we receive a

result from the NDR's analysis.

FortiNDR timeout setting. Configuring the timeout time in the NDR for the fortigate is

good practice. Log in to FNDR via SSH and execute the following command:

config system fortigate settings set timeout 20 set block-risk-level low set block-

confidence-level low end

You could use the CLI option through the GUI as well.
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You can execute “show” to review the configuration; you should see the following

output:

HTTP/HTTPS Malware detection. Now that we have configured everything necessary,

we will perform a test by downloading malware.

Open and login to “Attack” VM, Open a terminal and run a ping to the IP 10.20.0.100.
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Now, Open Firefox and go to http://10.20.0.100.

You can go in "File Server" to the next path for unzip the malware samples.

We can click in “Word Macro” folder and download “WordMacroSample.doc”.
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You should get the following block page:

Now, open a new TAB in the Firefox browser and try to go to http://10.20.0.100.

https://latam.amerintlxperts.com/secops/images/Lab04-49.png
https://latam.amerintlxperts.com/secops/images/Lab04-49.png
https://latam.amerintlxperts.com/secops/images/Lab04-50.png
https://latam.amerintlxperts.com/secops/images/Lab04-50.png


You should get the following block message from the Fortigate.

Do you remember the ping that we left running? If you look again, you will realize that

you no longer have a response from the IP 10.20.0.100.

FortiNDR Detection Review. As you could see from “Attack” VM we no longer have

access to the IP 10.20.0.100.

Now we are going to check what happened in the FortiNDR.
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Login to FNDR via HTTPS, and go to “Log & Report → Malware Log”. You should see a

new event with the “VBA/Agent.9FB7!tr.dldr” Malware as a detection.

Click over the event and click on “View Sample Detail”.

The report contains a lot of good information from VSA (Virtual Security Analyst).

Please take a moment to review all the information, such as the submitted Day, File

Type, File Size, Hashes, Detection Name, etc.
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You can export this report in a PDF, JSON or STIX format.

Now, go to “Security Fabric → Automation Log”. You should see two lines for both IP

addresses (Your Source IP should be 192.168.20.13):

FortiGate Detection Review. We are going to review the data in FortiGate.

Login to FortiGate via HTTPS and go to “Log & Reports → Security Events → Select

“Antivirus”” and “Memory” in the top right corner.
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You should see the security Antivirus event in the list:

Double-click on this event to review the details. As you can see the connection was

blocked by the inline policy.
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Now, go to Dashboard → Click on “+” (add monitor) option Under “Security” select

“Quarantine”.
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Left default options and click “Ok”. You have now enabled the Quarantine monitor

dashboard, and you should see the Banned IPs we use for NDR detection.

Unblocking IP addresses from FortiNDR. Now, we will unlock the IPs to continue with the

next lab.

Login to FortiNDR and go to “Security Fabric → Automation Log”, Select the first line and

click on “Undo Action”.
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Do the same for the second line, you should see a green box and a change to the “Post

Action” field to “Undo Action”.

Login to FortiGate via HTTPS and go to “Dashboard → Quarantine Monitor”.

You should not see any crash logs, as we requested their removal from the NDR. If you

see any logs, you can also remove them from Fortigate.

Finally, we will disable the automatic response to not generate blockages in other

laboratories.

For this, go back and login to FortiNDR and go to “Security Fabric → Automation

Framework”. Click on “FGIntegration” check box and click on “Edit”.
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Click the Enable checkbox to DISABLE the Automation Framework and click the “Ok”

button to save changes.

g) FortiNDR Machine Learning in Netflow.

We know that we will obtain the maximum detection capabilities of a FortiNDR when we

implement it in SNIFER mode, connecting it directly to a network port or using protocols

such as RSPAN (Remote Switched Port Analyzer). However, it's good to know that FortiNDR

offers an integration alternative via NetFlow, which will allow us to identify Netflow botnet,

Spam, Phishing, Tor, Proxy traffic detections and anomaly network behavior.

Clean FortiNDR DB, Log In to FNDR, Open CLI console in the top right corner:

https://latam.amerintlxperts.com/secops/images/Lab04-67.png
https://latam.amerintlxperts.com/secops/images/Lab04-67.png
https://latam.amerintlxperts.com/secops/images/Lab04-68.png
https://latam.amerintlxperts.com/secops/images/Lab04-68.png
https://latam.amerintlxperts.com/secops/images/Lab04-69.png
https://latam.amerintlxperts.com/secops/images/Lab04-69.png


Execute the command “execute cleanup” and confirm with “y”:

Note: You can use this commando to restore the FortiNDR´s data base: "Execute db

restore"

You should get a message indicating the process has finished. The total space value

may vary. After this close the CLI screen.

Enable FortiNDR Netflow baseline. Configure the ML module to establish a baseline,

allowing it to generate detections from that point forward.

In the FortiNDR GUI console, go to “Netflow → Netflow ML Configuration”. Check the

status for ML discovery detection; it should be disabled.
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Enable ML Discovery Detection and click apply. Click ok to confirm.

Baseline status shows as “Initializing Training”:
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Let’s go to “Victim” devices and open “NetflowGenerator” in folder “Downloads”.

Configure the next parameter and click in “Start”.

Reset baseline time. Reset the learning time to just 180 seconds (3 min).

This is very little time in a real environment, keep in mind at least 7 full days is default,

but it will depend on the cycles of each company.

On the NDR CLI console, Write the following command: "exec reset-ml-baseline-time

netflow 180":
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Close CLI. Wait one minute and refresh the page.

A new baseline message shows it will stay creating the baseline during the next two

minutes.

Wait for a few minutes until “Netflow ML Configuration” is with “Baseline Ready”.

When “Baseline Ready” stop the “Generator Flow”.

Again, let’s go to “Victim” and execute “Netflow Generator” with the configuration

“AnomalyTraffic” and click in “Start”.
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You can generate a couple of different traffic.

This configuration allows to generate different traffic learning by “Netflow ML”. Wait a

couple of minutes and “Stop” the “Netflow Generator”.

Review ML Detections. The ML Discovery monitor displays a list of anomalies detected

by Machine Learning configuration. Each row is based on a session.
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Select one of the alerts and double-click on it. The alert was generated because the

system detected a connection to a destination not seen during the learning stage.
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You can select an alert and click in “View Netflow”.
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Lab05 Automated Response with FortiSOAR

LABORATORY 5: Automated response with FortiSOAR:

We will integrate FortiNDR with FortiAnalyzer and FortiAnalyzer as data ingest with

FortiSOAR. We will simulate a kind of internal network attack (A malware download).

FortiNDR will notify to FortiAnalyzer (As data lake) and the FortiAnalyzer will inform to

FortiSOAR of this event, which will then execute a response on the FortiGate (will put the

malware repository in quarantine) and in the “Switch_Internal” we will down the victim´s

port.

a) Important Notes:

The FortiAnalyzer´s Time should be configured in GMT similar to FortiSOAR´s TIME.

Some times we need to restart the FortiAnalyzer for test automatically actions.

Comand to change csadmin´s password via cli is ""sudo passwd csadmin"

The command "sudo csadm services --restart", restart all FortiSOAR services.

The command "sudo csadm package content-hub sync --force" syncronice internal

content hub.

Sometimes we need to restart our FortiAnalyzer lab.

b) Let´s go to integrate the FortiSOAR to FortiGate, FortiNDR and FortiAnalyzer using the

next Connectors.

We need to install the next connectors on FortiSOAR: FortiGate, FortiAnalyzer, SSH

Connector & Code Snippet. Let´s go to the FortiSOAR to “Content Hub”, looking for these

connectors and we proceed to install everyone.



https://latam.amerintlxperts.com/secops/images/Lab05-01.png
https://latam.amerintlxperts.com/secops/images/Lab05-01.png
https://latam.amerintlxperts.com/secops/images/Lab05-02.png
https://latam.amerintlxperts.com/secops/images/Lab05-02.png


We need to configure every connector in the next way. First, we are going to configure

the FortiGate´s connector.
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We need to create an Admin API user in FortiGate.

The trusted host is optional.

Please be careful with the API Key and save it. There is no way to recovery this API key.

Let´s go to the FortiSOAR and we are going to configure the “Fortinet Fortigate”

connector with this information:
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We need to create a user admin in the FortiAnalyzer for use the FortiSOAR connector.

This user needs to have admin profile as “Super-user” and JSON API Access as “Read-

Write”.

Let´s go to the FortiSOAR and we will configure the FortiAnalyzer connector.
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Let’s go to install a generic connector as “SSH”, this connector we will use it to integrate

with the “Switch_Internal” and try to execute some information commands.
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Let’s go to configure this connector integrated with “SwitchInternal”:

https://latam.amerintlxperts.com/secops/images/Lab05-13.png
https://latam.amerintlxperts.com/secops/images/Lab05-13.png


https://latam.amerintlxperts.com/secops/images/Lab05-14.png
https://latam.amerintlxperts.com/secops/images/Lab05-14.png


Finally, we need to install the “Code Snippet” connector for use a script and execute a

port shutdown in “Switch_Internal”.

Let´s go to configure this connector with the next information:
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c) We are going to integrate FortiSOAR with FortiAnalyzer (As a Data Lake) to detect

something suspicious in our network and execute an automatic response.

We are going to use the “FortiAnalyzer´s Connector as a “Data Ingestion” as a principal

events source:
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Let’s go to follow the next steps:

In the next image click in “Fetch Data”
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Left the fields by default and click in “Save mapping & Continue”

Let’s configure “Do you want to schedule the ingestion” in “Yes”, and “Configure

Schedule Setting” in “Every 5 minutes”. Click in “Save Settings & Continue”
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At the end click in “Done”.

Let’s go to “Automation � Data Ingestion”:

Select “Fortinet FortiAnlyzer” and click in “Trigger Ingestion Now”:
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We can review if the “Ingestion Data” is working. Go to “Incidents & Response → Alerts”:

Alerts from “FortiAnalyzer” are show:

d) Let´s go to create a “Playbook” as an automated response task.

In the FortiSOAR, go to “Automation � Playbooks” and click in “Add Playbook”. You can

left the ubication for this playbook in “Draft” folder.

https://latam.amerintlxperts.com/secops/images/Lab05-24.png
https://latam.amerintlxperts.com/secops/images/Lab05-24.png
https://latam.amerintlxperts.com/secops/images/Lab05-24.1.png
https://latam.amerintlxperts.com/secops/images/Lab05-24.1.png
https://latam.amerintlxperts.com/secops/images/Lab05-25.png
https://latam.amerintlxperts.com/secops/images/Lab05-25.png


Put a name to this playbook as “Quarantine and Port Shutdown” and click in “Create”.

Fort the “Trigger” we should select “Manual”:
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Please configure a name as “AlertOfSuspiciousActivity” in “Requires record input to run”

configure “Alerts” and click in “Save”.
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Drag and drop any highlighted connector with a click held and finally a click:

https://latam.amerintlxperts.com/secops/images/Lab05-29.png
https://latam.amerintlxperts.com/secops/images/Lab05-29.png


Select a “Set Variable”:
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Set the next parameter: “Step name”, in “Variables” set “Attacker” and in value select

“Source IP” and click in “Save” (Save Playbook too).

Drag and drop any highlighted in “AttackerIP” connector with a click held and finally a

click and select “Connector”:
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Search and select the FortiGate connector and set this configuration.

In Commands set “diagnose ip arp list | grep ” and the end select the custom variable

“Attacker”.

Make sure left a space. Set the user “Admin” and her password, click in “Save”.
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Lab06 Central Management Privileged Account
FortiPAM

LABORATORY 6: Centralized management of privileged accounts:

We will integrate FortiPAM with some Fortinet solutions such as FortiGate and FortiAnalyzer,

we will see how to block SSH commands, record session and the approved process. Also,

we will include a Windows server, and we will use AutoIT to execute customized application

tasks. This will demonstrate the advantages of using a PAM solution in a corporate security

posture.

a) Some lab´s issues to keep in mind.

The “Victim” device shows an alert about network interface. We advise is disable and

enable the interface: 

https://latam.amerintlxperts.com/secops/images/Lab06-01.png
https://latam.amerintlxperts.com/secops/images/Lab06-01.png
https://latam.amerintlxperts.com/secops/images/Lab06-02.png
https://latam.amerintlxperts.com/secops/images/Lab06-02.png


b) Preparing the FortiPAM´s client device

Let´s go to access in “Victim” device via “Display” and we need to install

“FortiClientPAM.exe”. Please follow the installation procedure and accept the terms.

Remember these couple of things:

The FortiPAM´s installer you can get in the official Fortinet web portal when we

download the FortiClient: • https://www.fortinet.com/lat/support/product-downloads
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FortiClient´s PAM does not coexist with any FortiClient´s product free.

In addition to FortiClient´s PAM, we recommend installing the browser´s extension.

In this case we are going to use “Firefox”. Open Firefox, go to “Extensions”, search

“Fortinet Privileged Access Agent” and proceed to install.
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- Now we have the client ready to work with FortiPAM.

c) Integration FortiGate with FortiPAM

First, let´s go to access FortiGate via HTTPS. We should create an Admin user to

integrate FortiGate with FortiPAM.

In this way if we have some issue with FortiPAM we will have other admin user as

“Access emergency”. The “Access emergency” should be guarded with caution.

Let´s go to create a new Administrator user called “fortipam” with “super_admin” as

administrator profile. We suggest this user should have “Restrict login to trusted hosts”

with the FortiPAM´s address.
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In the “Victim” device let´s open a browser and go to access FortiPAM throw

https://10.20.0.3 with the user “admin”

In “Secrets Settings → SSH Filter Profile” click in “Create”.

Let´s go to create a “SSH Filter Profile” with the name “Blocking_a_reboot” in the next

way and click in “Save”.
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In “Secrets Settings → Policies → default” we can see the default policy that apply a

every device integrated in FortiPAM.

We can edit this policy or create other to we need. Let´s to edit “default” policy:

You will need to activate "Explicit Web proxy" in FortiPAM´s port1:
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We can edit this policy as the next image, leave the other field in default and click in

“Save”.
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Make sure the personal folder “Admin” has assigned in “Secret Policy” “default”. Go to

“Secrets → Personal Folder → General”.

Let´s go to create a “Target” associated to FortiGate. Go to “Secrets → Targets →

Create”

Remembe your FortiGate´s IP is 10.20.0.254.
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Let´s go to create a “Secret” associated to “Target” created in the step before:

- Since we don't have custom folders to organize secrets, let's use the default personal

admin folder.
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Create the new “Secret” with the next configuration and click in “Submit”:

Now we can test the access to FortiGate throw FortiPAM. In the FortiPAM Let´s go to

“Secrets”. Go to “Secrets → FortiGateCORE” and click in “Launch Secret”.
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Now, FortiPAM shows us 3 ways to connect to FortiGateCORE; PUTTY, Web SSH and

Web Launcher.

This launchers are associated to the “Default Template” selected for the “Target”

configuration. Let´s go to try every connect way. Click in “Web Launcher”:

We need to select “FortiPAM autofill credencials” and click in “Login”:
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We can access FortiGate without knowledge of the credentials access and every we do

will be recorded.

Please give us a little walkthrough in FortiGate. Remember, every thing will be recorded.

After you close session, in the FortiPAM you can go to “Log & Report → Secret → Secret

Video”:
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Here you can see every session recorded. Plase open a video with a double click in

every video that you want to see:

We can test the “SSH Filter” launching a “PUTTY” connection and “Web SSH”

connection. Let´s to open a “PUTTY”.
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The FortiClient PAM launch automatically the PUTTY and starts the record:

Additional when we try a “Shutdown” or a “Reboot” these commands are blocked:
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We can test a “Web SSH” connection:
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We can review the logs generated in SSH connection, in FortiPAM go “Log & Report →

SSH”:

d) Integration of FortiAnalyzer and FortiPAM

In the same way that we integrated FortiGate, we are going to integrate FortiAnalyzer with

FortiPAM. Please access to FortiPAM via HTTPS.

In FortiPAM go to “Secrets → Targets” and click in “Create”. Let´s to create the next

“Target”:
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Go to “Secrets → Secrets” and click in “Create”. Let´s go to create the “Secret” for

FortiAnalyzer. Select “Create New Secret in” folder “Personal → admin”:

Fill up the next information and click in “Submit”.
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Go to “Secret Settings → Approval Profile” and let´s to create the next profile:

https://latam.amerintlxperts.com/secops/images/Lab06-35.png
https://latam.amerintlxperts.com/secops/images/Lab06-35.png


Let´s to create a new “Secret Policy”. Go to “Secret Settings → Policies” and create the

next policy:
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You can see that this policy does not have “SSH Filter”, is not using “Proxy Mode” and

needs approval to use the launcher.

Let´s to create a new user. Go to “User Management → User List” and click in “Create”

follow the next instructions and click in “Next”:
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Go to “Secret → Public Folder” and let´s to create a Folder for FortiAnalyzer with the new

policy and the “user” can use.

In Folder´s “Permission”, select the user “user” and clic in “Submit”:
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In “Secrets → Secrets” select “FortiAnalyzer” and click in “More” and click in “Move”:

You can see the “FortiAnalyzer´s Secret” is in “FortiAnalyzer” Folder:

https://latam.amerintlxperts.com/secops/images/Lab06-46.png
https://latam.amerintlxperts.com/secops/images/Lab06-46.png
https://latam.amerintlxperts.com/secops/images/Lab06-47.png
https://latam.amerintlxperts.com/secops/images/Lab06-47.png
https://latam.amerintlxperts.com/secops/images/Lab06-48.png
https://latam.amerintlxperts.com/secops/images/Lab06-48.png


Review that the “SSH Filter” is not active in “FortiAnalyzer” secret. Got to the

“FortiAnalyzer” secret and click in edit.

Select “Service Setting” and disable “SSH FIlter” and click in “Save”.

In this way we have another central access with FortiAnalyzer. We can test all the

launcher connections and how the policy applies.
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Access in “Victim” device, open a browser and access to FortiPAM (https://10.20.0.3)

with the “user” account:

This user has a limited panel and only can see the FortiAnalyzer:

Select “FortiAnalyzer” secret and click in “Request” and fill up with the next information:
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You can see the status “Request” in “Secrets → My Requests”:

Please access to “FortiPAM” via HTTPS in “Security Fabric” with the “admin” user to

approve the user´s request.

When you access you can see a notification in “Secrets → Approvals”:
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Please select the pending request, click and “Approve”.

Return to “Victim” device, update the browser and you can see your request approved

and you can access to use the “FortiAnalyzer” secret.
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Go to “Secrets → Secrets” select “FortiAnalyzer”. Now you can see the “Launch Secret”

(Instead of Request). Select “PUTTY” connection.

Now you are connected to FortiAnalyzer via PUTTY with the “admin” user and you can

execute a “reboot” because your new policy permits it.
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You will have access to FortiAnalyzer for one hour. This parameter is configurable.

e) Integration Windows Server with FortiPAM via RDP using AutoIT for custom Apps

access.

We will use AutoIt to customize the connection from the FortiPAM, run an application

“MetaTrader 5”, and automate the startup and provision of credentials in that application.

We will assume that the application is installed and an account is used to access said

application.

https://latam.amerintlxperts.com/secops/images/Lab06-62.png
https://latam.amerintlxperts.com/secops/images/Lab06-62.png
https://latam.amerintlxperts.com/secops/images/Lab06-63.png
https://latam.amerintlxperts.com/secops/images/Lab06-63.png


The account information DEMO is the next:
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This account works!

Let´s go to integrate this application with FortiPAM to be able to safeguard the access

account.

First, we need to create a second administrator on Windows Server. Go to “Control Panel

→ User Accounts” and add a “metatrader” local account as a “Administrator” (Put the

next password "Fortinet123!@").

Logoff in the server with “Administrator” account and login with the “metatrader”

account.

Let´s go to disable the open automatic of “Server Manager”, in “Server Manager” go to

“Manage → Server Manager Properties” and click in “Do not start Server Manager

automatically at logon”. Click and “OK” and close “Server Manger”.
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let´s go to install “AutoIT” in this server. In the folder “AUTOIT” we can found “autoit-v3-

setup.exe”:
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Double click to “autoit-v3-setup.exe” and click in “Next”:

Click in “I Agree” and select “Use x86 tools by default” and “Next”.
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Select a default option for *.au3 files “Edit the script” and click in “Next”.

Click in “Next” and “Install”.
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Click in “Finish” to finish this installation.
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Now go to FortiPAM via HTTPS and create the next admin API.

Go to “User Management → User List” and click in “Create” follow the next steps.

WARNING: Saved the API due this will be used later:
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Now we should go to FortiPAM via “HTTPS” and let´s go to add a “Windows Server”.

Go to “Secret → Targets” and click in “Create”.

Let´s go to create the next “Target”
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Let´s go to create the “Secret”. Go to “Secrets → Secrets” and click in “Create”.

Select the folder “Personal → admin”.
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Go to create the secret with the next information and click in “Save”.

We can test the RDP connection in FortiPAM. Go to “Victim” device via “Display” and in a

browser open FortiPAM (https://10.20.0.3).

Go to “Secrets → Secrets” and launch “WindowsServer” in any way.
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The connection is established successfully:

We need to create a Secret for save our Metatrader´s credencial.
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In the FortiPAM go to “Secrets → Secret” and let´s to create a new secret with the next

information:
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Save the secret. In this point we have and secret ID and an API Key.

Got to “WindowsServer” and once the “AutoIT” installation has been finished, go to

folder “AUTOIT” and open the file “MetaTrader.au3” with “Wordpad”:
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You can see the script configuration. You will need change the next parameters: APY

Key & Secret ID.

You can edit and create your own custom script. You can use

https://www.autoitscript.com/autoit3/docs/ the official documentation links about

AutoIT.

Curl is a great tool for test the calls API to FortiPam, in this way we can verify that the

API works then we can use it in our own script:
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And we can use the FortiPAM´s API official documentation:

https://fndn.fortinet.net/index.php?/fortiapi/3047-fortipam/

Please close the script and saved your changes. After this, we need to compile it.

We have already the .exe to invocate in the integration with FortiPAM.
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We can test if this ".exe" works executing it with a double click.

In the server, we will need make sure that this ".exe" is executed once there is a

connection RDP. There are some ways to do this, but we will use a task schedule in

“metatrader” logon.

Press “Run” in the Windows Server, type “taskschd.msc” and press Enter. Click “Create

Task” in the right panel follow the next instructions.
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In this way we already have a task that will be executed when a login in windows server

with “metatrader” account es due.

We can test that all this work. Go to “Victim” device, open FortiPAM via HTTPS and log in

with “Admin” account.

Select the secret "MetaTraderApp" and clic in lunch "Remote Desktop-Windows":
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Storytelling Agro Meals

THIS IS THE STORY OF “AGRO-MEALS”: FROM OPERATIONAL "BLIND SPOT" TO TOTAL

RESILIENCE

THE CHALLENGE: Feeding the world blindly.

At the heart of Agro-Meals, operations never stop. With 10 processing plants and more than

50 farms, the protein that reaches thousands of tables depends on critical OT architecture

where downtime is not an option.

THE PROBLEM was invisible but latent:

Being rural environments with high employee turnover, any contractor or employee could

connect a device to the network without supervision. With no capacity for virtualization

(VM) or space for new infrastructure on the farms, East-West traffic was a black hole: if a

threat entered through one farm, it could spread laterally and paralyze a processing plant.

Additionally, there was a need to provide remote access to third-party users for support,

seeking to simplify the current VPN scenario.

THE SOLUTION:

Visibility, Intelligence, and automated response with easy integration into existing

architecture. Agro-Meals needed its current infrastructure to be smarter. Leveraging their

existing FortiGate devices in more than 60 locations and a FortiAnalyzer with an OT license,

the strategy focused on three pillars:

1. Total Visibility and 24/7 response: FortiNDR VM16 was implemented and integrated as

follows: - Via Netflow with all FortiGate devices, and we also used the port capacity as

"One-Arm" to act as a network sniffer for lower network layers. - Via Fabric to the root

FortiGate device to enhance the AV module of the FortiGate infrastructure. - Via SMB with

file servers to inspect and detect malicious files.

2. Centralized secure remote access: FortiPAM was implemented as a remote access tool

for third parties, allowing supervised access with privileged users to internal OT servers

WITHOUT depending on and requiring the necessary support of a VPN client.

3. Agnostic Automated Response: FortiSOAR is implemented, which integrates with

FortiAnalyzer and FortiNDR. These solutions generate the necessary detections for

FortiSOAR to execute automated responses across virtually any integrated platform.



THE RESULT: A Secure Operation

Today, Agro-Meals not only processes food; it processes data securely. They have achieved

complete visibility of internal traffic: east-west and north-south, with an immediate response

capability that doesn't depend on an engineer traveling hours to a farm. The OT network is

now a resilient asset, ready to scale regardless of who connects to it.

ARCHITECTURE OF SOLUTION
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