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LAB ACCESS INFORMATION

~

SYSTEM FABRIC METHOD | USERNAME | PASSWORD IP
NAME
FortiPAM. EortiPAM HTTPS admin Fortinet123# 10.20.0.3
SSH
FortiGate FortiGate HTTPS admin Fortinet123# Port3:10.20.0.254
SSH Port6:192.168.60.254
FortiNDR EortiNDR HTTPS admin Fortinet123# 10.20.0.5
SSH
FortiAnalyzer FAZ + FAI HTTPS admin Fortinet123# 10.20.0.4
SSH
FortiSwitch | Switch_Internal SSH Admin Fortinet123# 10.20.0.200
Windows WindowsServer Display Administrator | Fortinet123# 10.20.0.100
Server 2016
FortiSOAR FortiSOAR HTTPS csadmin, Fortinet123# 10.20.0.8
SSH/Display csadmin, ghangeme
Windows10 Victim Display fortixperts. Fortinet123# 192.168.60.13
(GAMMA)
Kali Linux Attack Display Kali kali 192.168.60.20

BELOW YOU CAN FIND A BRIEF EXPLANATION OF EACH LAB

LABORATORY 1: Ways for integrating FortiGate with FortiNDR: We will explore the different
methods of integrating FortiNDR with our operational architectures to get the most out of the
solution and different ways to enhance our customers' security posture with FortiNDR.

LABORATORY 2: Internal Suspicious Activities: We will run several network probing tools,
typically used by attackers during the reconnaissance phase. These tools will include
network scanning, port scanning, vulnerability scanning, and others.

This is to generate anomalous traffic that will be recorded by FortiGate in FortiAnalyzer,
allowing us to conduct investigations with FortiAl.

LABORATORY 3: Anomaly Detection with FortiAl and Automatic Response: We will use
FortiAl from FortiAnalyzer to generate forensic investigations, demonstrating how easy it is
to conduct these investigations with the support of FortiAl.

Additionally, we will configure an automated response layer for the automatic blocking of
suspicious IPs, configuring the FortiAnalyzer with its event management capability; "Event
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Handler", and the execution of automated responses from FortiGate with its "Automations
Stitch".

LABORATORY 4: Anomaly Detection by FortiNDR: We will perform several activities that an
attacker would commonly carry out on the internal network, such as copying a malicious file
to a file server integrated with FortiNDR, hoping that FortiNDR will detect it and move itto a
quarantine folder.

Additionally, we will configure the FortiGate AV module to send malicious files to FortiNDR so
we can execute automatic blocks.

Finally, we will analyze the NetFlow ML module and how it alerts us to suspicious traffic
outside the ML baseline.

LABORATORY 5: Automated response with FortiSOAR: We will integrate FortiNDR with
FortiAnalyzer and the FortiAnalyzer with the FortiSOAR and simulate a kind of internal
network attack. FortiNDR will notify to FortiAnalyzer (As data lake) and the FortiAnalyzer will
inform to FortiSOAR of this event, which will then execute a response on the FortiGate (As a
quarantine) and the FortiSOAR from the FortiGate will obtain the MAC address of the victim,
then use this MAC address to go to the “Switch_Internal” to find the port where the victim is
connected and will shut down the port, simulating automatic isolation of the victim.

Bonus LABORATORY 6: Centralized management of privileged accounts: We will integrate
FortiPAM with FortiGate to demonstrate the procedure and essence of FortiPAM credential
management.

Then we will integrate FortiAnalyzer with FortiPAM and explain the access approval process.

Finally, we will integrate FortiPAM with a Windows server and use AutolT to execute
customized application tasks. This will demonstrate the advantages of using a PAM solution
in a corporate security posture.

PRE-CONFIGURATION LAB

We need to do the next configurations before star to execute each lab.



a) Integrate FortiGate with FortiAnalyzer via Security Fabric.

Logging Settings
B ~oseing >etiing
6?_, FortiAnalyzer Cloud Logging
Role Status
Fabl  server 10.20.0.4
LANl  Connection status @ Connected
Devi 2 Refresh
¥ Security Fabric . A Upload option
) " H
Physical Top Allow access to FortiGate ©
Logical Topology R RESTAPI
& f Verify FortiAnalyzer © O FAZVMSTM26001259 X
certificate
Automation
Security )
Fabric Connectors FortiAnalyzer Status
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b) Integrate FortiPam with FortiAnalyzer via Security Fabric.

£22 FortiPAM KVM = Q

© Ciritical System Notification should be config
@& Dashboard LogSettlngs

Remote Logging and Archiving

Send logs to syslog @
IP Address/FQDN 10.20.04

Monitoring

Log Settin
Log & Report 8 &

Event Logging WaUB Customize

Secret

Automation

R

Log Settings
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c) Integrate FortiNDR with FortiAnalyzer via Security Fabric.

@ FortiNDR-VM-KVM

@ Dashboard
B Network Insights
@) Security Fabric
€ Attack Scenario
CJ Host Story
© Virtual Security Analyst
# Netflow
% Network
R System
2 User & Authentication
M Log & Report
Malware Log
NDR Log
Events

Daily Feature Learned

Log Settings

Email Alert Setting
Email Alert Recipients

v

Q

Log Settings

Send logs to FortiAnalyzer/FortiSIEM @ Disable

Type Syslog Protocol
Log Server Address 10.20.04
Port 514 (Default UDP: 514)

Send logs to Syslog Server 1 @ Enable [+ RMEENE

Type Syslog Protocol
Log Server Address 0.0.0.0
Port 514 (Default UDP: 514)
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Lab01 Ways to integrate FGT and
FNDRONPremise

LABORATORY 1: Different ways of integrating FortiGate with FortiNDR:

We will integrate FortiGate with FortiNDR via Netflow and, using a "one-arm" interface (We
will have more visibility), explore integration alternatives to gain complete visibility of my
network, not only at the perimeter level but also down to lower network layers.

a) Integration of FortiGate with FortiSwitch “Switch_Internal” via “One Arm Interface"” and
"Port Sniffer".

- We should configure the “Port11” in the “Swtich_Internal” as a “Port Mirror”.
- Accessing via “Display” to the “Switch_Internal” and we need to do the next
configuration:

FSZ4UMOZRRD3 1046
I RRD31046 # config switch mirror

FSZ4UMOZRRD31046 (mirror) # edit MirrorToFortiGate

'SZA4UMOZRRD3 1046 (MirrorToFortiGate) # show
config switch mirror
edit "MirrorToFortiGate"
set status active
dst “pnl'lII“

1L

(
et

set src-ingress ”lllll'll
et

src-egress "port3"

end

FSZA4UMOZRRD31046 (MirrorToFortiGate) #

- In the Switch’s “port3” is connected the “Victim” client. And the “porti11” is
connected the FortiGate’s “port2”

- We should configure the FortiGate's “Port2” as a “One-Arm Sniffer” interface.
Accessing via HTTPS to FortiGate and we should be the next configuration:
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[ edid | FieFiter >

Users|  Logging Options
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Destination 00000
(1 Tunne e [

Device detection

- Plaese make sure that all of the security profiles assigned in the "One Arm"
interface are only "Monitoring", recomended the IPS with this configuration.

-
Edit Intet Edit IPS! Add Signatures
T [
Name| | Name action & Monitor =
Al
@ Comm Packetlogaing O Disable
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Block  status © Dissble @ Default
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Devicg AN Ife. Plaver \WebPlaver ActlveX.Control Ruffer Cverflow Client Windes & Riock
\

- You can validate if the port mirror is working well using a “Sniffer packet” in
the FortiGate via SSH. We need to do a PING from “Attacker” device to “Victim”
client:
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kali@kali:

Session Actions Edit View Help

68
.13 (192.168.60.13) 56(84) of data.
. -t 6 192.168.60.13: i

A FlleSyste/4 . . ) 2 13
| ‘\/‘ ) - . .13

— ) 92. .60.13

2|/ d O seard Q. @ Memory~
Date/Time @ Source Interface: Source: Destination Application Name Security Action Sent / Received

2026/04/25 16:35:59 M port2 192.168.60.20 192.168.60.13 - Ping allow 9248/924B
2026/04/2516:33:12 [ port2 192.168.60.20 192.168.60.10 7 Ping allow 286kB/286kB
2026/04/25 16:32:29 [ port2 192.168.60.10 192.168.60.20  Ping 4808/4808B
2026/04/25 16:31:30 i port2 192.168.60.10 239.255.255.250 # UPnP allow 334kB/0B
2026/04/25 16:31:20 i port2 192.168.60.10 192.168.60.255 ~ NetBIOS Name Service allow 23kB/0B
2026/04/25 16:31:17 [ port2 192.168.60.10 22400251 (mdns.mcast.net) % Multicast DNS allow 3368/08
2026/04/25 16:31:47 [ port2 192.168.60.10 22400252 4 LLMNR allow 1188/08
2026/04/25 16:30:41 ¥ port2 10.100.100.1 239.255.255.250 % UPnP allow 198KkB/08
2026/04/25 16:30:34 [ port2 10.100.100.1 10.100.100.255 7 NetBIOS.Name Service 461kB/0OB
2026/04/25 16:30:32 [ port2 10.100.100.1 22400252 4 LIMNR allow 1188/08
2026/04/25 16:30:32 [ port2 10.100.100.1 224,0.0.251 (mdns.mcast.net) 7 Multicast DNS 672B/0B
2026/04/25 16:29:02 [ port2 192.168.60.10 192.168.60.20 A Ping allow 180B/180B
2026/04/2516:28:43 [ port2 192.168.60.10 192.168.60.254 * Ping allow 2408/2408
2026/04/25 16:28:11 i port2 10.100.100.1 239255255250 - UPnp allow 231k8/08
2026/04/25 16:27:54 # port2 192.168.60.7 192.168.60.254 % BOOTP allow 3288/08

b) Integration from FortiGate with FortiNDR via NetFlow.

- Accessing FortiGate via SSH and we are going to activate and configure Netflow
integration with the FortiNDR:
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FGVMSLTM260606228 (netflow) # show
config system netflow
set active-flow-timeout 68
set template-tx-timeout 66
config collectors
edit 5
set collector-ip "106.20.6.5"

set source-ip "10.20.0.254"
next
end
end

FGVMSLTM26006220 (netflow) # D

- We need to activate the Netflow in every interface that we want to monitor
using the next command: "set netflow-sampler both".

- We are going to activate the Netflow in the FortiGate “Port3” & "Port6"
(Netflow does not send sniffer paquets)

CLI Console (1)

FGVMSLTM268086220 # config system interface
FGVMSLTM260086228 (interface) # edit port3

FGVMSLTM268086228 (port3) # shjo
Unknown action @

FGVMSLTM26006228 (port3) # show
config system interface
edit "port3”
set vdom "root”
set ip 10.20.8.254 255.255.255.8
set allowaccess ping https ssh http fabric
set type physical
set netflow-sampler both
set alias "WAN_FortiProducts”
set device-identification enable
set lldp-transmission enable
set role lan
set snmp-index 3
next
end

FGVMSLTM260086228 (port3) # I
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B3 CLI Console (1)

set snmp-index 4
next
edit “"portb5”
set vdom “"root”
set ip 192.168.1008.254 255.255.255.08
set allowaccess ping
set type physical
set alias "UsersVM”
set device-identification enable
set snmp-index 5
next
edit “porté6”
set vdom “root”
set ip 192.168.60.254 255.255.255.90
set allowaccess ping
set type physical
set netflow-sampler both
set alias "RedTeamUsers”
set device-identification enable
set lldp-transmission enable
set role lan
set snmp-index 6

- We need to activate the Netflow in the FortiNDR with the next command:

>— CLI Console (1)

Connected

FortiNDR-VM-KVM # execute netflow on
netflow 1s on now

- After this configuration we can see NetFlow traffic in the FortiNDR:


https://latam.amerintlxperts.com/secops/images/Lab01-08.png
https://latam.amerintlxperts.com/secops/images/Lab01-08.png
https://latam.amerintlxperts.com/secops/images/Lab01-09.png
https://latam.amerintlxperts.com/secops/images/Lab01-09.png

@ FortiNDRVM.KVM

@ Dashboard

B Networkinsignts
@ Security Fabric
© Attack Scenario

Q Host Story

® Virtual Security Anatyst

 Netflow Flow Count
Average Flow Per Second

Netfiow Log

<

Inactive

Last Day

002

No Suspicious Activities

Sampler 1D Count 1
b Network >
& System »
& User & Authentication >
B Log&Report > = =
sarmc 11
[same Sarmpker ID, src: Souwce (P
. J

@ Dashboard

? |0 Q pearct
B Network Insights »
@ Security Fabri o Open Time & Flow Type Flow Direction Samgpler ID Sampling Rate Protocol Source Address Source Network Destination Address
writy Fabric
© Attack Scerario 5 2026/03/0220:05:15 SFLOW.S Ingress 10.20.02 2000 HOPOPT Unspecified
Q Host Story » 2026/03/0219:54:42 SFLOW_S Ingress 102002 2000 HOPOPT Unspecified
&) Virtual Security Analyst > 2026/03/0219:44:05 SFLOW S Ingress 10.20.0.2 2000 HOPOPT Unspecified
I & Netflow ¥ 2026/03/0219:33:48 SFLOW_S Ingress 10.20.0.2 2000 HOPOPT Unspecified
Netflow Dashboard 2026/03/02 19:26:05 SFLOW_S Ingress 10.20.02 2000 TCP 192.168.60.20 Internal 192.168.60.13
2026/03/02 19:23:22 SFLOW_S Ingress 10.20.0.2 2000 HOPOPT Unspecified
& Network >
~ 2026/03/02 19:22:33 SFLOW._S Ingress 10.20.0.2 2000 TCP 192.168.60.13 Internal 192.168.60.20
L # Socram 5 )

c) Integration from FortiGate with FortiNDR via Security Fabric.

This integration is supported only via “Security Fabric". We need to configure “Security
Fabric" in a FortiGate and integrate the FortiGate Root with FortiNDR.

- Important NOTE: In an infrastructure Fortinet with several FortiGates, we need
to configure a "Security Fabric" due we can only integrate one only FortiGate

with the FortiNDR.

- Let s configure “Security Fabric” in FortiGate. We are going to access via
HTTPS in FortiGate and let’s do the next configuration.
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- Let’s go to FortiNDR and we access via HTTPS and let’'s activate and configure
Fabric Connector in “Security Fabric”.

( ¥ FortiNDR-VM-KVM

~

@ Dashboard »
B Network Insights > Status
| T v Enable Security Fabric @O

Cloud Storage
Device Input Fabric Device Settings
e Root IP 10.20.0.254
Network Share Quarantine @ Supports Root IP from FortiGate and FortiProxy
Automation Log
Automation Framework TCP Port 8013
Enforcement Settings FortiNDRIP  10.20.0.5

@ Virtual Security Analyst > TCP Port 443

 Netflow >

& Network >

R System >

& User & Authentication >

M Log & Report »
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- We need to authorize join this FortiNDR in Security Fabric in the FortiGate.
Make sure the “Security Fabric” is allowed in “Port1”.

Core Network Security Connactors

@) Sccuity Fabric Setup @ Logging & Analytics 8 FortiClient EMs

FortiAnalyzer @ Connected Status @ Disabled
Cloudlogging @ Disabled

DeviceCount  Status
® Security Fabric [:] © All suthorized & registered
(o]
) None confgured

Security Fabric Conmectors

D Gt Hamgmment EL s _ @ S oo

Status @ Disabled Status @ Disabled FAIVMSTM26000645 -\ L
o ohmin | | @O 4 O &
o
Certificate

Fabeic Connectors

- Accept the certificate.


https://latam.amerintlxperts.com/secops/images/Lab01-14.png
https://latam.amerintlxperts.com/secops/images/Lab01-14.png

Mk ik, s s S -.-i-:k-H HE-;-.SES -:-Ll,
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i walid,

Do wou wish toaccept the certificate as detailed below?

Version 3

Serial Mumber (304042

Subject:

Commion Namé [CH) FANMSTMZ 000645
Drganization (O} Fisrtinet

Organization Unit (OU] il

LocalityiL] Sunmywvale

State [5T) California
Country/Rigion [C) s

Emadil Addreds (emailhddredd)  duppart@iartinéloom

LA

Common Mame [CH) fortinet-subca2004
Organization (O} Fortinet
Organlzation Unit (OU) Certificate Authority
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State (ST) California
Country/Region [C) us

Cancel



https://latam.amerintlxperts.com/secops/images/Lab01-15.png
https://latam.amerintlxperts.com/secops/images/Lab01-15.png

- Activation FortiNDR Inspection in FortiGate AV Profile. FortiNDR can be used
with antivirus profiles in proxy inspection mode (flow mode is currently not
supported).

- FortiNDR inspects high-risk files and issues a verdict to the firewall based on
how close the file features match those of malware.

- When enabled, FortiNDR can log, block, ignore, or monitor (allow) the file
based on the verdict.

Traffic is blocked when verdict is infected/risky

Traffic containing an unidentified FortiGate
file passes through FortiGate . | | | | Traffic is pa

when verdict is clean

L CSF ,
File is digested and Connkction Retumns verdict

sent for inspection on inspected file(s)

&

FortiNDR Appliance or VM

- On the FortiOS, enable inline inspection:

B CLI Console (1)

FGVMSLTM26005688 # config system fortindr
FGVMSLTM260085688 (fortindr) # set status enable

FGVMSLTM26005688 (fortindr) # end

FGVMSLTM26005688 # I

- Configure an antivirus profile to use inline inspection and block detected
infections:
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FEVMSL TMZ26885688 & config anmtivirus profile

FGVMSLTMZ6805688 (profile) #
FGVMSLTMZ6005688 (profile) # edit FortiNDR-AV

FGYMSLTHZHEBE568E (FortiNDR-AY) & show
config antivirus profile
edit “FortiNDR-AV"
set feature-s&t proxy
config http
set fortindr block
&
config ftp
set fortimdr
&nd
contig 1map
set fortinmdr block
ervd
config pop3d
set fortainmdr
end
config smup
set Tortindr
end
config mapi
set fortindr
&red
config nntp
get fortindr
end
contTig cifTs
set fortimdr block
end
config ssh
set fortinmdr
and

- Config the “set fortindr-error-action block” in the antivirus profile. It is a
secure recomendation.

- Add the antivirus profile to a firewall policy that permit traffic between
"Victim" and "FileServer".

- If the policy does not exist, please create the policy.
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Firewall/Network Options

Inspection mode Flow-based Jagsry S EtTes]

NAT ©

IP pool configuration Use Outgoing Interface Address SIS RET T [ L)
Source port translation Always RS ladlila il Never

Protocol options | = default -

Security Profiles
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- The next image shows all the kind of files supported for FortiNDR’s inspection.

7Z HTML RTF

ARJ JS TAR

BZIP LZH VBA

BZIP2 LZW VBS

CAB MS Office documents (XML and non-XML) WinPE (EXE)
ELF PDF XZ

GZIP RAR ZIP

- When potential infections are blocked by FortiNDR inline inspection, a
replacement message appears. An infection blocked over HTTP looks similar to the
following:
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High Security Alert

€ ee

x|+

© @ 172.16.200.224/avengine_ai/detected samples.zip

High Security Alert

You are not permitted to download the file "detected_samples zip" because it is
infected with the virus "MSIU/Kryptik KVHItr"

http://172.16.200.224/avengine_ai/detected_samples zip
[disabled)

=MSIL% ryptik KVH%21tr

R

- Please

review that the FortiNDR's data base segurity is updated:

@ Dashboard >  FortiGuard Distribution Network
B Network Insights > | B License Information
O Eriziosis ? Firmware & General Updates © Licenses - expires on 2027/02/13 © Firmware Upgrade
€ Virtual Security Analyst ~ »
£ Netflow » INDR Service © Licenses - expires on 2027/02/13
o Network > Netflow Service @ Licenses - expires on 2027/02/21
£ System v OT Security Service @ Licenses - expires on 2027/02/13
Admiristrators FortiAnalyzer Cloud Service 0 Warning - License info not available & Purchase License
Admin Profiles
Artifact Storage Virtual Machine © Valid - expires on 2027/02/14 £ FortiNDR VM License
Fimmware 2% Downloading.
Text Al Feature DB © Version 0.000 Update Available
Text Al Engine © Version 1.059 Up to Date
- — Text Al Group DB © Version 0.000 Update Available
& User & Authentication > Binary Al Engine © Version 1.062 Up to Date
B Log&Report » Binary Al Feature DB 0 Version 0,000 Update Available
Scenario Al Engine © Version 1.002 Up toDate
Binary Al Group DB © Version 0.000 Update Available
Text Al Learning Engine © Version 1.005 Up to Date
Scenario Al DB © Version 1.000 Update Available
Text Al Learning Feature DB © Version 0.000 Update Available
Binary Al Learning Feature DB © Version 0.000 Update Available
Binary Al Learning Engine © Version 1.000 Up toDate
Binary Behavior DB © Version 1.000 Waiting
AVEng Active DB © Version 93.06819 Up to Date
AVEng Extended DB © Version $3.06829 Up to Date
AVEng Extreme DB © Version 93.06685 Up to Date
L AVEngAIDB © Version 2.13035 Up to Date )

d) FortiNDR Integration with File Server to Advance Analysis of files shares.
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- We need to create and connect the FortiNDR with the quarantine Folder. Where
FortiNDR will move suspicious files:

@ FortiNDR-VM-KVM = Q
@ Dashboard > Edit Quarantine Location
& Network Insights >
I @ Security Fabric v Status © Disable
Device Input Mount Type SMBv3.0 hd
Network Share Quarantine Name arenti o
Network Share Quarantine Server IP 10.20.0.100 2]
Fabric Connectors Share Path /Quarentine (2]
Enforcement Settings '] —— Administrator
Automation Framework Password sesssess Chance
Automation Log
Confirm Password ******** Change
€ Attack Scenario >
& Host Story ’ @ Keep Original File At Source Location
@ Virtual Security Analyst >
Description
{E Netflow > ? p

@ Dasnboard

»
B Network Insights >

Type 3 Share Path & Enabled 3 Status 3
‘ @ Security Fabric

Deviceipt Quarentine SMBVA0 10.200.100/Quarentine © Ensbled ]
' e
sctwork Share CQuarantine
ric C
Enfor cement Settings
J

- We need to connect the FortiNDR with the folder that we want to protect. We can
do this with the next configuration.
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& FortiNDR-VM-KVM

& Dashboard *  Edit Metwork Share
B Metwork insights »
&) Security Fabric v» | Status LAl © Disable
Dewice Input Maount Type SMEBw30 -
Metwork Share MNetwork Share Name  VWindowss [7]
Metweork Share Quarantine Server [P 10.20:0.100 (7]
R Share Path /Campartida (7]
e Username Administrater
Automation Framework
Pass—mm LR L L LN
Automation Log
Confirm Password pewmmsas
€ Attack Scenario >
& Host Story » Quarantine Confidence level equsal and above 80 % High
€ Virtual Security Analyst l'
# Metflow » D Enable Quarantine Password Protected Files
o Metwork ] Quarantine Lecation Quarentine -
& System b L Enable Quarantine of Critical Risk files
. & -
= User & Authentication * Quarantine Lecation  Quarentine -
>
@ Log&Report D Enable Quarantine of Suspicious - High Risk files
Quarantine Location | Quarentine -
P Enable Quarantine of Suspicious - Medium Risk files
P Enable Quarantine of Suspicious - Low Risk files
P Enable Quarantine of Others
B Enable copying or moving clean files to a sanitized location
{2 Enable Force Rescan
D Enable Scheduled Scan
Schedule Type Minutely =
Every (minute) 15 Minutes
A J
[+ crestenew| # @ Q scanow B
Name & Scan Scheduled & Type s Share Path Quarantine Enabled = Status &

WindowsServer Yes SMBV3.0 //10.20.0.100/Compartida No @ Enabled (]
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Lab02 Internal Suspicious Activities

LABORATORY 2: Internal Suspicious Activities:

In this lab, we will perform several activities like those an attacker would carry out on the
internal network. The goal is to generate traffic and detections by security solutions for later
use in the lab, either as a response from FortiSOAR or for analysis by FortiAnalyzer.

a) Internal Port Scan.

» We need to access in the “Attack” devices (Kali Linux or Debian) via “Display”.

» We should open “Metasploit” executing the next command in a terminal application:
"msfconsole"
’Q EmP O ] , O ® A O 2105

kali@kali: ~
Session Actions Edit View Help

Metasploit tip: Metasploit can be configured at startup, see msfconsole
—help to learn more

-=[ 2,572 exploits - 1,317 auxiliary - 1,683 payloads
[ 433 post - 49 encoders - 13 nops - 9 evasion

Metasploit Documentation: https: cs.metasploit.com/
The Metasploit Framework is a Rapid7 Open Source Project

nsf > [l

o Let’s go to use the Auxiliary modulo “Portscan” to execute a port scan to
“ClienteWindows" with IP 192.168.60.13.

» We need to configure the module with the next commands:
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e use auxiliary/scanner/portscan/tcp
e set RHOST 192.168.60.13

e set PORTS 1-1000

» set THREADS 10

For execute this modulo, we need to lunch the next command: "run"

kali@kali: ~
Session Actions Edit View Help
it

joosa=y

\F'leS‘;/St&“/_‘ s+ HIGH FFFFFFF

metasploit

- 1,317 auxiliary - 1,683 payloads

xploits
post - 49 encoders - 13 nops - 9 evasion

Metasploit Documentation: https://docs.metasploit.com/
The Metasploit Framework is a Rapid7 Open Source Project

lTrp-ursuw"’ f > use auxilia p

- f auxiliary( ) > set RHOSTS 192.168.60.13
\ f b "y ) > set PORTS 1-1000

msf auxiliary( ) > set THREADS 1@
THREADS = 10
msf auxiliary( ) > runfl

You can observe sniffed traffic similar to that shown in the following image.


https://latam.amerintlxperts.com/secops/images/Lab02-02.png
https://latam.amerintlxperts.com/secops/images/Lab02-02.png

e Your IP addressing must be associated with the 192.168.60.0/24 segment.

& O (ERIEETD) hitpsy//10.128.111.30:13001/log/view/traffic/sniffer 1

b) Network scan with Nmap.

In the “msfconsole” we can use “Nmap” to do a network scan executing the next command:
"db_nmap -sn 192.168.60.0/24"

[+1 fortinet@debiog: ~
st*Hamad*Immortals*arasan*MouseTrap*

*damn_sadboi*tadaaa*null2root*HowestCSP*fezfezf*LordVader*Fl@g_Hunt3rs*bluenet*P
@Ge2mE*

2,627 exploits - 1,326 auxiliary - 1,707 payloads
431 post - 49 encoders - 14 nops - 11 evasion

Metasploit Documentation: https://docs.metasploit.com/
The Metasploit Framework is a Rapld7 Open Source Project

nsf > db_nmap -sn 192.168.60.0/24

Nmap: Starting Nmap 7.80 ( https://nmap.orq ) at 20626-03-89 21:40 CET
Nmap: Nmap scan report for 192.168.60.1

Nmap: Host 1s up (0.018s latency).

Nmap: MAC Address: ©2:09:0F:00:01:02 (Unknown)

Nmap: Nmap scan report for 192.168.60.101

Nmap: Host is up.

Nmap: Nmap done: 256 IP addresses (2 hosts up) scanned in 27.99 seconds

>

If you has issues with database connet, try the next: - sudo msfdb delete - sudo msfdb init -
sudo msfconsole
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c) Vulnerability Analysis with Metasploit.

Let's perform a scan with db_nmap (the most common method). Metasploit allows you to
use Nmap directly to detect services and versions. By using the db_ prefix, the results are
saved to the internal database, allowing you to query potential vulnerabilities later.

e The command that we need to use is: "db_nmap -sV -O --script vuln 192.168.60.13"
« sV: Detects service versions.
o -0O: Attempts to identify the operating system.
e --script vuln: Runs specific Nmap scripts to scan for known vulnerabilities.

« We need to execute this command in root privileges.

[+ fortinet@debioo: ~

nsf > db_nmap -sV -0 --script vuln 192.168.60.13
Nmap: Starting Nmap 7.80 ( https://nmap.org ) at 2026-03-09 21:43 CET

Nmap: Note: Host seems down. If it is really up, but blocking our ping probe
s, try -Pn

Nmap: Nmap done: 1 IP address (@ hosts up) scanned in 11.82 seconds
mnsf >

« We can execute this command to evaluate the file server with IP 10.20.0.100: "db_nmap -
sV -0 --script vuln 10.20.0.100".

d) Execute a nmap with Linux
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Exit from Metasploit and in a CMD in linux we can execute a nmap to file server.
" Activities (=) Terminal avril5 17:49

$s " fortinet@debioo: ~

ffeo::0 ip6-allrouters ip6-mcastprefix
S nmap 10.20.0.100

Starting Nmap 7.80 ( https://nmap.org ) at 2026-04-05 17:46 CEST

Nmap scan report for 10.20.0.100

Host is up (0.018s latency).

Not shown: 986 filtered ports

PORT STATE SERVICE

21/tcp open ftp

25/tcp open smtp

80/tcp open http

110/tcp open pop3

113/tcp closed ident

135/tcp open msrpc

139/tcp open netbios-ssn

143 /tcp open imap

443 /tcp open https

445 /tcp open microsoft-ds

2000/tcp open cisco-sccp

3389/tcp open ms-wbt-server

5060/tcp open sip

8010 /tcp open Xmpp

Nmap done: 1 IP addiess (1 host up) scanned in 4.33 seconds
S
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Lab03 Analysis of Anomalies Supported by
FortiAl

LABORATORY 3: Investigation of anomalies Supported by FortiAl.

We will use FortiAl from FortiAnalyzer to generate forensic investigations, demonstrating
how easy it is to conduct these investigations with the support of FortiAl.

a) Let’s do an investigation supported by FortiAl about suspicious traffic.

We are going to the FortiAnalyzer (Via HTTPS) and do click in FortiAl, let’s do ask for
suspicious network traffic.

Q & == 10128.11130:13004/uiffaz_dashboard B sow Y @sgnn @ P =
= » @ 01 o @
Toggh: Widget v Fortifl 2 e L x
£ System Information & ¥ 3 =~  Licenselnformation & ¥ I =v  Syster Hi, how ean | help you?

FAZ-Xperts B QVMSLicense W 4 & =
FAZVMSTM26001259 - ; w :::‘Lh!e today network traffic and tell me if you see something N
FAZVMEL VM O Registered
Standalone [FortiCloud Account: . Getting log statistics... @
Sat Feb 28 1601:16 2026 [ lahnc@fartinet.com)
05 Fortia © Licensed
V. v7.6,4 build3579 (Feature) &, Avera
Last BackupsNAA B 5 FortiTIF Mot Licensed L Mo::
admin /1 in total i) r.. € Licensed (Expires
1 Az 7 houire 48 minasbas 36 2027-02-14) v
Log Receive Monitor 2 % o o=~ Alert |
Average Rate {0 Logs/Sec) Time 3
Feb 20
Feb 20
Feb 2!
Feb 2!
Feb 2!
J
» We should review the information that FortiAl give us, and we ask to review deep dive.
1 Y
Please review the log traffic network in deep dive and tell me if find something suspicious|
X 4
\__Monthlv tokens remainine 97% e ———— 92/1024 )
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FortiAl

2 0 & x|

This confirms that someone is executing a port scanning or reconnaissance activity, but the
FortiAnalyzer system has successfully blocked these attempts.

Recommendation:
* Continue monitoring this source IP and any similar activities.
* Consider blocking the IP at firewall or access control levels if this activity persists.
* Review related firewall policies and tighten rules if necessary to prevent further
reconnaissance.

If you want, | can help create an incident or perform further investigation on this source IP.

please review the IP 192.168.60.20 as a source

The review of source IP 192.168.60.20 for today shows the following:

Threat Type  Threat Name Log Count  Sessions  Blocked Sessions  Threat Score  Metwork S

- - 25612 25512 0 5555 10MB
- - 545 545 0 685 16.7 KB
Intrusion Port.Scanning 108 0 0 540 -

* Majority of logs from this IP show normal sessions without threats detected.
* However, there are 108 logs related to “Port.Scanning” intrusion attempts.
* Mone of these scanning sessions were blocked.

Professional Cybersecurity Concern:

The IP 192.168.60.20 is actively performing port scanning, which could be an attempt to find
vulnerabilities and weaknesses in the network. The lack of blocking indicates potential gaps in
intrusion prevention or firewall configurations.

Recommended Mitigations:
* Investigate why these port scanning sessions were not blocked and adjust intrusion
prevention or firewall policies accordingly.
* Consider blocking or rate limiting this IP to prevent further reconnaissance.

+ Maonitor this IP closely for escalation to more serious attacks.
+ Conduct
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prevention or firewall policies accordingly.

+ Consider blocking or rate limiting this IP to prevent further reconnaissance.
+ Monitor this IP closely for escalation to more serious attacks.
» Conduct

#  please investigate why these port scanning were not blocked for the FortiGate? A

't
o The investigation into why the port scanning from source IP 192.168.60.20 was not blocked
reveals the following:

Findings:

+ All port scanning events from this IP were detected but only logged with “detected” action,
not “blocked.”

» The events targeted multiple TCP ports, including low-numbered ports and legacy services
like FINGER (TCP/79).

# The scanning was high frequency and targeted multiple destination |Ps within the same
subnet.

+ All events have low severity and no critical or high-severity alarms were triggered.

# The device is reliably detecting the scans but not configured to block or deny these specific
reconnaissance attempts.

Concemns:

+ The persistence and volume of scanning poses a reconnaissance threat.

* The lack of blocking indicates that current intrusion prevention policies may need adjustment
or enhancement.

Recommendations:

1. Configure the FortiGate intrusion prevention system to actively block or limit traffic from this
suspicious IP.

. Implement firewall rules to block or rate-limit connections from 192.168.60.20.

. Harden and review exposed services, especially legacy or unnecessary ports like FINGER.

. Enhance alerting thresholds to escalate repeated scanning activity with higher severity.

. Conduct threat reputation checks on this IP and consider proactive blocking or quarantine.

B L kS

These steps will help reduce reconnaissance exposure and improve network protection from
potential future attacks.

If you need. | can assist with further configurations or incident creation on this matter.

« FortiAl suggest analyzing internal endpoint (The IP could be different for others lab), we
can say yes. The result is:
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FortiAl
0 Review of the IP 192.168.1.101 shows:

+ The security reputation check returned no data, which means
no clear threat intel on this IP in the current reputation
system,

+ MNetwork traffic from this IP today targeted multiple
destination IPs internally and externally.

Top destination IPs accessed from 192.168.1.101 include:

Destination [P Log Count  Sessions  Blocked Sessions  Mei

192.168.1.30 2004 2002 0 58
{internal?)

88.88 316 283 0 23.
224.0.0.251 40 20 0 3.9

Several others  Various Warious 0 Sy
with fewer

connections

but consistent

activity

Concerns:

+ This source IP is involved in many connection attempts to
varied destinations, mostly without blockage.

+ The predominance of session counts to an internal-looking IP
192.168.1.30 suggests possible internal reconnaissance or
lateral movement attempts.

» Lack of blocked sessions from this IP indicates possible gaps
in prevention or policy configuration.

Recommendations:

« Immediately block or quarantine the source IP 192.168.1.101
to halt ongoing suspicious activity,

+ Conduct endpoint investigation on internal server at
192.168.1.30 for signs of compromise or intrusion.

* Review firewall and IPS rules to ensure this behavior is
monitored and mitigated.

+ Consider enabling stricter access policies and anomaly
detection around these endpoints.

If you want, | can help you create a security incident report or
proceed to quarantine the suspicious IP.
< I >
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We can ask for more details!!

~

please tell me more info about this devices, what kind of devices is, where is connected?

X 4

We can ask for put this suspicious device in quarantine in the FortiGate:

FortiAl 2 0o & x

you can put this IP in FortiGate's quarentine? A

The attempt to quarantine IP 192.168.60.20 in FortiGate failed because this IP is not recognized
as an internal endpoint in the system.

Quarantine actions typically apply to internal or managed endpoints. Since this IP appears
external, quarantine will need to be done via firewall policies or IP blocking rules directly on the
FortiGate device.

Recommended action:
» Manually create a firewall policy or IP deny rule on the FortiGate to block traffic from
192.168.60.20.

» |f you want, | can guide you on how to do this or help generate the required configuration
commands.
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» You can ask to FortAl to guide you as quarentine this IP:

-
FortiAl

such as 192.1468.60.20 on FortiGate, you can create a
high-level guide using the FortiGate CLI or GUI:

c from a specific IP add

firewall policy or an IP deny rule. Here's

Using FortiGate CLI to create an IP deny policy

1. Access the FortiGate CLI via 55H or console,
2. Enter the following commands to create an |IPv4 firewall address and policy:

config firewall address

config firewall policy
edit <new_policy id>
name "
srcintf
t dstintf
srcaddr
dstaddr "

needed
needed

tet source interface as

t destination interface :

service "/

logtraffic monitoring

: logging for

3. Replace ith the next available policy |ID

4. Adjust interfaces B stisd) to match your network setup.

Using FortiGate GUI

g into the FortiGate web GUL

2. Go to Policy & Objects > Addresses and create a new
* Mame: Block_192.168.60.20
* Type: IP/Metmask

Subnet/IP Range: 192.168.60.20/32

3. Go to Policy & Objects > IPv4 Policy and create a new policy
* Name: Block_IP_192.168.60.20
* |Incoming Interface: your source interface (e g., VWAN)

g Interface: your destination interface (e.g.. LAN)

: select the newlv created address

=3
L

yes please guide me

- I
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» We need some configurations to do this, if we do not have this, FortiAl can help us:

~

b The guarantine action could not be performed because there is
no endpoint management connector available for these devices
in the system.

You may need to manually quarantine these IPs on your
FortiGate firewall or via your endpoint management system.

If you need, | can guide you on how to create firewall quarantine
rules or recommend steps to isolate these devices effectively.
Would you like assistance with that?

please help me with the configuration with the FOrtiGate for put this ip in quarentineg]
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To quarantine or block specific IP addresses on FortiGate firewall,
you typically create a firewall policy or address object to block or
restrict traffic from/to those IPs.

Here is a high-level CLI example to block IP 192.168.1.101 and
192.168.1.30 on FortiGate:

# Configure IP address objects for quarantine
config firewall address
edit "quarantine-198-182-19-
set subnet 192.168.1.181 255
next
edit "quarantine-198-182-19-119"

# Create firewall policy to deny traffic from these addresses (

name “"block suspicious ips”
srcintf "any”
c dstintf "any”
- srcaddr "quarantine-198-182-19-189" "guarantine-19{
action deny
¢ schedule "always”
t service "ALL"
logtraffic all

« We can ask for more help.

s N

What integration between FortiAnalyzer and FortiGate do | need to do for you FortiAl can do
this quarantine?|

X 4
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» For these automations you can use "Automations Stich". If you have time, you can do it!!

' N
» L

O To enable FortiAl to automatically quarantine devices via
FortiAnalyzer and FortiGate integration, the following is required:

Integration Requirements:

+ FortiGate device must be authorized and connected to
FortiAnalyzer, sending logs and events for analysis.

= Lise FortiAnalyzers FortiOS connector (FortiGate connector)
configured under Security Fabric or Device Manager to
enable automated actions.

* Automation rules on FortiGate: Create automation rules on
FortiGate with incoming webhook triggers to allow
Fortifinalyzer to send quarantine commands.

» Fortidnalyzer needs administrative access to FortiGate
devices for sending commands such as endpoint quarantine
or IP blocking.

= Devices targeted for quarantine must be managed or
monitored endpoints via FortiClient EMS where possible, aor
network |Ps managed by FortiGate policies.

Summary Steps:

1. Add and authorize FortiGate to FortiAnalyzer (via serial
number or pre-shared key).

2. Enable FortiQs connector and configure Fabric Connector on
FortiGate pointing to FortiAnalyzer.

3. Configure automation rules on FortiGate for quarantine
actions triggered by FortifAnalyzer.

4. Have endpoint management integration (EM3) for endpoint
quarantine or use [P quarantine via firewall policies.

5. FortiAnalyzer uses these integrations to execute quarantine
commands automatically based on detected threats.

This setup allows FortiAl in FortiAnalyzer to analyze threats and
respond by quarantining infected or suspicious devices
effectively.

For full details, you can refer to Fortinet Administration Guides
on FortifAnalyzer and FortiGate integration configuration.

If you want, | can help you with step-by-step instructions for
integrating yvour FortiGate with FortiAnalyzer for automation
quarantine.

\. J

« We can ask for a executive report in PDF format!!

-

no for now, please give me an executive report about what is happen with these IPs in pdf
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b) Let’s do a create an Automatic Response between FortiGate & FortiAnalyzer.

o First, in the FortiAnalyzer go to “Incident & Events —» Event Handler” and search for

"Default-Malicious-Code-Detection-By-Threat".

AT ) °a}mln-

WONTEURTSEl  Dala Selectors | Matification Profiles
Create New | | [ Edit W Clone || § More v Search @ .
® | St.# Names Rules $ Events 3 | Origin % Data Selector Noﬁhcn
& Detault-Firewall-Service-Deachivated-After-Authenbication-Fa... " " . a &
1Al able F Il for M T 5 F " ™
O |9 | sirthentication taled for may times followed by frewall sarvice .. | VALEMAX ta Disable Firewall for Many Times FOLLOWE (Builtin
Rule- 1 Intrusion detecred: (Default By_Endpoint Intrusion. 5
ault-Malicious-Code-Detection- By- ’ Rule-2 Intrusion blocked: (Default,By_Endpoint, Intrusion Sis
o e B Default-Malicious-Code-Detection-By-Endpoint B Detault Intrust
Default event handler to detect attacks and malicious codes i ... Rule-3 Internal intrusion detected: {Default,By_Endpoint Int -
Rule-4 Internal intrusion blocked: (Default,By_Endpeint.intn
Rule-1 Intrusion detected group by endpoint: (Default By _T
- Rule-2 Intrusion blocked group by endpaint: (Default By_Th
vent Monit B8 Default-Malicious-Code-Detection- By-Threat N ;
Suers Hanclary @ Deault event handler to detect attacks and maliclous codes in ne.,. Rule-3 Intrusion detected group by dstendpoint: (Default 8, 30 Ll S
. . Rule-4 Intrusion blocked group by dstendpaint: (Default, By,
Rule-1 Malware internal uoload detected: (Default Mahvare
B oo ! D — Rule-2 Malware internal download detected: (Default. Malw
ault-Malicious-File-Detection- By-Endpoint . ™ Builti "l
O © | Deault event handler to detect malicious il in network traffic Rule:3 Mafware internal usload blocked: (Default Malware.l 1 ®Builtin Defaut Malict.
Rule-4 Malware internal download blocked: [Default Mabwa
o
noa_ s WS Sy Sy T —ry .Y J

o Select the handler "Default-Malicious-Code-Detection-By-Threat"” and click in “Clone”.

» We can put the name “Xpert2026-Malicious-Code-Detection-By-Threat” (Without
blanks), activate the toggle "Automation Stitch” (That we can integrated with FortiGate).

e In "Data Selector" select "IPS Logs Automation Stitch Handler" and click in "OK".

Edit Basic Event Handler 3
Status [ &)
Mame * Xperi2026_Default-Malicious-Code-Detection-By-Threat
Description Default event handler to detect attacks and malicious codes in network traffic grouped by threat
&
94/1024
MITRE Tech ID Click to select
Data Selector 1PS Logs Automation Stitch Hardler % v
Automation Stitch L o]
Automatically Create e J
Incident
Fules
O Intrusion detected group by endpoint = E o>
O Intrusion blocked group by endpaint )
O Intrusion detected group by dstendpoint & |
€ Intrusion blecked group by dstendpaint I O -
) Incaming Intrusion detected group by endpaint G
& Incoming Intrusion biacked group by endpaint =B oW
e —— OK Cancel )

e In the FortiAnalyzer please make sure in "Device Manager" the FortiGate has the correct
credentials:


https://latam.amerintlxperts.com/secops/images/Lab03-14.png
https://latam.amerintlxperts.com/secops/images/Lab03-14.png
https://latam.amerintlxperts.com/secops/images/Lab03-15.png
https://latam.amerintlxperts.com/secops/images/Lab03-15.png

e

At e

HA

Hb Custer

Gaopraphic Coordinate

s Acoesa o FortiGate RE

sTanm

FOTERPERTS

2 [Ea]

s FertitoshenREST AN ©

SnemMap

c) Let's go to the FortiGate to create the “Automation Stitch".

« Ingress to the FortiGate via HTTPS and go to “Security Fabric — Automation” and click

in “Create new".

Edi

) Security Fabric

Autormation

t Automation Stitch

Mame IPBAMSuspiclosActivity
Status @ Enabie - Jeit
FortiGatel(s) . Al FortiGates x
Actionexeqution () [BElLiitl Parallel
Description P
Stitch
(B Trigger
PortSeanHandler Trigger
Action *
IPBan

o Put the name “IPBANSuspiciosActivity” and select "“Add Trigger” and click in “Create".

Select Entries

Q Search l
Anamaby Logs (1)

@ Anomaly Logs

A 5 IPS DB Update (1)

B AV&IPS DB update
Corrgromised Hot (1)

A Compromised Host r'd
Conhpartion Crargs 4]

Il Confrguration Change

Conserve Made (1]

# Conserve Mode

Fortideabzer Bt Handber (1)

% PortSeanHandler Trigger

FortiOS Event Log ()

¥ Admin Login

W Auto Firrmware upgrade

I8 FortiAnalyzer Connection Down

B8 Network Down

B Super Admin Creation

» Select “FortiAnalyzer Event Handler” put the name “SuspiciosActivityTrigger”.

 Inthe field "Event handler name" select “Xperts2026-Risky-Destination-Detection-By-

Threat”, click in "OK".
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Stitch EditAwte Edit Automation Trigger

E FortiAnalyzer Event Handler A specified Fortifinalyzer event handler was triggered. [
N

[E] % Compromisad Host @ Status | pMame Suspich T

FortiG | Description e

= [ @ FortiAnalyzer Event Ha Action | FortlAnalyzer Event Handler

€ Security Fabri
! Secury Fabwk: B O IPRANSuspiciosActivity Deserif | Eventhandlername | Xpert2026-Malicious-Code-Detection-By-Threat

& Edit | [ Delet Eventseverity D Critical -
Stitch

Ewent tag s

J
Select "SuspiciosActivityTrigger” and click in "Apply".
Create New Automation Stitch
Select Entries x
Name IPBANSuspiciosActivity {QF ch ] + Create
Status [DELI © Disable Anomaly Logs (1
An ly L
ithe FortiGate(s) =5 All FortiGates x © Anomaly Logs &

AV &IPS DB Update (1)

ntroller

£ AV &1PS DB update

Action execution (D JEeUUEN Parallel Compromised He

A Compromised Host

Description # (/25! Configuration Change (1)
Configuration Change
Stitch Conserve Mode (1)

% Conserve Mode

Trigger nt Handler (2)

SuspiciosActivityTrigger

SuspiciosActivity Trigger
(9 Test_FAZ_EH
Fartios Event Lo
o Add Action B Admin Login
& Auto Firmware upgrade

(5)

_enter

K& FortiAnalyzer Connection Down
& Network Down

& Super Admin Creation

HA Failover (1)

o HA Failover

High CPU (1)

£ High CPU

Apply Cancel
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o Click in "Add Action”, select “IP Ban", click in "Apply" and click in “OK".

Trigger Action

Stitch

| + Createnew | | @ O Search

() Eamaiis: B Firmmware upgrade notification
B
B Super Admin Creation Notification
[E] 4 HAFaiover €

Automation

Create New Automation Stitch

Select Entries. ®
Marne QuarentinePortSean C Search + Create
Stotus 0 ot

* Access Layer Quarantine
FortiGate(s) B All FortiGates x

Action execution (L

Description

Stitch

Add Action

Parallel

»_ LI Script - System Status

B8 Email Notification

/255

ortlExplorer Notification

@ FortiNAC Quarantine

ackup Config Disk
Reboot FortiGate #
@ Shutdown FortiGate

@

an IPS profile "All Default Pass":

Please validate that the Policy that allow traffic between

"Attack" and "File Server" has

« G 6

https://rantan-secops-latam.fortidemo.fortinet.com: 13

B Poliey

Firewall Palicy

T insert = | ) Disable
[£] 6 usersv (por

[ usersvm

[E] 1 usersv ipor

[ v

o]

Edit Policy

Source & Destination | Showlogc

Destination

B Delete

Security posturetag OB

Destination all x

Service @A x
~ Mere

FirewallMNetwork Optiors

Inspaction mode () Froxy-based

AT L]

1P posl configueation

Protocol aptions

Security Profiles
AntiVieus

Web filter

DS filtar
Application control
3

File fiter

SSLinspection A

Legping Options

Log allowed trathe (D)

Comements

Source port transiation

eB e e e

Enable this policy ©

Use Outgoing Interface Address BB SUEL Lot

I detauit -
B 21 detsuit pass -
BN ro-inspaction -

01023
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Execute the next command in the

Ingress to “Attack” device via “Display” and let's do a “NetworkScan".

+1 fortinet@debioo: ~

Q =

Nmap: Raw packets sent: 3509 (146.236KB) | Rcvd: 2008 (84.308KB)

" > db_nmap -sS5 -v 10.260.0.160

Nmap: 'You requested a scan type which requires root privileges.’

Running Nmap with sudo

Nmap: Starting Nmap 7.80 ( https://nmap.org ) at 2026-063-10 04:18 CET

Nmap: Initiating Ping Scan at ©04:18
Nmap: Scanning 10.20.0.100 [4 ports]

Nmap: Completed Ping Scan at 04:18, 0.02s elapsed (1 total hosts)
Nmap: Initiating Parallel DNS resolution of 1 host. at 04:18
Nmap: Completed Parallel DNS resolution of 1 host. at 04:18, 0.01s elapsed

Nmap: Initiating SYN Stealth Scan at 04:18

Nmap: Scanning 10.20.0.100 [1600 ports]

Nmap: Discovered open port 110/tcp on 10.206.0.100
Nmap: Discovered open port 53/tcp on 10.20.0.100
Nmap: Discovered open port 21/tcp on 10.20.6.100
Nmap: Discovered open port 86/tcp on 16.20.6.100
Nmap: Discovered open port 143/tcp on 10.20.0.100
Nmap: Discovered open port 445/tcp on 10.20.0.100
Nmap: Discovered open port 3389/tcp on 10.20.0.100
Nmap: Discovered open port 25/tcp on 10.20.0.100
Nmap: Discovered open port 443/tcp on 10.20.0.100
Nmap: Discovered open port 139/tcp on 10.20.0.160

msf > nmap 10.20.0.100
exec: nmap 10.20.0.100

"Attack" device "nmap 10.20.0.100":

Starting Nmap 7.95 ( https://nmap.org ) at 2026-04-04 00:50 CEST

Nmap scan report for 10.20.0.100
Host is up (0.020s latency).

Not shown: 986 filtered tcp ports (no-response)
PORT STATE SERVICE

21/tcp open ftp

25/tcp open smtp

80/tcp open http

110/tcp open pop3

113/tcp closed ident

135/tcp open mSrpc

139/tcp open netbios-ssn
143/tcp open imap

443 /tcp open https

445/tcp open microsoft-ds
2000/tcp open cisco-sccp
3389/tcp open ms-wbt-server
5060/tcp open sip

8010/tcp open Xmpp

Nmap done: 1 IP address (1 host up) scanned in 8.05 seconds
msf >
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« We can see “Events” triggers in the FortiAnalyzer.

Rules 3
Wik~ Fiagh Vishume: of Failed AUShentications b Sume Nor-Exssting User: [Detault 2
L]

Fuke-1 Intrusion detected group by endpoint: (intrusion Signature Attackes) directior
Fule-2 Intrusion blocked group by endpoint: (Intrusion Signature Attacker] directions

Origin 3

- B pert2024-Malicious-Code- Detection-By-Threat " "

O @ | peta0at-Maikious Code Dot by B Theat o P2 ntrusion detected group by dstendpoint Inrusion Signatur Mictim) directio S Custom  Default Intrusion Selector For Malkcious Code Detection || 2
Rule-4 Intrusion it rsusion S e dires o
(=]

Fule-1 User Failed to Legin Multiple T
Rule-2 ESX Server Health: Warming: ([

: (Detault Viiware vCentervSphere Login,
Mhveare vCenter.vSphere DoS Virtualiz, (3 Built-in

o @ B VMeare System Events

" Rube-3 ESX Server Health: Critscal: (Default.Viviware vCeritervSphere, DoS Virtualizs
J
» Now, we can go to FortiGate to review the automatic response:
( AT TMZ AN = Q O« (@ admin «
ll Quarantine & (8 FGVMSLTM260054688 =
Category Source Device
o ® Banned 1P [:] ® Aaministrative @ ® 02050000 @
+ Create new = elete [ Remove All | [@ O, earch ‘ Q
Dietails ¥ Device 3 Source ¥ Expires ¥ Description ¥
[E] Banned 1P @
a 1921681101 (=) 02-09:0£:00:05:01 Administrative MNever

« If you do not see "Quarantine" add in "Dashboard" a widget that show this information.

 If you stich does not work, reboot the FortiAnalyzer. This is a issue identify in "Fabric
Studio".
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Lab04 Advance Anomaly Detection with

FortiNDR

LABORATORY 4: Advance Anomaly Detection with FortiNDR:

a) Initial setup of FortiNDR

e Login in the FortiNDR via HTTPS, and review the next information:

(e FortiNDRXper t2026

B Dashboard ¥ | dehdd Widget | | ("Reset to Default
Oetat

Mahware Overview Device Statist ldsy = o = 1 day o =
0
Systedn Status. - &
Device Type Sesslon Analyzed
- 0
8 Netuwork Insights ’ Anomalies In 0 Sessions
@ Security Fabric » 0
¥ Vir 1] ity Analyst » -

& Virtual Security Analys ficksh o et a

Netflow » Active
¢ High Risk. 0Q,
e Network H

Medium Risk 0q,
£ System H
Low Risk od
& User & Authentication »
@ Log&Report >
@ O =
Mo Anormaly Detected

\

1day =

Filles Anabyzed

0% Flles Detected

Critical Risk Scenarios
High Risk Scenarios
Modium Risk Sconarios

Loww Risk Scenacion

=

o elo o

o O Device Statistic

4]

» Check the time zone (Should be GMT Greenwich). System - Settings —» System Time:
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© For R-VM-KVM Q
@ Dashboard »  System Settings
B network Insights »
@ Security Fabric > HostMame | FortiNDR-VM-KVM
€ Virtual Security Analyst »
Systemn Time
& Netflow »
& Network » Current Time Zone Time  2026/04/26 17:07:01
£ System o Time Zone {GMT)Greenwich Mean Time: Dublin,Edinburgh, Lisbon,London »
Administrators SetTime N1 Setting Time Manually
Admin Profiles Select Server Custom
Artifact Storage Sync Interval 1 Minutes (1-1440)
Firmware
SNMP Idle Timeout 45 Minutes
FortiGuard
Certificates System Appearance
™ .
a User & Authentication » LoginTheme | Neutrino .
M Log& Report >
\ J

o Check the license and Fortiguard updates: System — Fortiguard. Update if it necesary.

o Important: Netflow & OT Security Services is licensed separately.

@ Dashboard »  FortiGuard Distribution Network

B Network Insights >

@ Security Fabric > B License Information

@ Virtual Security Analyst ~ »

£ Netflow N Entitlement Status

& Network N FortiCare Support © Registered

8 System hd Firmware & General Updates @ Licenses - expires on 2027/02/13 © Firmware Upgrade
Administrators .
o NDR Service © Licenses - expires on 2027/02/13
Artifact Storage Netflow Service @ Licenses - expires on 2027/02/21
Firmware OT Security Service @ Licenses - expires on 2027/02/13
Settings FortiAnalyzer Cloud Service 0 Warning - License info not available & Purchase License
SNMP

B Virtual Machine @ Valid - expires on 2027/02/14 [ FortiNDR VM License

» Check the setup remote logging configuration to the FortiAnalyzer server:
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(@ FortiNDRXpert2026 = Q

@ Dashboard >  LogSettings
B Network Insights >
€/ Security Fabric > FortiAnalyzer/FortiSIEM settings
© Virtual Security Analyst b
& Netf R Send logs to FortiAnalyzer/FortiSIEM @ Disable
: Netflow
& Network N Type [ OFTPS (FortiAnalyzer only) v
& System N Log Server Address 10.20.0.4
8 User & Authentication > Port 514 (Default UDP: 514)
Log & Report v
M Log Syslog Server settings
Events
NDR Log Send logs to SyslogServer 1 @ Enable
Malware Log Type Syslog Protocol
Daily Feature Learned Log Server Address 0.0.0.0
Log Settings Port 514 (Default UDP: 514)
Email Alert Recipients
FortiAnalyzer Cloud settings

» Optionally, you can change the theme of the FortiNDR GUI, to do that you can connect to
FortiNDR via SSH and run the command:

config system admin
edit admin
set theme <theme_name>
end

» Where “"theme_name" must be replaced by one of the following options:

{Neutrino| Jade | Mariner | Graphite | Melongene | Onyx | Dark_Matter | Eclipse |
Cloud_App_Light | Cloud_App_Dark}

b) Check Fabric Integration
» We need to validate the connection between the FortiGate and FortiNDR is working (We
do this integration in Lab 1).

e Login in the FortiGate via HTTPS and go to "Security Fabric - Physical Topology”
section and move the mouse over the FortiNDR section, the status should be
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“"connected”.

~ @ waama X [E) FertGote - FETRERT26S

e 10128 11.30:

urity {abeic/topologyphysical

% ForDRKpen2S x

Oevice Trafic= &

Matrics. Bytes (Sent/Riceived] -

6 Security Fabac

Physical Topology

 Now, goto

FGTOE
Fabric

FortiNDRpert 2026

Arzs 26000645

anm

1
743
Buassss
© Cwiine
FOTXPERTIONS
FortiNDRXpert 2026

& View Certificate

"Security Profiles — AntiVirus" we are going to check the security AntiVirus

Profile created in Lab 1; FortiNDR-AV, please modify the profile in the next way.

+ Create '|s\'-'] © Q search

MName & Comments =

& Security Profies B defaut Scan files and block viruses.
Antivirus 2 FortinNDR-AV Support with FortiNDR
febFil O WM vin-default Default configuration for offloading WAFi traffic.
Edit AntiVirus Profile APT Protection Options
Content Disarm and Reconstruction @ @
Name [ FortiNDR-AV | Treat Windows executables
- . in email attachments as viruses (O
Comments Support with FortiNDR

21/255
AntiVirusscan ) O

Feature set Flowe-based

Inspected Protocols

HTTP @
T -
POP3
IMAP (B
ETP >
CIFS (s
MAPI @ O

SH@ O

Send files to FortiSandbox for inspection (O

Send files to FortiNDR for inspection @ @ @

O

Include mobile malware protection

Quarantine @

Virus Outbreak Prevention &

Use FortiGuard outbreak prevention database (O
»
>

Use 0-day malware stream scanning
Use external malware block list

Use EMS external feed
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» Click "Ok" and open the Fortigate CLI to run the following commands:

FGTXPERT2626 # config antivirus profile

FGTXPERT2026

FGTXPERT2026

FGTXPERT2626

FGTXPERT2026

FGTXPERT2026

FGTXPERT208626

FGTXPERT2026

(profile) # edit FortiNDR-AV

(FortiNDR-AV) # set

(FortiNDR-AV) # set

(FortiNDR-AV) # set

(FortiNDR-AV) # set

(FortiNDR-AV) # end
# Il

» We need to check this profile is assigned in a Firewall Policy.

fortindr-error-action block
fortindr-timeout-action block
av-virus-log enable

extended-1log enable

o Go to "Policy & Objects — Firewall Policy” — Edit “ConexionRedServidores” policy.

o We need to validate this configuration:
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Firewall/Network Options
Inspection mode Flow-based
NAT ©
IP pool configuration Use Dynamic IP Pool
source port translation Always Never
Protocol options B default -
Security Profiles
AntiVirus ?’ © [ FortiNDR-AV v
Meoreer © T ~
Video filter ® ]
DNS filter @ J
Q O
Application control O
IPS @ ]
File filter e
o, O O
SSLinspection “ certificate-inspection -

c) File share inspection for FortiNDR

In the Lab 1, we have integrated FortiNDR with a “Network Share”, now for test the file

FortiNDR File inspection we are going to copy a malware file to folder integrated with

FortiNDR and we hope the FortiNDR detects this malware and move it to Quarantine Folder.
o First make sure the "WindowsServer” Windows Defender is in state "Off".

« If Windows Defender is active, follow the next: execute gpedit.

» Next go "Administrative Templates — Windows Components — Windows Defender
Antivirus and "Turn off Windows Defender Antivirus — Enabled"
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8] windows Defender - a X

PC status: At risk

w Help

Update History Settings

Real-time protection is turned off. You should turn it on. Scan options:

® Quick
O Full

(O Custom

£ Real-time protection: Off
» Virus end spyware definitions:  Created 3587 days ago | Scan now

Turn on

» We need to validate the “Network Share" configuration looks similar to this.

e Access to FortiNDR an go to “Security Fabric || Network Share" and edit "Compartida":
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Status € Disable

Mount Type SMBv3.0 -
Metwork Share Name  Compartidz (7]

Server IP 10.20.0.100 ©

Share Path /Compartida (7]

Username Administrator

Password ssssssss

Confirm Password seenaaes

Quarantine Confidence level equal and above @ 80 % High

@D Enable Quarantine Password Protected Files

Quarantine Location Quarantine -
@D Enable Quarantine of Critical Risk files

Quarantine Location Quarantine 4
D Enable Quarantine of Suspicious - High Risk files

Quarantine Location Quarantine -
D Enable Quarantine of Suspicious - Medium Risk files

Quarantine Location Quarantine -
@ Enable Quarantine of Suspicious - Low Risk files

Quarantine Location Quarantine -
@D Enable Quarantine of Others

Quarantine Location Quarantine -

o Access to "WindowsServer" via “Display”, go to folder “TOOLS" in the desktop, unzip file
“MalwareSamples.7z" to unzip folder “MalwareSamples.7z" (The unzip key is RG1234).
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MalwareSamples

Share View

4 » TOOLS » MalwareSamples
a ed T ze
o Quick access
MahwareSamples.7z 4 PM File =
Il Desktop £
MalwareSamples_password
& Downloads
Documents

= Pictures
TOOLS

wwwroot
B This PC

¥ Network

Juarantine

1 » TOOLS » MalwareSamples

o Quick aca [Ez)
I Desktop
00-00:10 Total size 11200 KB

o Bapsed time
¥ Downles Ramuring tima Spead
Documel Files 0 Processed: 0

& Pictures Enter password X
TOOLS
Enter password
wwwrool RG12%4
ke
B This PC

Show password

¥ Network
cres

)

Firefox

Background Pause Cancel

e Go to folder "Netwalker" and copy the file with name "416556¢9f0........ " to the folder

“"Compartida™
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recycle Bin

MabwareSamples

4t MalwareSamples »

o Quick access
I Desktop
4 Downloads

| Documents

- = Pictures
Compartida “ Hame
Juarantine TOOLS € T
WWWIoot
o Quick access
B This PC
BB Deskicp
@ Network & Downloads

2| Documents

| Pictures
Compartida
TOOLS

wawwroot
I This PC

o Network

» Netwalker

41655608 Jae50e 1 3H32dT B0 Il cOITILZEITOTON5e 31...

=  Compartida

Share View

» Compartida

Marme

| 416556c5f085ae56e1 322 d7cBOHDIef 6T, .

e Go to FortiNDR in “Security Frabric - Network Share" and select "Compartida” and click

in “Scan Now".

» With this we forced an scan now but in the configuration we can scheduled scan at least

every 15 mins:

# | G Consoies Windowriesas X @ ronORDA x|+

]

e You can go in the FortiNDR to “Log & Report — Malware Log" and see the detection log:
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" FortinDRVMAM

o Detalls x
Q, Wiaw Dot Rlegeo
FlleType  FileSize s Dietietion Name Device Ty VDOM | Attacker kot Gana
PE THRAS KB R WIRGenknpt ELRDIy  Network Share 100000 Internal .
PE 28345 k8
DoC 27868
Doc 27.5KE
0r 8 .+
0L 21784
kL 10,200 100 Compartida/# 1655 6cH0BSaeSe 1 X 127 B
~ J

» Go to "WindowsServer” and you can see the file in “Compartida” folder has been
deleted but we have a signal of “QUARANTINED File".

« In "Quarantine” folder configured in FortiNDR has been copied the file:

» Compartids

o Quick access

416556c9M0850e56¢13132dTcBANDILfcB...  1/15/2026 537 AM QUARANTINED File
B Deskiop
4 Downlcads = | high_risk
2| Decurnents
Home Share View
=i [_re |
Compartida « 4+ » Quarsntine » 2 » high_rigk w k y-]
TOOLS
# Quick access
WWWToot 15
[ Desktop .
r -~ Lmeta
I This PC & Downloads
i Network ‘s Documents
&= Phctures
Compartida
TOOLS
wwwroot
B This PC
o Network
tem e selected e
J

d) Fabric Response between FortiNDR and FortiGate

Now that the integration between Fortigate and NDR is configured and working correctly
through the Security Fabric, we can go one step further and generate an automatic
response when detecting an attack in the NDR.

o Fortigate - Automation config: In this section, we will configure the necessary resources
within Fortigate to enable the automatic response from the NDR.

e Login to Fortigate via HTTPS and Go to “"System — Admin Profiles — Create New".
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o Create a new profile admin with the next configuration and Click "Ok" to save changes:

ipblocker_profile

Access Permissions

Access Control Permissions SetAll~

Security Fabric © MNone @ Read Wgl: Tl

FortiView m @ Read # Read/Write

User & Device ® None @ Read WAL

Firewall m @ Read # Read/Write & Custom

Log & Report m @ Read & Read/Write & Custom

MNetwork m @ Read & Read/Write & Custom

System © None © Read Wl T A & Custom

Security Profile m © Read | # Read/Write @ Custom

VPN @ Read & Read/Write

WAN Opt & Cache ©® Read # Read/Write

WiFi & Switch ® Read # Read/Write

e Goto "System - Administrators » Create New — REST API" Admin to configure a new
administrator:
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New REST API Admin

Username ipblocker_user n
Comments RestAPI user to quarantine IPs
from NDR
~39/255
Administrator profile ipblocker_profile v
PKI Group »

CORS Allow Origin O

Restrict login to trusted hosts

Trusted Hosts (O

» Click "Ok" and [SAVE] the API key code in your notepad for later use:

New APl key

New API key for ipblocker_user

This is the only place this key will be provided. Keep this information
(» secure. The bearer of this API key will be granted all access privileges
assigned to this account.

* Now you should see your new RestAPI user account:
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O

System

| + Create new

'| |° C :\bL'<1IL|'|

Name &

[=] System Administrator @

& admin

2 fortipam

[=] REST API Administrator @

Trusted Hosts &

Profile & Type s

‘
f
@

super_admin Local

super_admin Local

WiFi Controller
3 System
) Security Fabric

Physical Topology

Logical Topology

Security Rating

Automation

2 fortisoar 10.20.0.8/32 super_admin API Key
Administrators
—s 2, ipblocker_user ipblocker_profile API Key
» Go to “Security Fabric - Automation - Stich - click on “Create new"
FGTXPERT2026 = Q-~
Dashboard Stitch Trigger Action
P Netw
| Policy & Objects [ + Create new] [0 Q_Bearch
Security Profiles Name Status &
[Z] ¢ Compromised Host €
User & Authentication ompromised H antine Disabled

[5] O FortiAnalyzer Event Handler €

@ IPBANSuspiciosActivity

[=] &5 FortiOSEvent Log ©

BS Firmware upgrade notification
BS FortiAnalyzer C
BS Network Down

@ Enabled

@ Enabled

J

o Let’s go to create the next stitch “fortindr_ban" in "Add Trigger” click in “Create™:
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Create New Automation Stitch

Name fortindr_ban

Status m © Disable
FortiGate(s) (& Firewall_IT
Actionexecution (0 REEEVIEHIEIN Parallel
Description NDR Automation Stitch
Stitch

217255

o Add Trigger

Select Entries
Q Searct

© Anomaly Logs
& AV &IPS DB update
& Compromised Host
Configuration Change
Conserve Mode (1

# Conserve Mode
FortsO% Event Log (4

B Admin Login

B Auto Firmware upgrade

B FortiAnalyzer Connection Down

B Network Down

HA Failover (1
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Create New Automation Trigger

Qs

Security Fabric

Fabric Connector Event

& A specified Fabric Connector’s event has
occurred.

FortiAnalyzer Event Handler

A specified FortiAnalyzer event handler was
triggered. [

Miscellaneous

FortiOS Event Log
A specified FortiOS event log 1D has occurred.

Incoming Webhook
An incoming webhook has been triggered. @

Schedule

A scheduled monthly, weelkly, daily, hourly, or
once trigger.

o Let’s go to configure the parameters with the next information and click in “OK":
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& Incoming Webhook  An incoming webhook has been triggered.

Name fortindr_ipban

Description NDR Trigger
o 58 4 11/255

e Click "Ok", a dialog box with the explanation will appear. Click Ok; the newly created
webhook will appear; click over it and Select it and Click "Apply".

« Select in "Trigger” = “fortindr_ipban” and in "Add Action" = "IP Ban" and click in apply.

s N

Mame fartindr_ipban
Status [ F=EIE @ Disable
FortiGate(s) ‘= FGTXPERT2026 x

3

Actionexecution () RSzl Parallel

Description 4 o/o5s
Stitch
g Trigger
fortindr_ipban
(?'- Add delay
x

Action
IP Ban

x
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» Now, we are going to create another Stitch but to unband the IP directly from NDR So,
click on “Create New" under “Security Fabric - Automation — Stich".

Dashboard Stitch Irigger Action

Network

Create new ‘[O 2 |‘ arch

Policy & Objects

Security Profiles Name 5

VPN [5] ¢ Compromised Host €

User & Authentication

» Click on “Add Trigger”, then click on “Create” in the right pane, select “Incoming
Webhook" to configure new webhook.

Create N Create New Automation Trigger

[Quearch
Security Fabric

Fabric Connector Event
A specified Fabric Connector's event has
ooourred.

FortiAnalyzer Event Handler
A specified FortlAnatyzer event handler was
triggered. [

Miscellaneous

FortiOS Event Log
A specified FortiOs event log 1D has ooourred,

Incoming Webhook
Anincoming webhook has been triggered,

Schedule
A scheduled monthly, weelkdy, daily, hourty, or
once trigger,
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Incoming Webhook incoming webhook has been triggered.

Name fortindr_unban

Description NDR webhook to unban IP

' 23/255

To trigger an automation stitch using this trigger, make an application/
i json POST request to this URL with the data you want to pass on to the

automation action(s).

URL

APl admin key ()

Sample cURL request

@

@

e Click on "OK", then click in “OK", last click on "Apply" selecting “fortindr_unban".

"Create™:

Let's do “"Add Action"” to this Automation Stitch. Click in "Add Action” then click in

Stivch Trigger Action

|- + Create new | | @ O, Search
L J

Select Entries x
Mame & Mame fortindr_uniban Q Search  Create
[E] % Compromised Hast € Status m 0 Disable Acoess Layer Quarantine (1
— = Astess Layer Quaranting
FortiGate(s) 5. Al FortiGates x I
3... CLI Script - Systom Status
[E] @ FortiAnatyzer Event Handier @) Action execution (1 Parallel Email {1
& Security Fabri B Emadl Motification
At i Description N Fortichiens Cuarantine 1
01255
] B5 FortiOS Event Log &
Stitch
B Firmware upgrade notification !
=] Trigger ° el
E fortindr_unban © FortNAC Quarantine
B P Ban (1
2 IPBan
B Super Admin Creation Notification R
[E] 4 HAFadover @) Add Action % Backup Config Disk
2 Reboot FortiGate
1 Shutdown FortiGate
] & Incoming Webhaok @
/

Create New Automation Stitch

o Select "CLI Script™:
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General

CLI Script
> — Execute a CLI script. [4

Webhook

& Send an HTTP request using a REST callback.
K6

» Complete with the following information this action.

Edit Automation Action
CLISeript  Execute a CLI seript. [
MName unban
Minimum interval & 0 second(s) =
Description Script tounban IP addresses
- 28255
CLI Script
Script diagnose user banned-ip delete src4

%%log.srcip%h

# 4971023
© Upload | >_ RecordinCLI console

Administrator profile @ ipblocker_profile -
Execute on Security Fabric O @D

» Click "Ok", click over "fortindr_unband” and “Apply" and check data:
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-

Create New Automation Stitch

Name fortindr_unban
Status © Disable
FortiGate(s) 55, All FortiGates »
Action execution & Parallel
Description

P # 255
Stitch

ﬁ Trigger
fortindr_unban
N Action "
— unban

» Click "Ok" to save the Stich configuration.
o Refresh the screen, and you should see both incoming webhooks.

o Ensure the result matches the screenshot:
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Stitch  Trigger  Action

e | | @ CL Search

N 3 Status S Trigger = Actions 3 FortiGate(s] 2

[E] ¥ Compromised Host @

[E] @ FortiAnabyzer Event Handler
) Security Fabric N o ARy - -
3 IPBANSuspiciosActivity © Enabled @ SuspiciosActivity Trigger © IPBan B Al FortiGates
[E] B FortiOs Event Log &
B Super Adein Creation Natifcation © Ensbled B Super Adwin Creation B3 Ernail Matification B Al FortiGates
B
B AutoFirmware upgrade 2 Email Notihication B Al FortiGates

[E] & incoming Webhook )

o fortinde_unbarn O Ensbled & fortindr_urban i unban B Al FortiGates

o fertingr_ipshan © Ersbled I fortingr_bam ) IP Ban B Al FortiGates

e) FortiNDR Automation Configuration.

Now that we have configured everything necessary in Fortigate, we will configure the
FortiNDR side to establish a remote connection requesting the blocking of an IP once the
trigger is obtained.

e Login to FortiNDR via HTTPS and go to “Security Fabric - Enforment” Settings.

o Click on "Create New" to create the new enforcement.

& FortiNDR-VM-KVM

B Network Insights »

@) Security Fabric v Profile Name = Risk Level = Confidence Level =
Device Input O default Critical 70
Network Share
Network Share Quarantine

Fabric Connectors

Enforcement Settings

Automation Framework
Automation Log

€ Attack Scenario >
-

o Complete the following information and click "Ok™":
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e FortiNDRVM-KVM = Q

@ Dashboard »
General Settings
B Network Insights
€) Security Fabric v Profile Name  malware_medium

Device Input

Network Share RN oy

Network Share Quarantine Event Category Malware Detection

Fabric Connectors NDR: Botnet Detection
NDR: Encryption Attack Detection
NDR: Network Attack Detection

Enforcement Settings

Automation Framework
NDR: Indication of Compromise Detection

Automation Log
NDR: Weak Cipher and Vulnerable Protocol Detection
& Attack Scenario » ) _
NDR: Machine Learning Detection
& Host Story ¥ , .
& Malware Risk Lewe| Medium -
) Virtual Security Analyst » . .
& Netflow > Malware Confidence Level B0 m High
MNetwork » - -
* ¥ Additional Settings
g System ¥
- User & Authentication > Allow List *
@ Log & Report »

« Now, go to “Security Fabric - Automation Framework”, click “create new" and complete

with the following information:
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@ FortiNDR-VIM-KVM

@ Dashboard »  Automation Framework
MNetwork Insights >
a g Profile Name
i Security Fabric hd
Enzble ©
Cloud Storage
) Enforcement Profile = malware_medium x
Device Input
+
Fabric Connectors . - E
Action FortiGate Quarantine -
Metwork Share
Metwork Share Quarantine Manage FortiGate Settings
Automation Log
Source Sniffer
APl Key ssssssas
Enforcement Settings Change
€} Virtual Security Analyst »| P 10.20.0.254
£ Netflow » Port 443
& Network 3> VDOM roat
& System * | webhook Mame for Execution | fortindr_ipban
- .
& User &Authentication * | Webhook Name for Undo fortindr_unban
»
3 Log & Report Test Current Configuration
( [ o< )

» Test this configuration. Go to “Security Fabric - Automation Framework”, select the
newly created profile, click edit, and then "“test the current configuration™.

Frr eeennrre Change

I Test Current Confguration I

« Now, login to Fortigate via HTPPS and go to “Security Fabric - Automation — Stitch”.

o Type “ndr” in the search bar and ensure the result matches the screenshot, in particular,

"Trigger Count” > 1 for both entries.

] & incoming Webhook @

s fortindr_unban 1@ Enabled o fortindr_unban

A Edit | EDelete ([0 Clone | P Test Automation Stiteh | [ Set Status -

i fertinge_pban © Enabled o fortingr_ban BR All FortiGates

f) Malware Inline Blocking with FortiNDR.

6 T 19 Et0nds 550
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Fortigate inline blocking was proposed to support very fast integration and veredict retrieval

from FortiNDR which can scan the file in sub-seconds.

» First, we need to validate the AV Profile Configuration. Log in to FortiGate via HTTPS and
go to "Security Profiles — Antivirus”, select "FortiNDR-AV" and edit:

GTXPERT

(@) Dashboard >
_ + Createnew | @ Q_ Search
ot )

B Name &

& Security Profiles B default 3
AntiVirus @ I FortiNDR-AV si
Web Filter )

& Edit (O Clone | [ij Delete - More
Video Filter
B viifi-default D
S/

o Change the option “Send files to FortiNDR for inspection” from “Monitor"” to “Block” and
click "Ok" to save the changes in the security profile.
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-

Mame FortiNDR-AV

Comments Support with FortiNDR

AntiVirusscan (@O CP

#21/255

Feature set Flow-based

Inspected Protocols
HTTP [ &

SMTP OB

POP3 >

IMAP (@ |

FTP »

CIFS (@ |

MAPI @ O

SSH® O

APT Protection Options

Content Disarm and Reconstruction @

Treat Windows executables
inemail attachments as viruses (@

Send files to FortiSandbox for inspection (2
Send files to FortiNDR for inspection @ @

Include mobile malware protection

Quarantine &

O Monitor
)

O

» It's that simple. We have configured Fortigate to retain the session until we receive a

result from the NDR's analysis.

» FortiNDR timeout setting. Configuring the timeout time in the NDR for the fortigate is
good practice. Log in to FNDR via SSH and execute the following command:

» config system fortigate settings set timeout 20 set block-risk-level low set block-

confidence-level low end

e You could use the CLI option through the GUI as well.
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» You can execute “show"” to review the configuration; you should see the following
output:

p

FortiNDR-VM-KVM # show system fortigate settings
config system fortigate settings

set timeout 20

set block-risk-level low

set block-confidence-level low
end

« HTTP/HTTPS Malware detection. Now that we have configured everything necessary,
we will perform a test by downloading malware.

e Open and login to "Attack” VM, Open a terminal and run a ping to the IP 10.20.0.100.

™ fortinet@debio0: ~

:-S ping 10.20.0.100

G 10.20.0.100 (10.20.0.100) 56(84) bytes of data.

bytes from 10.20.0.100: icmp_seq=1 ttl=127 time=7.01
bytes from 10.20.6.100: icmp_seq=2 ttl=127 time=5.65
bytes from 10.20.0.100: icmp_seq=3 ttl=127 time=4.95
bytes from 10.20.0.100: icmp_seq=4 ttl=127 time=4.83
bytes from 10.20.0.100: icmp_seq=5 ttl=127 time=5.23
bytes from 10.20.0.100: icmp_seq=6 ttl=127 time=5.51
bytes from 10.20.0.100: icmp_seq=7 ttl=127 time=4.67
bytes from 10.20.0.100: icmp_seq=8 ttl=127 time=5.11
bytes from 10.20.0.100: icmp_seq=9 ttl=127 time=4.72
bytes from 10.20.0.100: icmp_seq=10 ttl=127 time=5.063 ms

-
v

- |

32
A B n

-
v

0
e
e
)
0
0
e
0
0
0
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» Now, Open Firefox and go to http://10.20.0.100.

£  10.20.0.100- /MalwareSamp x  +

«— C O & Not Secure http://10.20.0.100/Malware

10.20.0.100 - /MalwareSamples/

ITo Parent Directory]

7/15/2020 B:56 PM <dir> Avalon Mail Malware
7/15/2020 9:32 PM <dir> CoinMiner - MSXML
7/15/2020 9:27 PM <dir> GandCrab
7/15/2020 9:11 PM <dir> KatyushaRansomware
7/15/286280 9:18 PM =dir> KeypassRansomeware
3/14/2026 8:35 PM <dir> Malwaresamples
7/15/2620 9:18 PM <dir> NanocoreRAT
7/15/2020 B:47 PM <dir> Netwalker
7/15/2020 9:18 PM <dir> NotPeyta
7/15/2020 9:33 PM <dir> PassWordStealeriet
3/17/2020 1:07 AM «dir> Petya
3/17/2620 1:09 AM <dir> Ransomware.WannaCry
7/15/2020 9:54 PM <dir> Word Macro

(.

e You can go in "File Server" to the next path for unzip the malware samples.

|2 = | TOOLS AdvAnomalyD
Home Share View

— - » ThisPC » Local Disk (C:) » inetpub » wwwroot » TOOLS AdvAnomalyD »
Mame - Date modified Type Size
#F Quick access
%cutoﬂ-vlqdupﬂr /282019 12:15PM  Applicatior
Il Desktop *
& FortiClientPAM exe 4/1/2026 %44 PM Applicatior
‘ Dovmlozds : { MabsareSamples.zip 372272023 454 PM Compressed (Dpp 1,202 KB
= Documents ol MetaTrader.au3 2872026 1214 PM  AUS3 File
= Pictures o+ w1 MetaTrader.ce 282006 1214 PM  Application 1,048 b
TOOLS Advhnomal ) mtSsetup.exe Y2026 6:35PM  Applicatior 22,201 KB
t netflowgenerator.zip 3/9/2026 &57 AM tipg
3 This PC e e .
ggpuuy.msu 47172026 10:25 PM Windows Installe i
i Network

e We can click in "Word Macro” folder and download "WordMacroSample.doc".
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“—

S

10.20.0.100 - /MalwareSamp X = + v

C

O 8 Notsecure http://10.20.0.100/MalwareSamples/Word Macro/ w

10.20.0.100 - /MalwareSamples/Word Macro/

ITo Parent Directoryl

4/17/2020 9:55 PM

217600 WordMacroSample.doc

» You should get the following block page:

High Security Alert x 4+

C

O

8 Not Secure http://10.20.0.100/MalwareSamples/Word Macro/Word

F::RTINET l —

High Security Alert

You are not permitted to download the file "WordMacroSample.doc”
because it is infected with the virus "VBA/Agent.9FB7 tr.didr”.

URL http//10.20.0.100/MalwareSamples
Word%:20Macro
WordMacroSample.doc

Quarantined File Name [disabled]

Reference URL https://fortiguard.com/search?
g=VBA%2FAgent.9FB7%21tr.dIdr

» Now, open a new TAB in the Firefox browser and try to go to http://10.20.0.100.
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» You should get the following block message from the Fortigate.

Administrative Quara

o

=

_+.

ntine

A Not Secure 10.20.0.100

RTINET

Blocked because of admin
action

» Do you remember the ping that we left running? If you look again, you will realize that
you no longer have a response from the IP 10.20.0.100.

57
94
33

time=5.
time=4.
time=5.
time=6.16

time=5.35

time=124 ms
time=5.74 ms
time=4.83 ms

ttl=127
ttl=127
ttl=127
ttl=127
ttil=127
ttl=127
ttl=127
ttl=127

10.
10.
10.
10.
10.
10.
10.
10.

20.
20.
20.
20.
20.
20.
20.
20.

.100:
.100:
.100:
.100:
.100:
.100:
.100:
.100:

from
from
from
from
from
from
from
from

bytes
bytes
bytes
bytes
bytes
bytes

Lcmp_seq=143
icmp_seg=144
icmp_seq=145
icmp_seq=146
icmp_seq=147
Lcmp_seq=148
icmp_seq=149
icmp_seq=150

bytes
bytes
~C

oS00 OO0

10.20.0.100 ping statistics ---
224 packets transmitted, 150 received, 33.0357% packet loss, time 224994nms
rtt min/avg/max/mdev 4.116/12.878/268.604/34.060 ms

i-$

» FortiNDR Detection Review. As you could see from “Attack” VM we no longer have
access to the IP 10.20.0.100.

» Now we are going to check what happened in the FortiNDR.
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e Login to FNDR via HTTPS, and go to “Log & Report — Malware Log". You should see a
new event with the "VBA/Agent.9FB7!tr.dldr"” Malware as a detection.

4 Dashboard *  Detected Processed  Processing

Network Insights >
: Security Fabric 5 | LI Ve [0 Qberen
© Attack Scenario » Date 2 MDS5 FlelD$ | FieType  FlleSize s Detection Name DeviceType | VDOM | Attacker | Attacker Network Victim
2 Host Story ¥ 2026/03/1321:4024  16BASFSO6O4BARIATGEAEZDSE21OTESE 678 Doc 217548 1 VEA/Agent SFBTtr.didr 10200.100  Internsl 192.168.1.101
© WirtualSecurity Anshat - % | 2006/13/1321:06:58  16BABFS0604B4BOATE6AEZDSEZIOTESE | 658 poc 21768 L VBA/AeNLIFET tradr 10200100  Internal 192.168.1.101
B etfiow ’ 2026013211957 16BASFS0C04B409AI66AEI05E210TECE 6464 DoC 2176kB L VBA/Agent 9FBT tr.didr 10200100  Internal 192.168.1.101
: :::‘m : 2026/031321:0330  16BABFSO604BABIAICEAELDIEZIOTESE S50 DoC 217.6kB L VEA/Agent SFET tr.dide 10200.100  Internal 192.168.1.101
& User & Authentication »
B Log & Report >

o Click over the event and click on “View Sample Detail".

@ Dashboard *  Detected Processed  Processing
B Network Insights
i ViewSampleDetail @ Q 5

€ Security Fabric »
& Attack Scenario 3 Date = MDS FilelD 3 File Type File Size 5 Detection Name
J Host Story > 2026/03/1321:40:24 16BASFSDER4BABIAIGEAE2D5B210TESE 678 DOC 2176 kB 1, VBAAgent SFRT tr.didr
& Wirtual Security Analyst ¥ | 2026/03/1321:26:58 16BASFSD6A4BABOAIGEAEIDSEI1ATESE 668 DOC 217.6kB 1, VBA/Agent9FE tr.didr
& Netflow ? 2026/03/1321:1%:57 16BASFSDEBIBIBYAIGGAEZDSE210TESE 484 DOoC 217.6kB £ VBA/Agent.9FB7 tr.didr
o Network »

20246/03/1321:03:30 16BASFSDER4BABIAIGGAEZDSB2107ERE &80 DOoC 2176kB £ VEASgent9FET ir.dlidr
& System 3
& User &Authentication 3
M Log & Report w

- /

» The report contains a lot of good information from VSA (Virtual Security Analyst).

» Please take a moment to review all the information, such as the submitted Day, File
Type, File Size, Hashes, Detection Name, etc.

& Back | Sample 678 m + AddtoAsowlist | [ Generate Report + i Downdoad File
o e —— ere—
VEA VHRcE: Suteritted Date  2026D3/13Z14024 T PEI1I 039 I Dovmiacer e
poc Fita Siz IFE00C2125 KED

ik
16BABFEDEMBAEAIGEAE IDGRI1ATEGE B VT

ii Downloader
l sb ' SHAZSE SEBLOME FFIEFCC .

ETRFSIR00C TIRGO0BLABS01IBESRETRISEIA) @

Feature Typa & Agpaacangs InSumpla 3
w  VEANMGL OFET I dide v v MR Dormkoades .
1 A4 Engirs
A downioader is a type of malware that has the capabiity to
R R e
device Ty Unknown Device
g hworns _____________|
Attack 192.168.1,101: 36042 (Regisrered port) v A0.200.200: 50 (WTTFY
History
0 Q s Q Wiews all Higtery
Date & MO%S Filo Type & Baevice Type VOO # Adtacknr Victim Conidence Rlisk
2603132 180 1 ELEF 50404 BB A DA AETDSBT1RT ECE Doc 2 10200800 iv2168.1.401 TN
PO2ATR1T 212658 DoC L. VBARgent SFBT traldr 10200800 192.168.1.101 L pnes )
2603132 11957 Doc B VRAMAgent SFET radr 1020.0.200 T
0260313210330 Do L VEAMgent $FET rddr 1020.0.200 1921681101

(. /
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e You can export this report in a PDF, JSON or STIX format.

= NI -+ AddtoAllowlist | [3) Generate Report + & Download File
PDF

JSON
STIX2

ire Composition

wnloader o

1

Feature
Count(s)

Feature Type % Appearance In Sample &

Downloader 1

» Now, go to “Security Fabric -~ Automation Log". You should see two lines for both IP
addresses (Your Source IP should be 192.168.20.13):

B Dashbcard A+ @ [© O Fewer

B Network Isights »
Initial Action time & Target P 5 Target MAC & Viclations & Action Type & Automation Profle Names & Enforcement Profile Tyoe Palicy & Action Execuybed § Post Action &
| @ secsmysanei =

0260313 21:4045 1921681101  OQ:OG0000:00:00 1

A Medien /M Confidence Level{B0%] 2026031321845 | Hone:
Network Share 2004/03/132127:45 OCRO0OR000000 1 200603/1321:3402  Undo Action
Network Share Quarieting 2004/03/13 2 1:4045 QO:O00000:0000 1 Madiy il Confitence Live 2006013214045 None
Fabric Comnectors 20AOV13Z12Te4 OCROCROO00000 1 Madium / Mid Confidence Laved U123 21-20:4%  Undo Action
néore Al . - .

Lol 2061321 000000000000 1 Medium /M Confidence. Undo Action
Automation Framework

20040113 21:04:44 OCEOOO000:00:00 1 Madium / Mid Confidence Level 1 UndoAction

« FortiGate Detection Review. We are going to review the data in FortiGate.

e Login to FortiGate via HTTPS and go to “Log & Reports — Security Events - Select

mn

"Antivirus"" and “Memory” in the top right corner.
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%

Action

‘ Ak AntiVirus » ‘ = Memory » n

( Memory
' (@ FortiAnalyzer

Type

Q) Blocked wied

» You should see the security Antivirus event in the list:

Date/Time Larvic Source File Name WirusBotnet User Detals Action Infection Type
20060313 2140 HITP 1929681101 WhordMacraSample doc VLA Apent. 3BT trdldr URL: hitpe10.20.0. 100 Mabaaes Samples Wird S 20Macra WordMacraSample. doc (%) Blocked Irdirg Scannd
202670313 213005 HITP 192.168.1.100 WéoraMacroSample dos VEARGINL FF BT URL: hitp 10.2000. 300 Msbvie ¢ Sampies Wor g 20Macr o Wor dMascraSample.doc Bocked  Inding Scanned
2004/03/13 212488 TR 1921481101 WordMacrafamgle.doc VEAAgent FFET ! tr.dbdr URL: hitpu 10,2000 100Mabware Sampies Word® 20Macra/ . Bchond.
- " 006/03/1321:2228 IR 192465100 WordMacroSwrcledoc VARGt FFBT ke 410200100 Boded  leline: Scanned
I Log & Report - HITP IZUBLIN  WordMacroSerpledoc  VEBARGeNLIFET rdide 10200100 MavearuSamobes WordN20MacraWordMacreSampledoe. () Blocked  nline Scanned
- 2060313210047 e 12061101 WordMacofmpledoc  VEAMgtFETdide . Blockast
e
J

» Double-click on this event to review the details. As you can see the connection was
blocked by the inline policy.


https://latam.amerintlxperts.com/secops/images/Lab04-58.png
https://latam.amerintlxperts.com/secops/images/Lab04-58.png
https://latam.amerintlxperts.com/secops/images/Lab04-59.png
https://latam.amerintlxperts.com/secops/images/Lab04-59.png

s (@O

Data/Tims § servs Source Fhahama Vi Botret - Detsik Acton o Log Detals
NDEOIAITLAGM  HITP 152061101 WondMueSumpude:  VEARAL FFETdar LB Rt 000 SOl eSamp e W NI . (T Bocked Wil
HTTE e Bocked i T
TP -
WTTF nf

WTTR

» Now, go to Dashboard - Click on “+" (add monitor) option Under “Security” select

"Quarantine”.



https://latam.amerintlxperts.com/secops/images/Lab04-60.png
https://latam.amerintlxperts.com/secops/images/Lab04-60.png
https://latam.amerintlxperts.com/secops/images/Lab04-61.png
https://latam.amerintlxperts.com/secops/images/Lab04-61.png

=5 Security

Assets - Vulnerabilities Compromised

Quarantine Top Endpoint

o Left default options and click "Ok". You have now enabled the Quarantine monitor
dashboard, and you should see the Banned IPs we use for NDR detection.

11110 8 B 111 Administrative Mever Cuape etinned by sutermation stitehs fortingr_iphn

e Unblocking IP addresses from FortiNDR. Now, we will unlock the IPs to continue with the
next lab.

e Login to FortiNDR and go to “Security Fabric - Automation Log", Select the first line and
click on "Undo Action”.
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' { FortiNDRAVMOVM

& Dacrboard * gasdtomlowlist | MamaiEwcution  Undoddtion @ ViewDetiils Q) Q, 5

8 Network insights

Action Excuted 8

»
itial Actiontime ¢ TargetIP 3 Torpet MAC 2 Violations & Action Type & s E
maware_medim Madium / Mid Confudence Level (30%)  2024/00/13 21:40:45

& Seouisy Fabric
00H0MIILA045  19216AL101  OOD0000000:00 1 FortiGata Quaranti_.

Dievice Ingut
Matwerk Share 0LOMIITLATAS  1FRISALI01  OODOO00000 1 FortiGate Quaranti.. matvare_medin Mindiuem / Mid Conence Level (0% 2026/00/23 21:34e02
G " mabucare_madiom Maachuen / Mid Corience Lvel (0% 2026/00/13 21:40045.

Motwerk Share Charantins. 2006031321 1000100 0 w1 G ¢
C mabwcare_medium Madiuen | Mid Corfiience Level (B0 2026/00/13 21:38:49

00603/1321 HAA00 1 e
2026031321 4 10200100 FortiGate Quarartl.,  FGintegration matware_madiam Medium / Mid Confidence Level (B08%)  202600/13 21:2745

10200100 FortiGate Quaranti.  FGintegration

Unda Action

Unda Action

madwaare_medim Madium /Mg Confisence Level (0%) 20060013 21:2741  Undo Action

» Do the same for the second line, you should see a green box and a change to the “Post

Action” field to "Undo Action".

cy v

» Login to FortiGate via HTTPS and go to “Dashboard — Quarantine Monitor".

» You should not see any crash logs, as we requested their removal from the NDR. If you

see any logs, you can also remove them from Fortigate.

Category Source Device
@ Cuarantined (-] Qadmvistatve @ ° L TIUTETETETEaN - ]
4 Crestenew = & Remove All | [@ CBearch
Source & Expires 3 Description $

Details &

Quarantined by autcmation stitch: fortindr_ipban

Administratie

@ 1111111111

Charantine Monitor

« Finally, we will disable the automatic response to not generate blockages in other

laboratories.
« For this, go back and login to FortiNDR and go to “Security Fabric - Automation
Framework". Click on “FGIntegration” check box and click on “Edit".
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(3 FortiNDR-VM-KVM

@ Dashboard “reate New | | # Edit | @ Delete © Qs
8 Network Insights

Automation Profile Name = Enforcement Profile = Source =

@) Security Fabric
Device Input [ FGintegration malware_medium Fabric Device

Network Share

Network Share Quarantine
Fabric Connectors
Enforcement Settings
Automation Framework

Automation Log

o Click the Enable checkbox to DISABLE the Automation Framework and click the “Ok"
button to save changes.

Automation Framework

Profile Name
Enable

Enforcement Profile malware_medium
+

Action FortiGate Quarantine

g) FortiNDR Machine Learning in Netflow.

We know that we will obtain the maximum detection capabilities of a FortiNDR when we
implement it in SNIFER mode, connecting it directly to a network port or using protocols
such as RSPAN (Remote Switched Port Analyzer). However, it's good to know that FortiNDR
offers an integration alternative via NetFlow, which will allow us to identify Netflow botnet,
Spam, Phishing, Tor, Proxy traffic detections and anomaly network behavior.

e Clean FortiNDR DB, Log In to FNDR, Open CLI console in the top right corner:
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o Execute the command "“execute cleanup” and confirm with "y":

¢ Note: You can use this commando to restore the FortiNDR's data base: "Execute db
restore"

>~ CLI Console (1)

Xecute clear
try £ A ) ace by truncating specified records in the machine!

rebocot the machine when it 1 111 running!

Removing all NDR database record

» You should get a message indicating the process has finished. The total space value
may vary. After this close the CLI screen.

A total space of 159.454605 percent has been freed in this run!

e Enable FortiNDR Netflow baseline. Configure the ML module to establish a baseline,
allowing it to generate detections from that point forward.

» In the FortiNDR GUI console, go to “Netflow - Netflow ML Configuration”. Check the
status for ML discovery detection; it should be disabled.
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& FortiNDRVM-KVM
@ Dashboard >
B Network Insights >
@ Security Fabric >
€ Virtual Security Analyst >
| £ Netflow v

Netflow Dashboard

Netflow Log

Netflow ML Discovery
& Network >
& System >
& User & Authentication »
M Log&Report »

= Q

Default Source IP

ML Configuration

Status

Baseline Status Disable

ML Discovery Detection @ Enable {xJUEE
Latest Training Completion None

The following features are used in Machine Learning profiling of network traffic, with the goal of
© identify anomalies on network. Typically it will take a week for baseline of traffic, if changes are made
below, new baseline will replace existing baseline for detection.

Feature Enabled for Learning (7 features selected)

o Enable ML Discovery Detection and click apply. Click ok to confirm.

~
Confirm
Areyousure to apply the changes, the ML Discovery Detection may start
training.
o e
&

» Baseline status shows as “Initializing Training":
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@ FortiNDR-VM-KVM

@ Dashboard >  Default SourcelP
B Network Insights > ML Configuration
@ Security Fabric >
i >
© Virtual Security Analyst Status
| £ Netflow v
Netflow Dashboard Baseline Status @ Baselining ( 6 Day{s) 23 Hour(s) 59 Minute(s) remaining )
Netflow Log ML Discovery Detection
Netflow ML Configuration Latest Training Completion
Netflow ML Discovery
The following features are used in Machine Learning profiling of network traffic, with the goal of
% Network b4 © identify anomalies on networlk. Typically it will take a week for baseline of traffic, if changes are made
£ System > below, new baseline will replace existing baseline for detection.
& User &Authentication ]
u Log & Report » Feature Enabled for Learning (6 features selected)
(. J

o Let's goto “Victim" devices and open “NetflowGenerator” in folder “Downloads”.

« Configure the next parameter and click in “Start".

[ {5) Paessler NetFlow Generator X
File Help
Flows Collector i
Taget: [102005 a3
v Name: New I
Speed: |1UUU 3{ Irns between packets ;J
Protocok TCP v
Sowce:  [19216860.13 ;1000 Start
Destination: |10.20.0.100] ¢ [eo

Flow from: |"5D 3 w0 2] (sec relative to now) Statistics

Size: 1000

Add Delete

D 2008 Paessler AG www. paessler.com

» Reset baseline time. Reset the learning time to just 180 seconds (3 min).

o This is very little time in a real environment, keep in mind at least 7 full days is default,
but it will depend on the cycles of each company.

» Onthe NDR CLI console, Write the following command: "exec reset-ml-baseline-time
netflow 180":
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>~ CLI Console (1)

FortiNDR-VM-KVM # execute reset-ml-baseline-time netflow 180

FortiNDR-VM-KVM #

e Close CLI. Wait one minute and refresh the page.

« A new baseline message shows it will stay creating the baseline during the next two
minutes.

Dashboard * | Default  SourcelP
B MNetwork Insights » ML Configuration
0 Security Fabric »
€ Virtual Security Analyst > Status
1 Netflow v

Netflow Dashboard Baseline Status Baselining | § Minute(s) remaining )

Netflow Log ML Discovery Detection

Netflow ML Configuration Latest Training Completion Naone

Netflow ML Discovery

The following features are used in Machine Learning profiling of network traffic, with the goal of

b Network 4 © identify anomalies on networlk. Typically it will take a week for baseline of traffic, if changes are made
& System N below, new baseline will replace existing baseline for detection.
& User & Authentication ?
Lﬂ Log & Report > Feature Enabled for Learning (6 features selected)

» Wait for a few minutes until “Netflow ML Configuration” is with “Baseline Ready".

« When “Baseline Ready"” stop the “Generator Flow".

@ FortiNDR-VM-IKVM = (=
@ Dashboard > Default SourcelP
B Network Insights > ML T
@) Security Fabric »
\ . N
€ Virtual Security Analyst TS
£ Netflow v
Netflow Dashboard Baseline Status @ Baseline Ready
Netflow Log ML Discovery Detection © Disable
MNetflow ML Configuration Latest Training Completion 2026/03/14 19:26:48
Netflow ML Discovery
The following features are used in Machine Learning profiling of network traffic, with the goal of
* Network b4 © identify anomalies on network. Typically it will take a week for baseline of traffic, if changes are made
& System ) below, new baseline will replace existing baseline for detection.
® jlcar £ Aithantiration >
\

e Again, let's go to “Victim" and execute “Netflow Generator” with the configuration
"AnomalyTraffic" and click in “Start".


https://latam.amerintlxperts.com/secops/images/Lab04-77.png
https://latam.amerintlxperts.com/secops/images/Lab04-77.png
https://latam.amerintlxperts.com/secops/images/Lab04-78.png
https://latam.amerintlxperts.com/secops/images/Lab04-78.png
https://latam.amerintlxperts.com/secops/images/Lab04-79.png
https://latam.amerintlxperts.com/secops/images/Lab04-79.png

» You can generate a couple of different traffic.

Add Delete

© 2008 Paessler AG www.paessler.com

(D Paessler NetFlow Generator X
File Help
Flows Collector y
102005 : |2085 —
v NommalT ratfic N : W Target [ _I
4 AromalyTraffic S yltallc =
Speed [1000 = Imbetween packets :]
Protocol TCP v
Sowce:  [1921681.30 {1000 Stop |
Destinabore  |192 16811 {445
Flow from: |-EIJ S| 0|0 % [sec relative to now) = :
) 1 packets/second
Siaw [1000 2 flows/second
9 packets send
Add Delete
© 2008 Paessler AG www.passsler.com
(N S
(D) Paessler NetFlow Generator X
File Help
Flowes Collector
- -l
¥ &romaiy T raffic - Taget [102005 ) I2EE>S =
Name: lm)ﬂ 1affic
Speed |1000 3 [msbetweenpackets |
Protocol ICMP -
Sowce:  |1921881.30 {1000 Stop |
Destination: 15216811 |443
) 4 ~ : Statisics
Flow from: I-ED .l to |EI .I [sec. relative to now)
‘ 1 packets/second
Size: I‘lCﬂJ 1 flows/second
2 packets send

» This configuration allows to generate different traffic learning by “Netflow ML". Wait a

couple of minutes and “Stop” the “Netflow Generator”.

» Review ML Detections. The ML Discovery monitor displays a list of anomalies detected

by Machine Learning configuration. Each row is based on a session.
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Netflow Status =- Netflow Suspicio... 1day~ =- Metflow Sampler Statistics ldayr =~

Last Minute Last Hour Last Day 1o

£ Flow Count o 149 149 o
Netflow Log. Awerage Flow Per Second 016 5] N
Suspic) 2
Netflow ML Configuration Sampler 1D Count 1 1 1 “
Netflow ML Discovery n
e Network: »
& Systemn > SPM 12AM  3JAM  GAM  BAM  L2PM 3PM 4PM
User & Authentication ¥
Log & Report » || Netflow Top Talker idys =+ || Netflow Top Protocol ldwys =~
[sam: 102002, src 10.20.0:2) |
[saem: 102002 37¢: 1020051 I =
[seem 102002 3r5: 10.200.1] I
[sam: 10.200.2.5rz: 2020.0.100] I uoP
{sam: 10.200.2.5rc 192.148.1.101] |
[sam- 102002, e 192.16811] | 1Pré-IEMP

[sam: 102002, sre- 1921881 30] |
[saem 402002 see: 10.2004] |

FIITME 1907MB 2B6IMB Lo
1P.0TME 342508 7228 T4.29M8
saen: Samples 1D, 51 Source 17]
Metflow Latest Sources idays (I S~ Netflow Traffic Volume idayr S~ Metflow ML Discovery {3 =+
Tday~

Sampler ID Most Recent Entry Tatal Flow Count 47888 Wioza0z o
102002 2026-03-14 20:5059 19.28K T ® Gaseline Read

E BEIME

# 8

£ pomme B P

Anomalies Found by Machine
#337ME Learning
e 1 7am e e Last Tesined: 2026/00/14 19:37:48
N

ViewNatflow | €0, Search

Sovarity ¢ Open Time & FlowType | FlowDirection  SamploerlD | SamplingRate®  Protocol  SowrceAddress | SourceMetwork | Destination Addrass
[ o | = = 202400/14 210437 NETFLOW.VS  Ingress 10200 1 (=X 192.148.130 Internal 19214811
T W64 210437 NETFLOWN  Ingress 102002 1 KMP 19216811 Internal 192166130

J

o Select one of the alerts and double-click on it. The alert was generated because the
system detected a connection to a destination not seen during the learning stage.

8 Dushbosed » Flow Information
8 Metwork Insights 3 General ML Discovery
@ Secuity Fabric »
& Virtusl Security Arabst 3 Vet
& etflow v —
Metfiow Dashboard
MetflowLog OpenTime 2026031421047
Metfiow ML Configiration Time FlowStart 20260314 21:00:28
Time Flowend 20260314 21:03:31
: m : Flow Detals
& User & Authentication 3 Savgler|D 102002
B o et » FlowTyps  NETFLOW.VY
FlowDirection 0
SwmplingRate 1
InBytes 2408
Outbytes 2408
Bytes 2408
Packets 4
InPackets 4
OutPackats 4
Protocet IcMP

‘Source Device Information

SourcelPAddress 192168130
Source MAC Address DO-O0O000DI00
Source Port 0
SwurceVLANID D

Destination Device Information
DestinationiPAddress 19216811
DestinationMAC Address  OOOCHDCEO000
DestinationPort o
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& Dashboard » e . Flowlnfermation *®
B Netwrk bnights > Featurels) = > ML Discovary
® Secuity Fabic » [ L]
- Mew Address: 19216811
ViewNetflow | ©'Q, Search
Severitys | Anomaly Featurels] | Additional Information OpenTime & FlonType  FlowDirection  Sampler |0 SempiingRates | Protocs | Sun
> IR cevusen Destration P 19226831 NOSUVI4ZI04IT NETRLOW.VS Ingress 102002 1 (=" w2
P EEEER Ceovesco P Destination IPAF1E40130 2026004210437 NETFLOW.VS  Ingress 102002 1 o 172
P BN oo Erestination 1P 383555 20260V I0A338  METFLOWVS  Ingress 102002 1 upe 192,
J

"View Netflow".

[

Hettim La

Nt ML Corfprtion

AAStiorad Wformitioe Source Address | Sours

Dstration - 19 192168030

Bastration 8 10 LOWVY

NtFiow Dushirsard
Natfiow Log
Netfiow M Configuration
Pt ML Disconmtey

@ Dutboard ¥
B Networkinsights ¥
& Security Fabric H

Virtual Securiey Arabst >
Netfiow .

o Matwerc H
B Systern »
& User & duthenication >
B LoghReport >

& Back |

TCPFlag 0
ICHP COOE 8
M Type 0

Netflow 2026/03/14 21:04:37

192168130 [Destination 1P Address. 10214811
iR oy [Destination Port )
Nl Destination VLAN 1D Hanl
2408 |OutBytes 2408
4 (OutPackess 4
I 0 Mesthien
Fragmentation 1B A Meaxibop Address.
Fragmentation Gt R
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Lab05 Automated Response with FortiSOAR

LABORATORY 5: Automated response with FortiSOAR:

We will integrate FortiNDR with FortiAnalyzer and FortiAnalyzer as data ingest with
FortiSOAR. We will simulate a kind of internal network attack (A malware download).
FortiNDR will notify to FortiAnalyzer (As data lake) and the FortiAnalyzer will inform to
FortiSOAR of this event, which will then execute a response on the FortiGate (will put the
malware repository in quarantine) and in the “Switch_Internal” we will down the victim’s
port.

a) Important Notes:

e The FortiAnalyzer’s Time should be configured in GMT similar to FortiSOAR’s TIME.
» Some times we need to restart the FortiAnalyzer for test automatically actions.

o Comand to change csadmin’s password via cli is ""sudo passwd csadmin"

e The command "sudo csadm services --restart", restart all FortiSOAR services.

e The command "sudo csadm package content-hub sync --force" syncronice internal
content hub.

» Sometimes we need to restart our FortiAnalyzer lab.

b) Let’s go to integrate the FortiSOAR to FortiGate, FortiNDR and FortiAnalyzer using the
next Connectors.

« We need to install the next connectors on FortiSOAR: FortiGate, FortiAnalyzer, SSH
Connector & Code Snippet. Let’s go to the FortiSOAR to “Content Hub", looking for these
connectors and we proceed to install everyone.



Fortinet FortiGate

@ CONNECTOR

Fortinet FortiAnalyzer
Version 3.4.0-10995

Certified: Yes

Publisher: Fortinet

FORTINET

Summary

FortiAnalyzer is the NOC-SOC security analysis tool built with operations perspective. With action-oriented views and deep drill-down
capabilities, FortiAnalyzer not only gives organizations critical insight into threats, but also accurately scopes risk across the attack

surface, pinpointing where immediate response is required.

Analytics And SIEM

* No Dependent Solution Packs
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# CONNECTOR

SSH

(6) Version 2.1.3-10977

X Certified: Yes

Publisher: Fortinet

DEACTIVATE
Steps that use an ssh connection. Including sftp and remote code execution
Utilities

Automated Employee Onboarding - View contents X Install

@ CONNECTOR

Code Snippet

(' Version 2.1.5-10992

Certified: Yes

~

Publisher: Fortinet

Execute code snippets as part of your Playbooks.

Utilities

« We need to configure every connector in the next way. First, we are going to configure
the FortiGate’s connector.
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¢ We need to create an Admin API user in FortiGate.

e The trusted host is optional.

N
B @osime % [B) FortiGate - FGYMSLTM260056: X (% FortiNDR-VM-KVM ® [B Manage | Content Hub x o+ ~ - o x
(= O A = 012811130 B sox & @ sonin
= - - * (@ admin I
+ Createnew = ©
Administrator o Trusted Hosts & Profile $ Type & Two-factor Authentication % Expiry &

l REST API admin

$50 Admin
super_admin Local O Disabled
&2, fortipam super_admin Local © Dicabled
System
Administrators
Q
New REST APl Admin
e - Q@
Name ¢ .
Username fortisoar
B System Administrator @
Comments 4 0/255
O 2 admin
Administrator profile super_admin -
& fortipam
It is recommended to create a new profile with only necessary

51 System permissions instead of using the super admin profile.

Administrators

PKI Group >

CORS Allow Origin (0

Restrict login to trusted hosts

Trusted Hosts € [ 1020.08/32)

New RE! New AP key
Usernar  New API key for fortisoar (/]
-
Commet
O Admini This is the only place this key will be provided. Keep this information
e (© secure. The bearer of this API key will be granted all access privileges
APl key assigned to this account.
PKI Gro
2l System CORSA
Administrators
Restrict
A

e Let’s go to the FortiSOAR and we are going to configure the “Fortinet Fortigate”

connector with this information:
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Fortinet FortiGate

Version 5.4.0-10112
Certified: Yes
Publisher: Fortinet

DEAC

Configurations

@ CONFIGURATION: I}

FGXpert2026

10.20.0.254

@ Documentation

Private
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Configuring Connector - Fortinet
FortiGate v5.4.0

FortiGateXpert2026

% HEALTH CHECK STATUS:

» We need to create a user admin in the FortiAnalyzer for use the FortiSOAR connector.
This user needs to have admin profile as “Super-user” and JSON APl Access as “"Read-

Write".

Create New Administrator

LOCAL

Admin Profile Super_Uier
Adminsstrators JSON API Access Read-Write
Adenin Profiles Theme Mode Use Own Theme
R Trusted Hasts L&

Trusted IPv4 Host 1 | 10.20.0,8/255.255.255.255

o Let’s go to the FortiSOAR and we will configure the FortiAnalyzer connector.
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| CONMECTOR

Fortinet FortiAnalyzer

Vi 1 3.4.0-10995
Certified: Yes
Pub

FCIATINET

Configurations

FortiAnalyzerXperts2026

O CONFIGURATION: @ HEALTH CHECK:

FortiAnalyzerXperts2026 7 Configure Data Ingestion

v

10.20.0.4

FortiAnalyzer

FortiSOAR
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Configuring Connector - Fortinet
FortiAnalyzer v3.4.0

FortiAnalyzerXperts2026

& HEALTH CHECK STATUS:

Health Check Status' reflects the

» Let's go to install a generic connector as “SSH", this connector we will use it to integrate
with the "Switch_Internal” and try to execute some information commands.
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Cont

Filters Clear A WELETE
Find Content That Meets Your Need Manage Inst

o 'CJ,_ ss5h

Showing 5 results out of 5 total results

# CONNECTOR

SSH

» Let's go to configure this connector integrated with “Switchinternal”:
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/" Version 2.1.3-10977
.‘a Certified: Yes

Publisher: Fortinet

DEACTIVATE

Configurations

<+ Add New Configuration

© CONFIGURATIOM: Ih

Switchlinternal

v

10.20.0.200

@ Documentation
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Configuring Connector - SSH v2.1.3

Switch_Internal

2 HEALTH CHECK STATUS:

'Health Check Status' reflects the connector availability at any given time.

» Finally, we need to install the “Code Snippet” connector for use a script and execute a
port shutdown in “Switch_Internal”.

e Let’s go to configure this connector with the next information:
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I connecTor

Code Sr"ppet @ Documentation
Version 2.1.5-10992

Certified: Yes

Publisher: Fortinet

Configurations

+ Add New Configuration

CodeSnippet

@ CONFIGURATION: % HEALTH CHECK

CodeSnippet

c) We are going to integrate FortiSOAR with FortiAnalyzer (As a Data Lake) to detect
something suspicious in our network and execute an automatic response.

» We are going to use the "FortiAnalyzer's Connector as a “Data Ingestion” as a principal
events source:
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@ Documentation

Fortinet FortiAnalyzer

Ve 3.4.0-10995

fied:

Fortinet

DEACTIVATE

Configurations

+ Add New Configuration

FAZXPERT52026

B CONFIGURATION: > HEALTH CHECK:

FAZXPERTS2026

# Configure Data Ingestion

Privale

10.20.0.4

FortiAnalyzer

FortiSOAR

Set Password

Open The Doors

Let's start by fetching some data >

« In the next image click in “Fetch Data"
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Data Ingestion - Fortinet FortiAnalyzer

> =

Fetch Data

Fetch Data Configurations

Provide the conf ions i a from Fortinet Inputs

The data pulled in a: o & ill be used to perform field Pull

mapping in the next s

20

n the confi ions provided
apping in t ct sta ou will have the option of

ample da

Maximum
200

» Multi-Tenan

Fetch Data 3 Skip »

» Left the fields by default and click in “Save mapping & Continue”

' Data Ingestion - fo

Field Mapping

o Let's configure "“Do you want to schedule the ingestion” in “Yes", and “Configure
Schedule Setting” in “Every 5 minutes”. Click in “Save Settings & Continue”


https://latam.amerintlxperts.com/secops/images/Lab05-19.png
https://latam.amerintlxperts.com/secops/images/Lab05-19.png
https://latam.amerintlxperts.com/secops/images/Lab05-20.png
https://latam.amerintlxperts.com/secops/images/Lab05-20.png

Data Ingestion - fortinet FortiAnalyzer

Scheduling Data Ingestion Schedule Settings

want to schedule the in

Limit execution to one active in

e At the end click in "Done".

Data Ingestion - Fortinet FortiAnalyzer

>

e Let's go to "Automation | Data Ingestion™:

Content Hub

Manage

* & o ¥ sowmon pack W o # o

Outbreak Response - Outbreak Response - Outbreak Response - Outbreak Response - Outbreak Response -
Adobe ColdFusion Akira Ransomware AndroxghOst Malware OFBiz RCE Apache Tomcat RCE
rol Bypas... Attack "

o Select "Fortinet FortiAnlyzer” and click in “Trigger Ingestion Now":
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Data Ingestion

[ e

- Fortinet FortiEDR
ca Version 200
n IMAP

& « Varvion 148

- IMAP

o Alerts from “FortiAnalyzer” are show:

-
5
5
.
.
.
3
.
3

BERERERR

d) Let’s go to create a “Playbook"” as an automated response task.

« Inthe FortiSOAR, go to “Automation f| Playbooks" and click in “Add Playbook”. You can
left the ubication for this playbook in “Draft” folder.
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Add New Playbook

Name:
Quarantine and Port Shutdown

Description:

» Fort the "Trigger” we should select “Manual":
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/ Quarantine and Por...

Steps

The Trigger step decides how a playbook starts in FortiSOAR™. Multiple ways of
triggering a playbook are available from which users can choose the most suitable
method.

CHOOSE A TRIGGER
Select a Trigger Step

TRIGGERS

Manual

On Update

o
J On Create
B

Referenced

Custom API Endpoint

On Delete

» Please configure a name as "AlertOfSuspiciousActivity” in “Requires record input to run”

configure "Alerts” and click in “Save".
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/ Quarantine and Por

Select a Trigger Step

Requires record input to run

Fun o

Run separately for each

Does not require a record input to run

Customize Playbook Trigger message

User Prompt

& Step Utilities

» Drag and drop any highlighted connector with a click held and finally a click:
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/ Quarantine and Por...

v Acive  Quarantine and Port Shutdown

Description ==
Last Modified 04/05/2026 04:11 PM by CS Admin

6 AlertOfSuspiclousActivity

Select a "Set Variable™

Steps x cance  Shutdown

CORE

Create Record
Update Record
Find Records

E Ingest Bulk

e AlertOfSusplclousActivity
Select a Step

Approval

Manual Task
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« Set the next parameter: “Step name”, in “Variables"” set "Attacker” and in value select
“Source IP" and click in “Save” (Save Playbook t00).

@ Set Variable

Step Name

At tackerTP

0 AlertOfSusplcloushctivity

» Drag and drop any highlighted in “AttackerIP"” connector with a click held and finally a
click and select “Connector":
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/ Quarantine and Por...

Shutdown

5l Create Record

Update Record
0 AlertOfSuspiclousActivity

Find Records
Ingest Bulk Feed

1
ﬂ Set Variable @ AttackerlP

EVALUATE
Decision 1
Select a Step
Wait
Approval
Manual Task

Manual Input

EXECUTE

n Connector
n Utilities
n Code Snippet

e Search and select the FortiGate connector and set this configuration.

« In Commands set “diagnose ip arp list | grep " and the end select the custom variable
"Attacker”.

o Make sure left a space. Set the user “Admin"” and her password, click in “Save".
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Quarantinge and Por

() Fortinet FortiGate 5.4.0

Stop Namx

SearchMACAt tack

Connector Version 5.4.0
Certified: Yes
Publisher: Fortinet

FAZXPERTS2024

Execute Command

Inputs

Commands:

diagnose ip arp list | grep
Lsomam

admin
Password

Sot Pasow

+ Varlables + Loop -+ Conditlon + Message -+ Mock Output Ignore Error Mo

|

o Save  x Cancel i Delete Step
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Lab06 Central Management Privileged Account
FortiPAM

LABORATORY 6: Centralized management of privileged accounts:

We will integrate FortiPAM with some Fortinet solutions such as FortiGate and FortiAnalyzer,
we will see how to block SSH commands, record session and the approved process. Also,
we will include a Windows server, and we will use AutolT to execute customized application
tasks. This will demonstrate the advantages of using a PAM solution in a corporate security
posture.

a) Some lab’s issues to keep in mind.

e« The "Victim" device shows an alert about network interface. We advise is disable and

enable the interface:

&' Network Connections - O X
4 & « Network and Internet > Network Connections » v O Search Network Connections P
Organize v Disable this network device Diagnose this connection Rename this connection  » s v R o
."' Ethemnet - Ethernet 2 L"' Ethernet 3
-...E Network cable unplugged e Network ..,_'E Network cable unplugged
x :"A- I"" l"—_ 1000 l.lT.."‘_ DIK _ :"4 nte P'I G Dis‘ble b te R r:-: .---‘-.- Network j
. y [Ethemetd e
— Network cable unplugged )
3¢ @7 Intel(R) PRO/1000 MT Network Diagnose
0 Bridge Connections
Create Shortcut
9 Delete
& Renzme

& Properties
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& Network Connections - O x

T & « Network and Internet » Network Connections » v et L
Organize » Enable this network device Diagnose this connection Rename this connection » - A L} o
L" Ethemnet L Ethernet 2 L" Ethemet 3
B Net Tl . - I T
- EP
L Ethemet 4
B Net
" N ' Diagnose
X " DF " A

Create Shortcut

L

G Rename

G Properties

b) Preparing the FortiPAM's client device

Let's go to access in "Victim” device via “"Display” and we need to install
“FortiClientPAM.exe". Please follow the installation procedure and accept the terms.

I

Welcome to the FortiClient Privilege Access
Management Setup Wizard

The Setup Wizard allows you to change the way FortClent Praviege Access
Management features are installed on your computer or b remove it from your
computer. Click Next to continue or Cancel to exit the Setup Wizard,

Remember these couple of things:

» The FortiPAM’s installer you can get in the official Fortinet web portal when we
download the FortiClient: o https://www.fortinet.com/lat/support/product-downloads
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« C QO B wwwiortinet.com/lat/support/product-downloads B ® % & a8 =

FortiClient Pruebas FortiConverter FortiExplorer FortiFone FortiPAM FortiRecorder

FortiPAM

El agente FortiPAM independiente se puede instalar en dispositivos que requieren acceso a tinel cifrado al servidor PAM y/o grabacién de video en tiempo
necesidad de conectarse a FortiClient EMS). El agente estdndar de FortiClient contiene el agente PAM y es necesario para una proteccion completa de ZTh
el control de acceso basado en etiquetas ZTNA EMS al servidor PAM y los secretos PAM.

Acceso PAM
ol 0]

FortiVRS: servicio de grabacién de video .- [ -
Windows 64-bit

DESCARGAR DESCARGAR
para Windows de 64 bits para Windows 64-arm

o FortiClient’'s PAM does not coexist with any FortiClient’s product free.

FortiTCS: servicio de control de tinel ZTNA Windows 64-arm

« In addition to FortiClient’s PAM, we recommend installing the browser’s extension.

» In this case we are going to use "“Firefox". Open Firefox, go to “Extensions”, search
"Fortinet Privileged Access Agent” and proceed to install.
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- Now we have the client ready to work with FortiPAM.

c) Integration FortiGate with FortiPAM

o First, let's go to access FortiGate via HTTPS. We should create an Admin user to
integrate FortiGate with FortiPAM.

» In this way if we have some issue with FortiPAM we will have other admin user as
"Access emergency”. The "Access emergency” should be guarded with caution.

e Let's go to create a new Administrator user called “fortipam” with “super_admin” as
administrator profile. We suggest this user should have “Restrict login to trusted hosts”
with the FortiPAM’s address.
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" Cro -~ Edit Administrator
+ Create new ~ il
=] Name %
[5] System Administrator @ Username fortipam Change Password
2o o
Match a user on a remote server grou
@] 2 fortipam groue
Match all users in a remote server group
# Edit [ Delete ~ Mof Use public key infrastructure (PKI) group
System
Administrators [E] REST AP Admiinistrator @ Comments Witea /255
Admin Profile 2 FortiNDR Administrator profile super_admin -
" F a (
2 fortisoar orce Password Change (» ]
O Two-factor Authentication
@D Restrict login to trusted hosts
Trusted Host 1 | 10.20.0.3/32
©
(B Restrict admin to guest account provisioning only
J

e Inthe "Victim"” device let’s open a browser and go to access FortiPAM throw
https://10.20.0.3 with the user "admin”

» In “Secrets Settings — SSH Filter Profile” click in “Create”.

% FortiPAM KVM

© Critical System Notification should be configured to receive email alerts for Glassbreaking activation and License expiration.

’ +Lleg!e”°°.f

@ Dashboard
€ Favorite Secrets
da Secrets >

e Secret Settings -

Name ¢ Mode ¢ Shell Commands & Block Channel & Log Activity & Log All Unlisted Commands

Templates

Launchers

Policies

Classification Tag

Addresses

Dependency Updater

Approval Profile

Approval Email Template
No results

Password Changers

Password Policies

Character Sets

AntiVirus

Data Leak Prevention

DLP File Pattern

o Let's go to create a "SSH Filter Profile” with the name “Blocking_a_reboot" in the next
way and click in "Save".
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£-8 FortiPAM KVM

@ Dashboard » ~  EditSSH Filter Profile

¥ Favorite Secrets

24 Secrets > Name
&0 Secret Settings Ly
Shell Channel Other Channels @
Templates
Launchers
Mode @ [TV Allow
Policies

Log All Unlisted Commands  Disable
Classification Tag

Addresses
Dependency Updater [patte “a” RegEx -
Approval Profile

=]

Approval Email
Template - o - o o a
Pattern Type = Log ¥ Email Alert & Severity 5 Operation 5
Password Changers ==
O “execute shutdown Regex Enable  Disable High |
Password Policies

L]

*execute reboot Regex Disable  Disable Hi 7’
Character Sets L&

AntiVirus

Data Leak Prevention

DLP File Pattern

» In “Secrets Settings — Policies - default” we can see the default policy that apply a
every device integrated in FortiPAM.

» We can edit this policy or create other to we need. Let’s to edit “default” policy:

£23 FortiPAM KVM

O > ©- 0 @meme~ ) admin-

o Critical S5ystem Notification should be configured to receive email alerts for Glassbreaking activation and License expiration.

@ Dashboard | 4 Create | ©Q a
©r Favorite Secrets
2a Secrets

2o Secret Settings

B Names Password Changer = Password Verification 5 Recording & Proxy Enabled 5 Tunnel Encryption = Block Clip|
B B default @ NotSet © Not Set @ Not Set © Enable © Disable @ Not se

Templates

,ilﬁ‘l B Delete | Clone

Launchers

Classification Tag

» You will need to activate "Explicit Web proxy" in FortiPAM’s port1:


https://latam.amerintlxperts.com/secops/images/Lab06-10.png
https://latam.amerintlxperts.com/secops/images/Lab06-10.png
https://latam.amerintlxperts.com/secops/images/Lab06-11.png
https://latam.amerintlxperts.com/secops/images/Lab06-11.png

€ ] © Not secure  hitps://10.20.0.3/ng/interfacefedit/port1 Q ¥ N} = ® :

Q > @+ O+ @Themes W sdmine

Critic 2l System Notification should beconfigured to receive email alerts for Glassbreaking activation and Licenseexpiration

Editinterface

Name  portl
I8 FPAVULTM25000333

Alias
Type B Physical interface
Role @ Undefined - Q Up

D Dedicated Management Port \C addre
02:09:06.00:02:01

L
Address
Interfaces It
Addressing mode PR CHCP  One-Arm Snifter
IP/Netmask 10.20.0.3/255.255.255.0 ® AP Previow
Secondary|Paddress () % References

»-. EdtinCLI
Administrative Access
IPvé @ PING ) FMG-Access 0 ssH
[ snNMP O FTM (J RADIUS Accounting

Security Fabric
Connection @

Miscellaneous

Comments

Status m © Disabled

Explicitweb proxy @O

o255

Cancel

F _ATINET

« We can edit this policy as the next image, leave the other field in default and click in
"Save”.
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(T T ——n——
@ Dashboard > Edit Secret Policy
1r Favorite Secrets
2a Secrets > Name
&0 Secret Settings v Automatic Password Changing @ Not Set -
Templates Automatic Password Verification @ Not Set -
Launchars Session Recording @ Enable -
Proxy Mode @ Enable -
Classification Tag
Tunnel Encryption @ Disable -
Addresses
T T Requires Checkout @ Not Set -
Approval Profile Requires Approval to Launch Secret @  Not Set -
Approval Email Template Requires Approval to Launch Job @ Not Set -
Password Changers Block Clipboard Not Set -
Password Policies Windows Application Filter @ Not Set -
Character Sets SSH Filter @ Enable .
Antivi
b Profile B Blocking_a_reboot -
Data Leak Prevention * 4
@ Bypass For Owner Enable
DLP File Pattern
SSH Filter Profiles o |
(N S

» Make sure the personal folder "Admin” has assigned in “Secret Policy” “default”. Go to
“"Secrets — Personal Folder — General".

y N
@ Dashboard >  Edit Secret Folder
L7 Favorite Secrets
2a Secrets v General  Permission @
Secrets
Targets Name admin
Gateway Parent Folder Im v

Inherit Policy @

Public Folder

Secret Po_ucy [ B default ']

o Let’s go to create a "Target” associated to FortiGate. Go to “Secrets — Targets —
Create”

» Remembe your FortiGate’s IP is 10.20.0.254.

tiPAM KVM

O Critical System Notification should be configured to receive email alerts for Glassbreaking activation and License expiration.

@ Dashboard > [$ cr e ] OQ[ Q & Group
1 Favorite Secrets

Name & Target Address ¢ Gateway Default Template ¢ Web Proxy & Refers

da Secrets v

Secrets
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-

@ Dashboard >  Edit Secret Target
%7 Favorite Secrets 4 Create Secret
a4 Secrets ~
General Permission SecretList @
Secrets
Targets
Name (FordGard
Gateway
Classification Tag @ Infra Fortinet -
Personal Folder
Public Folder Default Template X FortiProduct (Web) -
My Requests Host 10.20.0.2
P URL https://10.20.0.2
Jobs Gateway @ None v
Discovery Privileged Account @  No privileged account associated
&0 Secret Settings > Description
& User Management > y
&3 Monitoring ’ B Advanced Web Setting
|4 Log & Report >
& Network > Web Proxy Disable [‘}
£ System > Replace Web Credential @ @©
Authentication URL @ (e
Website Vendor & General -

o Let's go to create a "Secret” associated to “Target” created in the step before:

£22 FortiPAM KVM

© Critical System Notification should be configured to receive email alerts for Glassbreaking activation and License expiration.

@ Dashboard » + Cre {OQ[
@ Favorite Secrets

Name & Target Address & Description $ Auto Password Changing & Last Launch Time Last Password Change ¢
| 2a Secrets -

Targets

Gateway

. J

- Since we don't have custom folders to organize secrets, let's use the default personal
admin folder.
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Create &a New Secretin: X

Personal

™ admin &

» Create the new “Secret” with the next configuration and click in “Submit":

Q > @
Critxc 3l System Notification shou ld be configured to receneemail slerts for Glassbreaking activation and License &
Mew Secret
P ervice Setting @ xermission @
& Secrets
SecretList Mare FortiGasteCORE

Folder W admin -

Tarpet © O FortiGate -

Privileged Account Yes m

Template X FortiProduct [S5H Password) - 3

Server Information O Inherit Server Information from Template
Associated Secret (B No associated secret

Descnption

B Fields

Haost
URL
Username fortipam
Password Fortinet1238 =
(L
Confirm Password Fortinet123# =
———————— - J

» Now we can test the access to FortiGate throw FortiPAM. In the FortiPAM Let’s go to
“Secrets”. Go to “Secrets - FortiGateCORE" and click in “Launch Secret".
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£33 FortiPAM KVM = Q LY

© Critical System Notification should be configured to receive email alerts for Glassbreaking activation and License exp)

@ Dashboard > [+ creae| ©Q
€ Favorite Secrets

Name % Target Address & Description * Auto Password Changing Last Launch Time $
24 Secrets v
B FortiGateCORE 1 Launch Secret O Disabled 7 minutes ago

Targets < Launc&ﬁecret # Edit o AddFavorite [l Delete v More

Gateway

« Now, FortiPAM shows us 3 ways to connect to FortiGateCORE; PUTTY, Web SSH and
Web Launcher.

e This launchers are associated to the "Default Template” selected for the “Target”
configuration. Let’s go to try every connect way. Click in “Web Launcher":

g \

Launch Progress Launch Secret: FortiGateCORE
>
& PuTTY
& Web SSH
& Web Launcher

» We need to select "FortiPAM autofill credencials” and click in “Login":


https://latam.amerintlxperts.com/secops/images/Lab06-20.png
https://latam.amerintlxperts.com/secops/images/Lab06-20.png
https://latam.amerintlxperts.com/secops/images/Lab06-21.png
https://latam.amerintlxperts.com/secops/images/Lab06-21.png

FortiPAM autofill credentials £

» We can access FortiGate without knowledge of the credentials access and every we do
will be recorded.

« Please give us a little walkthrough in FortiGate. Remember, every thing will be recorded.

€ c O & 102002/system/dashboard/1 (3] a4 L & H a =
- - - fortipam ~|
| + Add widget
System Information == - Virtual M
Hostname FGVYMSLTM26005688 © FGVMSL license
Serial number FGVMSLTM26005688
. Support IPS
Mode NAT
Systemtime  2026/03/2108:45:42 i* Allocated RAM 4GiB
AntiVirus
Jptime 5d 13h $m 565
ubliclP (@ 201.87.130.50 Autoscaling @ Disabled
FortiGate Cloud - Security Fabric b - Administrators . -
Statu LAN Edge @Forti[xplmer OHTI'DS
. admin
& © rortiGate XO Swit .
= ‘ortipam
o o @
S/

o After you close session, in the FortiPAM you can go to “Log & Report — Secret — Secret
Video™
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@ Dashboard »

¥ Favorite Secrets Secret Clear Text
2a Secrets » View Secret logs View Logs related to viewing passwords
2o Secret Settings »
& User Management > 11 Check-outs and Check-ins Password Changes

N View Logs related to Check-ins and Check-outs View logs related to Password Changes
3 Monitoring >

Secret Request

I Log & Report v
Secret Video

View Logs of Sﬁ@wdms

View Logs of Secret Request

Events
ZTNA
SSH Job Service Account
= View Logs related to job View Logs of Service Account
Antivirus

Data Leak Prevention

Windows App Filter

View Logs related to Windows Application Filter

Disk Usage .—’ Certifcate Expiration

View Logs for Certifcate Expiration

Automation

o Here you can see every session recorded. Plase open a video with a double click in
every video that you want to see:

(a N
@ Dashboard > €| BeExporte W Secret Vide RDisk» ®7days~ & @D
7 Favorite Secrets
da Secrets > |° al
2 Secret Settings >  Date/Time Token ld Secret name User Account Operation Action Launcher Application Type
& User Management > 2026/03721... SIS0 FortGateCORE admin _ fortipam & Videouploadstart  Videouploadstart o Web Launcher € FortiClient Web extension
2 Monitoring >
I Log & Report -

Fuents

. J

~

Walchingio(tifjale(()k[ - X

Date: 2026-03-21 08:59:19 Secret: FortiGateCORE User: admin
Source IP: 10.20.0.2 : 51435 Destionation IP: 10.20.0.2 Launcher: Web Launcher
\ /

« We can test the “SSH Filter” launching a “PUTTY" connection and “Web SSH"
connection. Let’s to open a "PUTTY".
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e \

Launch Progress Launch Secret: ForGateCORE

" PUuTTY
.
& webs.A
f Web Launcher

e The FortiClient PAM launch automatically the PUTTY and starts the record:

€ 7 QO & 102003 B ex 1 v @

@ FortiChent

» Additional when we try a “Shutdown” or a “Reboot” these commands are blocked:
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« We can test a "Web SSH" connection:

Launch Progress Launch Secret: FortiGateCORE

> Select Launcher

o PuTTY
Getting Info .

- o Web SSH
Launching = \‘a_f(,n-‘_lmw_,
Done

(5] B FortiPAM - FPAVULTM25003025 X [ SSH : FortiGateCORE x -

'

& ) & 10.20.0.3

Xterm : FortiGateCORE

FGVMSLTM260085688 # execute shutdown
This command is not allowed to execute. Please check with your administrator.

FGVMSLTM26085688 # execute reboot
This command 1s not allowed to execute. Please check with your administrator.

FGVMSLTM26885688 # I
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» We can review the logs generated in SSH connection, in FortiPAM go “Log & Report -
SSH™

0 Critical System Notification should be configured to receive email alerts for Glas: cing activation and License expiration.
@ Dashboard > & @Export= SSH ®Disk» ©7days~ & [0 Detaik
€ Favorite Secrets
2a Secrets > oal I Q
& Secret Settings *  Date/Time Severity Action Message Command Secret 1D User Token Id Event Type Sour¢
-
& User Management * 2026/03/21.. mEmm Blocked Command blocked by ssh-filter  execute shutdown 1 admin 8287670  ssh-command 5255
3 Monitoring > s . -
2026/03/21.. HEEE Blocked Command blocked by ssh-filter  execute shutdown 1 admin  330689% ssh-command 5251

4 Log & Report -

. 2026/03/21.. mEEE Blocked Command blocked by ssh-filter  execute shutdown 1 admin 7828843  ssh-command 5246

ecret
Eniy 2026/03/21.. mEmE Blocked Command blocked by ssh-Alter  execute shutdown 1 admin 1865054 ssh-command 5243
ZTNA 2026/03/21... WEEE Blocked Command blocked by ssh-filter  execute shutdown 1 admin 12940549 ssh-command 5223

_ 2026/03/721.. W Passthrough execute webcachefiltershutdown 1 admin 12940549 ssh-command 5223
J

d) Integration of FortiAnalyzer and FortiPAM

In the same way that we integrated FortiGate, we are going to integrate FortiAnalyzer with
FortiPAM. Please access to FortiPAM via HTTPS.

e In FortiPAM go to “Secrets — Targets" and click in “Create”. Let’s to create the next
“"Target™:
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@ Dashboard >
1y Favorite Secrets

I a8 Secrets v
Secrets
Gateway

Personal Folder
Public Folder
My Requests
Approvals

Jobs

Discovery

&0 Secret Settings

v

= User Management
L) Monitoring

I Log & Report

% Network

Q System >

v vV vV v

New Secret Target
General Permission
Name FortiAnalyzer

Classification Tag @3 Infra Fortinet

Default Template ¥ FortiProduct (Web)

Host 10.20.0.4

URL | https://10200.4
Gateway @ None
Description

B Advanced Web Setting

WebProxy Disable

Replace Web Credential @ @©
Authentication URL @ o

Website Vendor & General

Domainlist @ O

» Goto “Secrets - Secrets" and click in “Create”. Let’s go to create the "Secret” for
FortiAnalyzer. Select “Create New Secret in” folder “Personal - admin™:

Create @& New Secretin:

Public

Personal

e admin

o Fill up the next information and click in "Submit”.
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&a Secrels

SecretList

Mew Secret
Canain Service Setting @ dermission @
MName FortlAnalyzer
Folder m zdmin -
Tarpet © ) Forbanalyzer v
Privileged Account Yes
Template X FortiProduct (SSH Password) - X

Server Information (O Inhent Server Information from Template

Associzted Secret (B Mo associated secret

Description

B Fields

Host 10 20.0.4

VRL https710.20.0.4

Username admin

Password Fortinet1238# =
s &

Confirm Passward | seesssssssss (_,l

P e ]

» Go to "Secret Settings — Approval Profile"” and let’s to create the next profile:
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@ Dashboard >
17 Favorite Secrets
& Secrets >
2o Secret Settings v
Templates
Launchers
Policies
Classification Tag
Addresses
Dependency Updater
Approval Email Template
Password Changers
Password Policies
Character Sets
AntiVirus
Data Leak Prevention
DLP File Pattern
SSH Filter Profiles

New Approval Profile

Name Approvers

Number of Approval Tiers @ m Two Three

Minimum Permission @ None
Approval Link Expiry Time @ 120

Description

Approval Email Customization
Email Template (e
Customized Fields @
Tier-1 Settings

Required number of Approvals 1

Approvers & admin

Approver Groups

Minutes

o Let's to create a new “Secret Policy". Go to "Secret Settings — Policies” and create the

next policy:
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@ Dashboard
1r Favorite Secrets
2 Secrets >
2o Secret Settings v
Templates
Launchers

v

Policies

Classification Tag

Addresses
Dependency Updater
Approval Profile
Approval Email Template
Password Changers
Password Policies
Character Sets
AntiVirus

Data Leak Prevention
DLP File Pattern

SSH Filter Profiles

Windows App Filter
Profiles

Event Filter Profile

Integrity Check
& User Management >
2 Monitoring >

New Secret Policy
Name FortiAnalyzer
Automatic Password Changing @ Not Set
Automatic Password Verification @ Not Set
Session Recording @ Enable
Praxy Mode @ Not Set
Tunnel Encryption 5 Disable
Requires Checkout @ Not Set
Requires Approval to Launch Secret @  Enable
Requires Approval to Launch Job @ Not Set
Bypass Approval O Not Set
Approval Profile [ B Approvers

Block Clipboard Not Set
Windows Application Filter @ Not Set
SSHFilter @ Not Set
Antivirus Scan @ Not Set
DLPFilter @ Not Set

RDP Event Filter @ Not Set

RDP Security Level @ Not Set

Log Expiring Certificate @ Enable

» You can see that this policy does not have “SSH Filter”, is not using “Proxy Mode" and

needs approval to use the launcher.

o Let's to create a new user. Go to “User Management - User List” and click in “Create”

follow the next instructions and click in “Next":
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Configure Role Configure Type Configure User Details Two Factor Configure Trusted Hosts Review
Authentication and Schedule
User Privilege
O GuestUser

Guest users are created for demonstration purposes. It can only view secrets and has very restricted access to different features.
@® Standard User

Standard users are created for any users who has basic access to secrets. It has the ability to make request, claiming ownership for secrets that requires checkout etc.
O Sponsor Admin

Sponsor admins are delegated the responsibility of managing users within a sponsored group, including the ability to create, edit, or delete those users.

O Power User
Power users are created for managing general settings of secrets. For example, they can change who could approve secrets, the commands that are blocked on the
target server etc.

(O Administrator

Staff Administrators used for configuring the FortiPAM, and managing secret access. An example is an IT staff member, who manages the access of Standard Users, or
approves requests,

O Customized User

Customized users have tailored permissions and restrictions to match their needs and responsibilities, allowing to control access to features or pages based on assigned
roles. Users can create a customized role in the Role page.

L
s
Configure Role Configure Type Configure User Detalls Two Factor Configure Trusted Hosts Review
Authentication and Schedule
Jser Type
® Local User
A user which has their information configured and stored on the FortiPAM,
) APl User
AP User can only access FortiPAM by using a token via the REST APl instead of GUI.
") Remote User
A user which has their information configured and stored on a remote server. Check this option if you want to enable login for one remote user in a remote group, and
assign them this role for their FortiPAM session.
(.
Configure Role Configure Type Configure User Details Two Factor Configure Trusted Hosts Review
Authentication and Schedule
User Details
Username user
Password Fortinet123!@ =
Confirm Password | Fortinet123'@ R G'l
Status @ Disable
Comments Write a comment..
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Configure Role Configure Type Configure User Details Two Factor Configure Trusted Hosts Review
Authentication and Schedule
Email Alert & Two-factor Authentication
Email Address
Critical System Email Alert Enable
General Email Alert Enable
Two-Factor Authentication @
Configure Role Configure Type Configure User Details Two Factor Configure Trusted Hosts Review
Authentication and Schedule

Configure trusted |Pv4 addresses from which the user can connect to the FortiPAM

IPv4 Trusted Hosts +

@ Configure the schedule for which the user can connect to the FortiPAM

Configure Role Configure Type
Privileges
Role Type Standard User
User Type | Local User
User Details
Username user
Password Fortinet123!@

Confirm Password  sesssssssssss

PN cnabie |

Write a comment

Status @

Comments

Email Alert & Two-factor Authentication

Email Address
Critical System Email Alert
General Email Alert

Two-Factor Authentication O
Restricted Access

IPv4 Trusted Hosts O

Login Schedule (e ]

Configure User Details Two Factor

Authentication

s [

Previous

Configure Trusted Hosts
and Schedule

Review
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o Go to "Secret — Public Folder” and let’s to create a Folder for FortiAnalyzer with the new
policy and the "user” can use.

=-= FortiPAM KVM

© Critical System Notification

@ Dashboard >  Root
¥y Favorite Secrets 4 Create~ | = Tree & Edit CurrentFolder | @ Q, Search

28 Secrets v Folder
Name $

Secrets > t
Targets
Gateway

Personal Folder

Public Folder w

My Requests

@ Dashboard >  NewSecret Folder

vy Favorite Secrets

=& Secrets v General  Permission @
Secrets -
Targets Name FortiAnalyzer

Gateway Parent Folder = B Root Folder -

Personal Folder Inherit Policy

B el Secret Policy | B FortiAnalyzer -

My Requests

-
\

e In Folder’s "Permission”, select the user “user” and clic in “Submit":
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@ Dashboard >
17 Favorite Secrets
&& Secrets N
Secrets
Targets
Gateway

Personal Folder

Public Folder o

My Requests

Approvals

Jobs

Discovery
&0 Secret Settings >
& User Management >
2 Monitoring >
I Log & Report >

-
.

MNew Secret Folder

Permission @

ZTNA

Inherit ZTMNA Control

ZTNA Control

Permission

Inherit Permission

User / Group Folder Permission =
& admin v  Owner v  Owner
View v  View

>

o ]

Secret Permission =

v @ Allservices

v @ AllServices

Allowed Service

e In "Secrets -~ Secrets” select “FortiAnalyzer" and click in “More" and click in “Move":

Yo

@ Dashboard

¥ Favorite Secrets

Personal Folder
Public Folder
My Requests
Approvals

Jobs

Discovery

B0 Secret Settines »

* T

Name & Target Address
&a Secrets v
B] Fortianalyzer 102004
Targets o LaunchSecret | # Edit W AddFavorite [l Delete
Gatewsy FortiGateCORE 102002

Description ¥

¥ More
= Maove
B Delete
N Clone

Auto Password Changing #

© Disabled

lisabled

Last Launch Time &

Never launched

Hour ago

Move 2a

Public

BB FortiAnalyzer

» You can see the “FortiAnalyzer’s Secret” is in “FortiAnalyzer"” Folder:
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Tarpet Address & Description § Austo Password Changing & Last Lawnch Time &

0 Disabled
Wosets | v naoce

Last Password Change &

102004 Haver lunchad @ rvever changed

2 ese

W Add Favorite

© Fature 1 2006-03-21 171330

Last Paspevord Veribcation & Foder &

W Fortianatyzer

e Review that the “SSH Filter” is not active in "FortiAnalyzer” secret. Got to the

"FortiAnalyzer"” secret and click in edit.

-
@ Dashboard

¥ | 4 create | ©@Q, searct

17 Favorite Secrets

Name 2 Target Address 5 Description 3 Auto Password Changing & Last Launch Time
&a Secrets ~
B FortiAnalyzer 10.2004 0 Disabled 2 minutes ago
Targets B Request 4 Edit W AddFavorite [l Delete v More
Sialevay FortiGateCORE 102002 © Oisabled Hour ago
Personal Folder
.
" H H n H u n H ] "
o Select “Service Setting” and disable “SSH Fllter” and click in “Save".
y
@ Dashboard »  Secret Details - FortiAnalyzer (id: 2)
¥7 Favorite Secrets
| & Secrets v
Targets
G a Se setting @ Ser\-ceSettngo on @ Dep ency @ Cre a E
Gateway
Personal Folder S5H Service @ Disable m
Public Folder .
Use Template Default Port [ o}
My Requests :
S5H Filter m Enable
Approvals
RSA Sign Algorithm @ RSA SHA-1 signing algorithm -
Jobs
Discovery
&o Secret Settings > ROP Service @ m Enable
& UserManagement > VNC Service @ Enable
LJ Monitoring » SAMBA Service O Enable
¥ Log &Report * SFTP Service @ Enable
b Network ’ Telnet Service @ Enable
R System >
( B = Discard

« |n this way we have another central access with FortiAnalyzer. We can test all the

launcher connections and how the policy applies.
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o Access in "Victim" device, open a browser and access to FortiPAM (https://10.20.0.3)
with the "user” account:

Ve

(5 D FortiPAM Login x }

€« C Q G ©+ 10.2003/remote/login?iang=¢

B FortiPAM Login

user
I .............l ‘
\ ,

o This user has a limited panel and only can see the FortiAnalyzer:

272 FortiPAM KVM

£r Favorite Secrets [# Create | [OQ}- 3

&a Secrets
Name = Target Address = Description = Auto Password Changing = Last Launch Time =

Targets O FortiAnalyzer 10.20.0.4 0 Disabled Never launched

Personal Folder

L Dishlins Caldar

o Select "FortiAnalyzer" secret and click in “Request” and fill up with the next information:

222 FortiPAM KVM = Q W

12 Favorite Secrets 4+ Create | @ Q, se
&8 Secrets
Name % Target Address = Description ¢ Auto Password Changing =
Targets ] Forl.iAruIyzell Request ;4 © Disabled
Personal Folder ﬁﬁjml Edit # Add Favorite @ t v More
Public Folder -
My Requests
Approvals
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222 FortiPAM KVM
¥7 Favorite Secrets New secret request
28 Secrets v
Secrets Requester 2 v
Targets Request Type Launcher -
Personal Folder Secret 2a FortiAnalyzer x
Public Folder +
Start Upon Approval Enable
Approvals Request Duration 1 hour -
Jobs Start time
&0 Secret Settings > End time
Requester Comments - I need access in FAZ to generate an
executive report
Status [,}
O )
Tier 1 Final
[ submit KOV )

e You can see the status "Request” in “"Secrets - My Requests”:

£22 FortiPAM KVM

Availability
W Pending L1]

17 Favorite Secrets

24 Secrets hd

Request Type
W Launcher [ 1]
Secrets
Targets
Personal Folder
Public Folder
s T
Tom]0a a
Approvals
Creat
Jobs
&o Secret Settings »

Secret = Tier Approval Progress ¢ Start Time = Expiration Time = Duration ¥

= O pending @

O & FortiAnalyzer#1 o Launcher

Request Type 5

2026-03-21 18:06:00 2026-03-21 19:06:00 1 hour 2026

» Please access to “"FortiPAM" via HTTPS in “Security Fabric” with the "admin” user to

approve the user’s request.

» When you access you can see a notification in "Secrets — Approvals™:
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p
@ Dashboard

17 Favorite Secrets

I da Secrets
Secrets
Targets
Gateway
Personal Folder
Public Folder
My Requests
Approvals
Jobs

Discovery

>
Request Type Action Status
B Launcher 1] I waiting for Approval @
o~

|© Qpearc

Secret ¥ Request Type Requestor Requestor Comments 5

D % [=] waiting for Approval @

O & FortiAnalyzers] - tierl 4F Lsuncher & user

I need access in FAZ to genera. Am

« Please select the pending request, click and "Approve”.

p
@ Dashboard

¥ Favorite Secrets

I da Secrets
Secrets
Targets
Gateway
Personal Folder
Public Folder
My Requests
Approvals
Jobs

Discovery

>
Request Type
I Launcher 1]
0«

© Q 5earch

Action Status
B Wiiting for Approval ©

=] Secret & Request Type = Requestor & Requestor Comments &

ry [=) waiting for Approval €@
B 2a FortiAnalyzer#1 - tierl o Launcher - user

1

# edit | @ approve O Deny

| need access in FAZ to genera..

o Please confirm the following approving details:

&
&

Comments:

Secret Request Type =

FortiAnalyzer#1 - tierl Launcher

Approved

Cancel

Requestor =

user

o Return to "Victim" device, update the browser and you can see your request approved

and you can access to use the “FortiAnalyzer"” secret.
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£72 FortiPAM KVM

% Favorite Secrets
Request Type

W Launcher (1]

Availability

W Aoailable [1]

24 Secrets v
Secrets
Targets
Personal Folder

Public Folder

My Requests

@l [+ ceate|[0Q ¢

Approvals

Job Secret ¢ Request Type = Tier Approval Progress < Start Time = [Expiration Time = Duration = Cre
5

&0 Secret Settings N 5] O Avaltable @

O 3 FortiAnalyzer#1 @ Launcher & 2026-03-2118:06:00 2026-03-21 19:06:00 1 hour 2024
J

\.

o Goto “Secrets — Secrets” select “FortiAnalyzer”. Now you can see the “Launch Secret”
(Instead of Request). Select “PUTTY" connection.

Launch Progress Launch Secret: FortiAnalyzer
> Select Launcher

o PuTTY
Getting Info o Web SSH
Launching 4 Web Launcher
Done

« Now you are connected to FortiAnalyzer via PUTTY with the "admin” user and you can
execute a "reboot” because your new policy permits it.
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{ 0.20.0.4 - PuTTY

¢ Favorite Sef
8a Secrets
d Changing
Secrets
Targets
Personal F re
Public Folds
My Reques
Approvals
Jobs
& Secret Sett
o J

1 Favorite Secret:

Request Type Awailability
. " v
a4 Secrets B Launcher O B Available (1)
Secrets
Targets

Personal Folder

Public Folder

Approvals

) Secret Request Type Tier Approval Progress Start Time Expiration Time 3 Duration Creati
lobs
2 Secret Settings N 5] O Available @
O 2 FortiAnalyzer#1 4 Launcher 2026-03-21 18:06:00 2026-03-2119:06:00 1hour 2026-0
b /

e) Integration Windows Server with FortiPAM via RDP using AutolT for custom Apps
access.

We will use Autolt to customize the connection from the FortiPAM, run an application
"MetaTrader 5", and automate the startup and provision of credentials in that application.

We will assume that the application is installed and an account is used to access said
application.
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(- 2\

2
File  View Inset Chats  Tools Window  Help
- :- IDE Algo Trading - a @
Market Watch x
Symbel Eig Ask DailyCh.. =
EURUSD 11513
« GBPUSD 133407
SOCHF 7880 1
* USDRPY 2 0.92%
Symbols [ D —
Havigator x | o i N
Login ? x
S MetaTrader 5 ~
Accounts
ndicators E Authorizaton aliows 10 et accest 1o the ¥ade sccount
B Expen Advisors
Logn: | 104734486
v . Y e —— ] Seve password
M EURUSO.H1 Server: | MetaQuotes Demo
X Subject To Time
I
\ J

¢ The account information DEMO is the next:

( ™
L

Open an Account: MetaQuotes Ltd. ? X

Registration
Wait a little, please

Name: Cardona John
Server: MetaQuotes-Demo
Account type: Forex Netting USD (1:100)
Deposit: 100000 USD

Status: New account opened

Login: 106418866
Password: lySkRmRk
Investor: 6cD-IeEk (read only password)

Copy the registration information to dipboard L}

Please keep your username and passwords in a safe place.

Please use the QR code to authorize in the mobile application.
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e This account works!

-
%) 105091944 - MetaQuotes-Demo: Demo Account - Hedge - MetaQuotes Ltd - o X

File  View Insert Charts Took Window  Help
L D€ g Algo Trading  [*+) New Order | 11 @ Q@ (|l e s R
Market Watch: 23:59:58 x
Symbol B Ask | Daily Ch.. * T -
RIS, Hi! Bt vi US Dol W N o

+ EURUSD L1507 115132 o et gt £
; e et | - oo -
+ GBPUSD 13252 132623 f s
0 132 59) 132 62‘

PUSPO P P = —Ty T e, =

USDCHF "
" USDIPY 16025 160343 0.36%
|_symbets |
Navigstor
S MetaTrader § =

= MctaQuotes Demo o “ -
5 Subscriptions ore 88 ore 93 .

Indicators

- 1 US Dolar vi Yo
SELL BUY

v & Accounts

10025‘ 1!#)34]

5 Expent Advisors

. o
Common | p USDCHEH |
o J

o Let’s go to integrate this application with FortiPAM to be able to safeguard the access
account.

o First, we need to create a second administrator on Windows Server. Go to “Control Panel
- User Accounts” and add a “metatrader” local account as a “Administrator” (Put the
next password "Fortinet123!@").

#2, Manage Accounts - O X
— T 13‘ User Accounts » User Accounts » Manage Accounts o)
Choose the user you would like to change
metatrader Administrator
[{v_- R Local Account R Local Account
Administrator Administrator
Password protected Password protected
\. J

o Logoff in the server with “Administrator” account and login with the “metatrader”
account.

o Let’'s go to disable the open automatic of “Server Manager”, in “Server Manager” go to
"Manage — Server Manager Properties” and click in "Do not start Server Manager
automatically at logon”. Click and "OK" and close “Server Manger".
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i Server Manager

l Local Server

Ii Al Servers o nfim e th
BR File and Storage Services b .

fo us QUICK START

WHAT'S NEW

ROLES AND SERVER GROUPS

i File and Storage 1 s 1 i Ser
Services

(@ Manageability (® Manageability (@ Manageability
Events Events Events
Services Services - Services
Performance Performance Performance
BPA results BPA results BPA results

Add Roles and Features
Remove Roles and Features

Add Servers
Create Server Group

Server lbvngv Properties

£ Server Manager

l Local Server

B Al servers o ¢ !
B§ Fite and Storage Services b =
o us QUICK START

WHAT'S NEW

LEARN MORE

ROLES AND SERVER GROUPS

i File and Storage 1 o s 1
Services

(® Manageability (® Manageability @ Manageability
Events Events Events
Services Services Bl sevvees
Performance Performance Performance
BPA results BPA results BPA results

Add Roles and Features
Remaove Roles and Features

Add Servers
Creste Server Group

Server th-gv Properties

» let's go to install “AutolT" in this server. In the folder "AUTOIT" we can found "autoit-v3-

setup.exe™:
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¥ | AUTOI

-

v o Quick access
B Desktop

& Downloads

i| Documents

= Pictures

T

Home Share

-

Jiew

» ThisPC » Local Dssk (C:) » AUTOIT

ﬂ‘\ autoit-v3-setup
© MetaTrader

"g MetaTrader

B mitSsetup

» Double click to "autoit-v3-setup.exe” and click in "Next":

(

€ Autolt v3.3.18.0 Setup

v3.3.18.0.

computer

Chick Next o continue.

Welcome to Autolt v3.3 .18 0 Setup

Setup will guide you through the instalaton of Autolt

It s recommended that you coge all other applicabons
before starting Setup. This will make it possible to update
relevant system fles without having to reboot your

Nt >

« Click in "I Agree" and select "Use x86 tools by default” and “Next".
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@ Autolt v3.3.18.0 Setup

License Agreement
Please review the license terms before instaling Autolt

v3.3.18.0.

Press Page Down to see the rest of the agreement.

Autolt
Ay thor Jru'lhn Bem:-t'l and the Autolt Team

mtw com

END-USER LICENSE AGREEMENT FOR THIS SOFTWARE

This End-User License Agreement (EULA”) is a legal agreement
jpetween you (sither an indvidual or & single entity) and the

If you accept the terms of the agreement, dick [ Agree to contnue. You must accept the
agreement to install Autolt v3.3. 18.0.

Nulsoft Tretall System v3.11
< Back 1 Agree Cancel
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) Autolt v3.3.18.0 Setup -

64-bit Operating System Support
How to you want to configure x64 support?

You are running a 64-bit Operating System. rwq}nmmmethM
some sopls may not work as expected.,

Use native x64 tooks by default where possble?

(O Us= native x64 tools by default

(@) Use xB6 todls by default (recommended for compatbiity)

h I['.l Ired Al Syt o= '

(Hﬂ- Next > -Clﬂ
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o Select a default option for *.au3 files “Edit the script” and click in “Next".

-

) Autolt v3.3.18.0 Setup

(O Run the saipt

(@) Edit the script

A

Select a defaut option for =

Defaults for “_au3
What do you want to do when you double-cick a =.au3 file?

a3 fles,

T e

¢ Click in “Next" and "Install".
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) Autolt v3.3.18.0 Setup —

Choose Components
Choose which features of Autolt v3.3.18.0 you want to instal.

Chedk the components you want to instal and unchedk the components you don't want to
instal. Chck Next to continue.

Select the type of instal: Pl v, A
or,sdectnup:: Autolt Core Fles fequre.
components you wish o [¥] script Exampies [Yover & comporent
— [¥] UoF Script Examples ¢ ks desarptior
Space required: 32.8 MB

“’ Il"' i Irect Al Sy el e

<Back | mNext> | Cancel
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-

@ Autoit v3.3.18.0 Setup

Choose install Location
Choose the folder in which to install Autolt v3.3,18.0.

Setup will nstal Autolt v3. 3. 18.0 in the following foider. To instal n a dfferent folder, dick

Browss and sslect another folder. Cick Install to start the instalation.

< Back

e Click in "Finish"” to finish this installation.
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-

) Autolt v3.3.18.0 Setup

Completing Autolt v3.3 18 .0 Setup

Autolt ¥3. 3. 18.0 has been instaled on your computer.
Oick Frash to dose Sehup,

[[] show release notes (check for script breaking changes)

Visit the Autolt webste for the latest news and support.

< Back Firuch Cancel

» Now go to FortiPAM via HTTPS and create the next admin API.

» Go to "User Management — User List” and click in “"Create” follow the next steps.
WARNING: Saved the API due this will be used later:
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@ Dashboard > EditUser
v Favorite Secrets
24 Secrets > Privileges
as Secret Settings >
Role Type  Administrator -
o User Management v
Role B Super Administrator -
User List B Supe
User Groups User Type APl User -
Sponsored Groups
User Details
Role
LDAP Servers Username =
SAML Single Sign-On API Key @ Re-generate APl Key
RADIUS Servers Comments  Write a comment...
Auto Provision Rules p
Schedule
Restricted Access
FortiTokens
] Menitoring > IPv4 Trusted Hosts OB
1% |og & Report > Login Schedule (e |
«+ Network >
8 System >

» Now we should go to FortiPAM via "HTTPS" and let’s go to add a "Windows Server".

e Goto "Secret — Targets” and click in “Create”.

£22 FortiPAM KVM

© Critical System Notification should be configured to receive email alerts for Glassbreaking activation and License expiral

@ Dashboard ’ | e -OQl‘"- rch
€1 Favorite Secrets - —

Name = Target Address = Gateway = Default Template =
24 Secrets v

Secrets [E @ infra Fortinet @

Gateway FortiGate © 102002 None X FortiProduct (Web) (
Personal Folder

Public Folder

My Requests

Approvals

o Let's go to create the next "Target”
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2 FortiPAM KVM

@ Dashboard >

¥¢ Favorite Secrets

‘ a8 Secrets v
Secrets
Gateway

Personal Folder
Public Folder
My Requests
Approvals

Jobs
Discovery

as Secret Settings >

\__ -

New Secret Target

General Permission

Name WindowsServer

Classification Tag @ Windows -
Default Template =~ & Windows Machine -
Host [ 10.20.0.100

Gateway © None -
Description

© Critical System Notification should be configured to

e Let's go to create the "Secret". Go to “Secrets — Secrets” and click in “Create”.

=== FortiPAM KVM

@ Critical System Notification should be configured to receive email alerts for Glassbreaking activation and

@ Dashboard 4 | + Create | ‘O Q, Search

¥ Favorite Secrets

Targets
Gateway
Personal Folder

Public Folder

Mv Reauests

Name =
aa Secrets v
O FortiAnalyzer  10.20.0.4

FortiGateCORE  10.20.0.2

-

Target Address ¥

Description ¥ Auto Password Changing = Last Launch Time =
© Disabled Saturday
© Disabled Saturday

¢ Select the folder “Personal — admin”.



https://latam.amerintlxperts.com/secops/images/Lab06-80.png
https://latam.amerintlxperts.com/secops/images/Lab06-80.png
https://latam.amerintlxperts.com/secops/images/Lab06-81.png
https://latam.amerintlxperts.com/secops/images/Lab06-81.png

Create a8 New Secretin:

Public Personal

B admin

o Go to create the secret with the next information and click in “Save”".

-

@ Dashboard »  Secret Details - Metatrader (id: 3)
1y Favorite Secrets
‘ 2a Secrets v
Targets
General Secret Setting o Sery ».o Permiss .10 c a
Gateway
Personal Folder
Name Metatrader
Public Folder
Folder [ | v
My Requests
Target 2 WindowsServer -
Approvals
. Privileged Account @ ves [0
Discovery Template ZW ws b v 32
&0 Secret Settings Server Information @ @ Inherit Server Information from Template
& User Management Associated Secret @ @@ No associated secret
&2 Monitoring Description
L Log & Report
 Network B Fields
£ System
Host 10.20.0.1
Username  \metatrader
Password  Fortinet123!@ O |
A

+ We can test the RDP connection in FortiPAM. Go to “Victim"” device via "Display” and in a
browser open FortiPAM (https://10.20.0.3).

e Go to “Secrets — Secrets” and launch “WindowsServer” in any way.
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< C U G 102003

Launch Progress Launch Secret: Administrator

L 4 Reg\f-]te Desktop-Windows
o Web RDP

e The connection is established successfully:

+ We need to create a Secret for save our Metatrader’s credencial.
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» In the FortiPAM go to “Secrets — Secret” and let’s to create a new secret with the next

information:

£"2 FortiPAM KVM

@ Dashboard
1y Favorite Secrets
=4 Secrets

Secrets

Targets
Gateway
Personal Folder
Public Folder
My Requests
Approvals
Jobs
Discovery
& Secret Settings
= User Management
CJ Monitoring
1 Log & Report
+ Network
£ System

Secret Details - MetaTraderApp (id: 4)

L I

Remote De... ‘Web RDP

General  SecretSetting @  ServiceSetting @  Permission @
Name MetaTraderApp

Folder ™ =d .
Target [ WindowsServer -
Privileged Account @ Yes W0

Template & Windows M -

Server Information @ @ Inherit Server Information from Template
Associated Secret @ €O  8a Metatrader -
@ Launch with Associated Secret Credentials

Description

B Fields

Host
Username 105091944

Password 'védxXXrNm = N



https://latam.amerintlxperts.com/secops/images/Lab06-86.png
https://latam.amerintlxperts.com/secops/images/Lab06-86.png

@ Dashboard »  Secret Details - MetaTraderApp (id: 4)
@ Favorite Secrets
24 Secrets v @ Q

Targets w

o > setting @ Permission 0 I o
Gateway —
Personal Folder
ZTNA

Public Folder

My Requests Inherit ZTNA Control O

Approvals ZTNA Control (e ]

Jobs o

Permission

Discovery
20 Secret Settings » Inherit Permission
. A $
= User Management ? User / Group Permission & Allowed Service
&3 Monitoring ’ & admin v  Owner v @ AllServices
k4 Log & Report »

& autoit »  Owner » @ Al Services
o} Network >
+
8 System >
\ J

o Save the secret. In this point we have and secret ID and an API Key.

« Got to "WindowsServer” and once the "AutolT" installation has been finished, go to
folder "AUTOIT" and open the file “MetaTrader.au3" with “Wordpad":

o Quick access
r,‘ sutodt-vi-setup.exe

B Desktop T L —— N PM  Autolt
¥ Oownloads o Mol Run Script
3| Documents Compile Script
&= Pictures Compile Script (x54
autot-v3-setup Compile Script (x86
TOOLS Edit Seript
wwwroot Open
Run Script (w6d)
& This PC .- Run Script (x86)
T-Tip >
Open with > © AutoltviScrpt
Share with > Notepad
Restore previous vessions @ SciTE Lite - a Scintilla based Text Editor modified by Jos for Autoht3,
_, WordRed
Send to > %
Search the Store
Cut
Choose another app
Coo
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» You can see the script configuration. You will need change the next parameters: APY
Key & Secret ID.

Lr $RequireAdmin

$BlockInput (1

e

Run ("C:\terminaléd.exe"™

; —=— Pardmetros Extraidos de tu CURL Exitoso ---

Local $sUrl "https://10.20.0.3/api/vi/cmdb/secret/database/1"
Local $sToken “9tppkqlfgxN10x9s548cikhwlb3Qme”

Local $sPassword :

; === Paticidén —--

Local $oHTTIP ObjCreate ("WinHttp.WinHttpRequest.5.1"

$oHTTP .Cpen ("GET", $sUrl, False

$oHITP Option (4 0x3300 ; Ignorar errores SSL (-k)

$oHTTP. SetRequestHeader ("Authorization™, "Bearer ™ & $sToken
$oHTTP. Send

; === Response ===

Local $iStatus $oHTTIP.Status
Local $sResponse $oHITP. ResponseText
kf $oHIIP.Status 200 Then
; ==-- EXTRACCION DEL PASSWORD ---
; Bsta expresién busca donde dice "Passvord", salta el tipo y captura el "value”
; Estructura en tu JSON: "name”:"Passvord”,"type":"passvord”,"value”: "XxXxXxXxX"*
Local $aMatch ijingﬁeqixp $sResponse, '"name":"Password"._+?"value™:"([~"]4+)""',6 1

If Not @error Then
$sPassword $aMatch(0) ,; jAgqui se guarda el passvord

Else
MsgBox ($MB_ICONERROR, "Error", "No se pudo encontrar el patrén del password en el JSON."
EndIf

Else
Wﬂ MsgBox ($MB_ICONERROR, "Error "™ & $oHTIP.Status, "No se pudo conectar al FortiPAM."

EndIf

Sleep (35000

Send ($sPassword, 1

Sleep (1000

Send (" {IAB}"

Send (" {IAB)}"

Sleep 1000

Sleep (1000

Send (" {ENTER}"™

BlockInput (0

» You can edit and create your own custom script. You can use
https://www.autoitscript.com/autoit3/docs/ the official documentation links about
AutolT.

o Curlis a great tool for test the calls API to FortiPam, in this way we can verify that the
API works then we can use it in our own script:
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« And we can use the FortiPAM’s API official documentation:
https://fndn.fortinet.net/index.php?/fortiapi/3047-fortipam/

« Please close the script and saved your changes. After this, we need to compile it.

= | AUTOIT

— () This PC Desktop » AUTOIT

o Quick access

I Desktop

€ autoit-v3-setup.exe

© MetaT —
¥ Downloads & Mues Run Script
;| Documents Compile Script
= Pictures Compile Script (x64)
AUTOIT CompileScript (x86)
autoit-v3-setup Edit Script
Open
TOOLS
Run Script (x64)
wwwroot

Run Script (x86)
3 This PC 7-Zip >
:_] Scan with Windows Defender...

g¥ Network
Open with »

« We have already the .exe to invocate in the integration with FortiPAM.
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v o Quick access
Il Desktop
& Downloads

5 Documents

Pictures

AUTOIT
[ This pC

]’ Network

-

Application Teels  AUTOIT

Share View Manage

» This PC » Local Disk (C:) » AUTOIT

MName Date moddfied

(5] autoit-v3-setup.exe Q/7/2025 3:46 AM
© MetaTrader.aul
=7 MetaTrader.exe

3/2772026 9:20 PM

Type

Apphcation

« We can test if this ".exe" works executing it with a double click.

« In the server, we will need make sure that this ".exe" is executed once there is a

connection RDP. There are some ways to do this, but we will use a task schedule in
“metatrader” logon.

e Press “Run” in the Windows Server, type “taskschd.msc” and press Enter. Click “Create
Task” in the right panel follow the next instructions.

Ve

o]
File Action View Help
«s|2m Brm
(D) Task Scheduler (Local)

(& Tosk Scheduler Library

Name
b Crestebxplor... Ready When the task is created or modified

Status  Triggers Next Run Time  Last Run Time

3/25/2026 5:01:25 AM
{ (5 InicioMetatrader Properties (Local Computer)

General Triggers Actions Conditions Settings History (disabled)
Name: InicicMetatrader
Location:  \

Author: XPERTS2026\administrator

Description:

Secunity options
When running the task, use the following user account:
WIN-URBQUASNSSP\metatrader
® Run only when user is logged on
O Run whether user is logged on or not

Change User or Group...

Do not store password. The task will only have access to local com
[ Run with highest privileges

[ Hidden Configure for:

oK Cancel

Windows Server 2016 v

Last Run Result
(0x40010004)
% pnnot find the file specified. (0800700 | )

Actions

Task Scheduler Library

D) Create Basic Task.

L Create Task...

Import Task.

[@ Display All Running Tasks

[ Enable AN Tasks History
New Foldes..
View

>| | G Refresh

Selected Item

» Run

s End
Dizable
Export._.

i Properties

K Delete

Help
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( A
@ Tsk Scheduler I

File Action View Help
% nm Bm

017".“::;‘*""‘:“” Name Status  Triggers Next Run Time  Last Run Time Last Run Result
- (® Createfixplor... Ready When the task is created o modified 3/25/2026 5:01:25 AM  (0x40010004)
(® Propetie e . annot find the file specifved. [0xB00700 | T Create Basic Task...
b & Creste Task...
Genersl  Triggen Actions Conditions Settings History (disabled) ‘ _—
When you crea £an Tigger x & Display All Running Tasks
] Enable All Tasks History
Trigger Begin the task-  Atlogon ~ = NewFolder...
Atlogen | Settings View
4 O Any user >| | G Refresh
1 ®) Specic user APERTS2026\metatrader Change User... H Her
P FRun
& End
& Disable
Advanced settings Export...
[ Delsytaskfor |15 minutes & Proputies
1 [ Repeat task 1 14 x
every: 1 hous fora duration of: |1 day Delete
New—- e b Hew
[ Stop task if it runs longer thane 3 days
[ Activate:  328/2006 23904PM 2
Run only whes . —— =
Romwhetherd o B | 37287202 23904PM S
Donctste 7 Enabled
Run with hight
| o] o
. =
S
s A
9 s . -
File Action View Help
| nm @
© Task scheduter fLocal Name Status Triggers Nest Run Time  Last Run Time Last Run Result Actions
Task Scheduler Library
- (® CreateExplor.. Ready When the task is crested or modified 3/25/2026 5%01:25 AM  (0x40010004)
e Metatrader Properties (Local Compute pnnot find the file specified. (:800700{ | T] Creste Basic Task...
% Create Task...
General  Triggers Actions  Conditions  Settings  Mistory (disabled) N Tosk.
When you creste 8 task_wou must snecify the action that will sccurahenwvourtask dade @ Displey All Running Tasks
Edt Action X 61 Enable All Tasks History
You must specify what action this task will perform. ) New Felder...
Start a program
Acton. [Samaprogam —
| ¢ o >| | G Refresh
[{ ’ Help
Program/script: t
[ Browse. . —g
Add arguments (eptional): ® End
Start in (optional): I | | # Dissble
Export...
= Properties
< K Delete
New. | [] Heip
[} ol
Run only when use
Run whether user is
Do not store pal
Run with highest p Cancel
Hedden Ccnfvamwi- v
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-

File Action View Help

e | nm B
J T“"'::::'.:U(:‘J:n Name Statux | Triggars Nest Run Time  Last Run Time Last Run Result Ackons
e y
5 CresteEsplor.. Resdy When the task is created or modified 3/25/2026 5:01:25 AM _(0x40010004) Task Scheduler Library
5 InicioMetatrader Properties (Local Computer) % ponot find the file specified. (0x800700( | 5] Create Basic Task.
® Create Task..
General Triggers Actions Conditions Se€Htings History (disabled) [—
Specify additional settings that affect the behavior of the task. 7 Display All Running Task
] Enable All Tasks History
3 Allow task to be run on demand New Folder..
[0 Run task as soon as possible after a scheduled start is missed View
- »| | 4 Refresh
| [ i the task fails, restart every:
- Help
Selected tem
EA Stop the task if it runs longer than: Idays » Run
L & End
=] |
¢ &4 If the running task does not end when requested, force it to stop & Dissble
] If the task is not scheduled to run again, delete it after: 30 day Export...
If the task is already running. then the following rule spplies & Properties
K Delete
Run 2 new instance in paraliel ~ + Help
=
Fun only when user iz logged on
Run whether user is logged on or not
- - )

« In this way we already have a task that will be executed when a login in windows server
with “metatrader” account es due.

« We can test that all this work. Go to “Victim" device, open FortiPAM via HTTPS and log in
with "Admin" account.

o Select the secret "MetaTraderApp" and clic in lunch "Remote Desktop-Windows":

( N\
Launch Progress Launch Secret: MetaTraderApp
) Q
Getting Inf 4 Rempe Desktop-Windows
4 WebRDP
J
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") 105061544 - MetaQuctes-Demo: Demo Account - Hedge - Meta}

File View Inset Chats Tools Window Help

&~ 3 ¥ Rlgo Trading  [) New Order 1|0 @
I yket Watch 23:59:58 x
: . 1) EURUSOHY
Symbo B Ask | DailyCh.. *
EURUSD
« GBPUSD
USDCHF 0.62%
* UsDPY 0.36%
USDCNH 3% ¥
| Havgatas x
& MetaTrader § ~
7 Subserpticns
Indscators v

For Help, press F1 Default

X Subject From Te Time
Create your own trading app Trading Platform 15:46 | Today
Top up your account directly in the platform Trading Patform 15:46 | Today
Trade analytics helps you optimize your portiolio Trading Platform 15:46 | Today
Risk warning Trading Platform 15:46 | Today
Rent high-speed hosting for 24/7 automated trading Trading Patiorm 15:46 | Today
Order your own robot according 1o your strategy Trading Platform 15:46 | Today
Trade anytime, anywhere Trading Platform 15:46 | Today
Robots and indicators can improve your trading Trading Platform 15:46 | Today
Copy signals of successful traders. Trading Platform 15:46 | Today
Welcome to the trading platform Trading Platform 15:46 | Today
You have reghstered a new account Metaluotes Ltd. Johin Cardona 03:38 | Today

i

r ] b arket Q) Tester
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Storytelling Agro Meals

THIS IS THE STORY OF "AGRO-MEALS": FROM OPERATIONAL "BLIND SPOT" TO TOTAL
RESILIENCE

THE CHALLENGE: Feeding the world blindly.

At the heart of Agro-Meals, operations never stop. With 10 processing plants and more than
50 farms, the protein that reaches thousands of tables depends on critical OT architecture
where downtime is not an option.

THE PROBLEM was invisible but latent:

Being rural environments with high employee turnover, any contractor or employee could
connect a device to the network without supervision. With no capacity for virtualization
(VM) or space for new infrastructure on the farms, East-West traffic was a black hole: if a
threat entered through one farm, it could spread laterally and paralyze a processing plant.
Additionally, there was a need to provide remote access to third-party users for support,
seeking to simplify the current VPN scenario.

THE SOLUTION:

Visibility, Intelligence, and automated response with easy integration into existing
architecture. Agro-Meals needed its current infrastructure to be smarter. Leveraging their
existing FortiGate devices in more than 60 locations and a FortiAnalyzer with an OT license,
the strategy focused on three pillars:

1. Total Visibility and 24/7 response: FortiNDR VM16 was implemented and integrated as
follows: - Via Netflow with all FortiGate devices, and we also used the port capacity as
"One-Arm" to act as a network sniffer for lower network layers. - Via Fabric to the root
FortiGate device to enhance the AV module of the FortiGate infrastructure. - Via SMB with
file servers to inspect and detect malicious files.

2. Centralized secure remote access: FortiPAM was implemented as a remote access tool
for third parties, allowing supervised access with privileged users to internal OT servers
WITHOUT depending on and requiring the necessary support of a VPN client.

3. Agnostic Automated Response: FortiSOAR is implemented, which integrates with
FortiAnalyzer and FortiNDR. These solutions generate the necessary detections for
FortiSOAR to execute automated responses across virtually any integrated platform.



THE RESULT: A Secure Operation

Today, Agro-Meals not only processes food; it processes data securely. They have achieved
complete visibility of internal traffic: east-west and north-south, with an immediate response
capability that doesn't depend on an engineer traveling hours to a farm. The OT network is
now a resilient asset, ready to scale regardless of who connects to it.

ARCHITECTURE OF SOLUTION

s N
FW FortiGate
s
o
=
port A
onearm A A
Terminal
ROP > Serverasa
Port Sniffer HTTPS HTTPS D Pivot App
‘ " with AutolT
SSH 4
< _—
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[é] ﬂ - smB S(an: & <
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Attacker Victim File Server ?s ;on.nm’vm “
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