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Disclaimer
Fortinet Confidential

This document contains confidential material proprietary to Fortinet, Inc.

This document and information and ideas herein may not be disclosed,
copied, reproduced or distributed to anyone outside Fortinet, Inc. without
prior written consent of Fortinet, Inc.

This information is pre-release and forward looking and therefore is subject
to change without notice.

The purpose of this document is to provide a statement of the current
direction of Fortinet’s product strategy and product marketing efforts.

Please note that this Product Roadmap is neither intended to bind Fortinet
to any particular course of product marketing and development nor to
constitute a part of the license agreement or any contractual agreement
with Fortinet or its subsidiaries or affiliates.
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Anti-Ransomware Evolution
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Endpoint & Data Defense

Advanced Mechanics

Hands on Lab



Your Computer Has been

I.ocked '

- To unlock the computer , Please pay a fine of $200

? 6:07:02:25

DAYS HOURS MINUTES SECONDS
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M 1980s: Nag Screens — Simple pop-
ups urging users to register software.

1990s: Macro & Boot Sector Viruses —
Spread via floppy disks and

documents.

=2 X PERTS26

essage From Florian Fernweh

en  Ansicht Extras  Verfassen 2

X | Qe Do » v @ g

orian Femweh (262996)

ienstag, 30. M&rz 1999 17:46
orian_Femweh@gmzx.de

portant Message From Florian Fernweh

at document you asked for ... don't show anyone e

B) ATTO0011 txt (156
Byte)

p:/ [viwviheise.de I

.. 2000s: Worms & Trojans
— Internet-enabled self-
replicating threats.

Evolution of Malware across the years

Ooops, your fies have been encrypted!

R Can | Rocover My Fades?

Civ Y

Cwyr odl po st o

AT 2SS

+ 2010s: Ransomware & 2020s+: Al-Driven &
Emerges — Encrypts files, Targeted Ransomware —
demands payment. Highly sophisticated, often
targeting businesses and
infrastructure.

© Fortinet Inc. All Rights Reserved. Proprietary and Confidential.
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According to Garner, by 2025 14
wE9
ransomware attacks are |
a 3 S
. e
expected to increase by 700%.
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Ransomware continues to be a problem

Jaguar Land Rover - Global automaker
(United Kingdom)

v/ Massive cyberattack in
August/September 2025

v/ Production paralyzed for over 6 weeks
Vishing (voice phishing) to the IT help desk [EEGIEEELE
was the initial access vector

v/ Lack of robust identity verification
allowed attackers to obtain valid credentials
Cost the company £196M (~$258M) and a
total UK economic impact of up to £1.9
billion (~$2.5 billion)

i, N

XPERTS26
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Industry Knocked down by Cybercrime

E—— p. Venezuela sufre una
Colombia 9 grave ola de hackeos:

: Qué esta pasando?
Activan protocolo de emergencia en Colombia "Q P

por Ciberataq ue a proveedor de Venezuela lleva tres afios acumulando filtraciones masivas de datos:

. . organizaciones, empresas e instituciones del Estado las han sufrido por
telecomunicaciones igual. En medio de incertidumbre, silencio e inexistente regulacién, esto es lo
T que sabemos.

Por Jose Manuel Alvarez

19:18 GMT) 14 Septiembre, 2023 6 ‘ b ‘ ‘ @

é) kontigo

Semana Suscribirse Crear cuet
Ciberataque 11 de enero
Ciberataque: este fue el mensaje de los ‘hackers’ a IFX tras Reporte de Incidente de Sequridad
intervenir paginas del Gobierno colombiano 5 de enero — primer ataque

Fiscalia investiga ataques cibernéticos a paginas web de la SIC, Supersalud y otras entidades del Gobierno.
| El 5 de enero descubrimos un ataque deliberado y altamente sofisticado dirigido contra
Redaccion Semana

Kontigo, que impact6 a 1.005 usuarios y resulto en la pérdida de 340.905,28 USDT.

Dentro de los 30 minutos posteriores a detectar la actividad maliciosa, activamos una

[F] [x] [©] [in]

Los misterios del ataque que de]6 a CNT Allanan oficinas de la ANT en Quito Iuego de
sumida en la "emergencia” ataque cibernético

Agentes de la Fiscalia y de la Unidad Nacional de Ciberdelitos de la Policia Nacional allanaron la
Expertos entrevistados por PRIMICIAS coinciden que lo ocurrido el 14 de julio fue el mafana de este viernes las oficinas del departamento de Tecnologias de la Informacién y

ultimo punto de un ataque que, presumiblemente, inicié hace meses. CNT pide Comunicacion de la Agencia Nacional de Transito, en Quito.

anmarar las rasiiléadas Aa las inuastimaniamas Aansm la Ciansalis



TOP RANSOMWARE ATTACK VECTORS

Attacks on organizations are primarily linked to the compromise of:
[ Phishing and Malicious Emails |

« Vulnerabilities and Exploitation of
Unpatched Software

* Infected USB Devices and

Q]ysicil Me\dia v iy __J

r. Exploiting Vulnerabilities in Web |

Applications and Their Code

* Brute Force Attacks and Stolen
Credentials

| » Supply Chain Engagement | o

- Social Engineering and Identity Theft |

* Untrustworthy Software Downloads
» Attacks via Compromised Websites

* Drive-by Downloads
e O ey~ J

Y g0 1

Computers, servers, and
networking equipment

(PERTS

Web Resources

People

© Fortinet Inc. All Rights Reserved. Proprietary and Confidential.
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Ransomware Workflow

ACCESS

LATERAL MOVEMENT

The actor gains
access to the
organization

Phishing Email

D

Email, Credentials, Vulnerability

' l ACTIONS ON OBJECTIVES I

[ The attacker gains
administrative access to the

|.oo

] organization

N~ -
bnl Attack on Customer
oHpm Email, Credentials, Vulnerability

Hash W

Credential theft

Datacenter Attack |

Ransomware actors sometimes buy |
access to target organizations from other |
attackers on the derk web (IAB)

=2

RDP, SSH, Server, App, etc. {7 B T

T

Malware installation

- ) —

Human Attack Operator(s)

Cryptography
S TN

| — ~Sa.
| <23,

——| Exfiltration r+53——>‘

Exertion

Sabotage Backup/Recovery
Establish persistence

Aided by scripts and malware

-

13
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@ Ransomware as-a-Service (RaaS)

« RaaS is a business model in which cybercriminals purchase ransomware
software on the dark web and carry out attacks without any coding.

[ ei-ne 23 bian | Qoo [ Citrix usa 678$ Million admin

BOP [EEIRe

Reply in this tnpic

Purchase access i
from Initial Access AL
\-J
Broker (IAB e
( ) = |
INITIAL ACCESS BROKER BLRCELSE S DEFEOY s
(IAB) MARKET ‘

" B

(PERTS
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Dynamic Containment J==g
Architectures — ny

Isolate the Threat. Protect the Business.



MythBusters

Nothing is going to happen!!

| have firewalls and antivirus
protecting my infrastructure



- But......

Firewall
Increasing Threat
— .
Complexity
Expanding the Attack
Surface

Lack of Full Visibility

Threat detection is only part
of the challenge

Effective protection requires
a layered approach

=2 X PERTS26

Antivirus

Focus on detection of known
threats.

Extended Response Inability

Lack the ability to provide
deep visibility

Lack of integration with the
security ecosystem

. Reactive approach

© Fortinet Inc. All Rights Reserved. Proprietary and Confidential.
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For that reason, we need to build an Anti-Ransomware

Arﬂuitectu re

@

%

Protection of the ®

main attack
|

vectors beyond

frontline protection
@

E:E ):PERTSZG © Fortinet Inc. All Rights Reserved. Proprietary and Confidential.
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Why do we need a Ransomware Architecture

* No single product can protect against every
attack vectors leaves gaps in security

* Multiple consoles independent of each
others add complexity

 Lack of visibility across the full network and
endpoints

- Little or no integration between solutions

* Time loss due to slow manual incident
response




F:RTINET  T1A0001 - INITIAL ACCESS

Ant"rar:'somware Consists of techniques that use various entry
Architecture vectors to gain their initial foothold within a network

e

-

@

=D

S8 @

VPN, SSH, RDP

T1189 ors
Wet? Accounts
Browsing

T1552
Weak
Password

Remote
User
T1190 @
System

Exploit

VMX

T1203
Malicious
Document

S

CONSOLIDATION
AND PREPARATION

Consists of multiple tactics in order to stablish

persistence, escalate privileges and collect

information for further impact.

,,//Internal Network | Cloud & Data Center

/
/
I
Il
1

»
»

Service Lateral
Movement
0 1 TA0011
a C&C
T1055
Process TAQO“
Injection Privilege
Escalation
T1204.002 E — ; I E
Malware

TA0008

TA0040 - IMPACT ON TARGET

consists of techniques that adversaries use to disrupt
availability or compromise integrity by manipulating
business and operational processes.

TA0010
Data
Exfiltration

)
\&;
MEGASync, Rclone,

GoToAssist, SSH,
FTP, etc.

T1485
Backup/Data
Destruction

T1486
Data

Encryption

Ransomware

oYe

FortiToken
FortiAuthenticator

FortiPAM

"W @ ForiSOAR
WAF orti
—
m FortiGate FortiSIEM

@

Chy

FortiNDR

FortiNAC

@) (p

FORTINET FABRIC

powered by

FortiAnalyzer E]

FortiDLP Fortinet Maturity
Reports



Methods

Disrupt Deceive

B - Web analytics
Reconnaissance - Threat analytics

& Discovery

Contain

|

- Secure Recurte

- Info Sharing Policy - Traffic Encryption Access

- Honeypot

Weaponization

2 N

> S P

- Web filtering

- App whitelistening
- Mail Security

- EDR / XDR

- Queuing
- Change mgmnt
- Web filtering

- App aware FW
- Trust Zones .
- NIPS !

-FW
Delivery - EPP / ATP '

Social - Phishing detection
Engineering - Brand protection

- Anti phishing
- Mail Security

- Anti phishing

- Training - Mail Security

- App aware FW
- Trust Zones

- NIPS

- ISFW

Exploitation & - CRhATP
Execution - Threat analytics

) - PAM 5 i
Persistence & - Secure Password ZRaceword Policy
Defense Evasion K o Segmentation
Command and - Network - Sandbox
Control Segmentation
. - ISFW
Pivoting & Lateral - Network - Sandbox
Movement Segmentation

- Execution
prevention

- Secure Password

- Domain Controller
- Incident Readiness

- Honeypot

- Patch management

- App aware FW
- Trust Zones
- EDR/SDR

- ISFW

Phases

- Trust Zones

=DNSRediract - DNS Shikholes

- Trust Zones
-NAC
- EDR/XDR

Privilege - ISEW

Escalation & - Password Policy - Secure Remote '

| Credential access Access '

Collection & - Backup and i

2 : - EDR/XDR h

Exfiltration Recovery ;

Impact - EDR/ XDR - EPP/ ATP - EDR/ XDR ‘

I - Anti phishing - Training ‘
Objectives - Mail Security - Incident Readiness

Security Controls

(PERTS
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Endpoint & Data
Defense

Securing access, stopping execution, and
preventing data exfiltration.




FortiClient: Endpoint Agent
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Centralized Endpoint Management
FortiClient Endpoint Management Server (EMS)

FortiClient EMS

2
g .
- [OS |
L] |
Real-time Endpoint Endpoint Security Cloud or on-prem
Visibility and Threats Management VM options
\ J

© Fortinet Inc. All Rights Reserved. Proprietary and Confidential. 26
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FortiClient Use Cases

@2

Endpoint Visibility Secure Access Endpoint Protection
and Control (EPP)

—— ):PERTSZG © Fortinet Inc. All Rights Reserved. Proprietary and Confidential. 27



Endpoint Protection (EPP)

Al-powered Anti-Virus, Malware and Ransomware Protection

:PERTS © Fortinet Inc. All Rights Reserved. Proprietary and Confidential. 28



FortiClient Endpoint Protection (EPP)

* Key Benefits

« Malware and Exploit Prevention

» Ransomware Protection

 Key Features

Al-powered Anti-Virus
Anti-Malware

Application Firewall

Anti-exploit and Anti-ransomware
Cloud Sandbox

Removable media control

=2 X PERTS26

Antivirus
Anti-Malware

Application Cloud
Firewall Sandbox

-

Web Filtering Vu|nsir::ility

\3

© Fortinet Inc. All Rights Reserved. Proprietary and Confidential.
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Endpoint Protection and Reducing Attack Surface

Vulnerability Scan
Manage application
vulnerabilities

Anti-Malware

Real-time malware protection,
Next-Gen AV

=2 X PERTS26

Device Control

Removable media access
control and device authorization

Anti-Ransomware

Protects files and folders from
unauthorized changes and
protect from exploits

Cloud Sandbox

Behaviour based file analysis
and threat detection

Application Firewall

Block unauthorized application
communications

Web Filter

Block malicious, phishing
websites

© Fortinet Inc. All Rights Reserved. Proprietary and Confidential.
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FortiClient Services

Best Practices (BPS), Managed Services, Forensics Services

:PERTS © Fortinet Inc. All Rights Reserved. Proprietary and Confidential. 31



FortiClient Managed Service
Offloading the Monitoring and Analysis of Endpoint

» Fortinet professionals actively assisting with
deployment, configuration, management, and
analysis of FortiClient deployments

» Cloud-provisioning of:
+ ZTNAand/or VPN
* Endpoint Security
* Vulnerability management

* Posture Check tools

« Endpoint onboarding (putting FortiClient onto
customer devices)

* Vulnerability monitoring & reporting
(with recommendations)

» Requires FortiClient Cloud

—— ):PERT826 © Fortinet Inc. All Rights Reserved. Proprietary and Confidential. 32



FortiClient Forensic Service

Post-event review, analysis and reporting

» Helps customers respond and recover from
incidents

 Fortinet professionals will collect info, analyze,
and report

* Accelerates response time to an event

» Offloads customer teams
» For FortiClient Cloud & on-prem

« Annual subscription (not per-incident)

* No restriction on number of incidents

=2 X PERTS26 33



Anticipate and Prevent Data Theft
FortiDLP
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Deep and Broad Contextual Visibility is Required to Protect Data

Exfiltration Detection Vectors

@ Printers

-~ Wireless
°  (Bluetooth/AirDrop)

Context Actions

©  Locations /N Alert (or Audit)

-8 Logins @ Coaching Nudge

@ Web Browsers

CT Sensitive Data

< Wi-Fi Networks %> Block

XZ SaaS Apps

Shadow Al
Email Client

++
+4 Intellectual Property Shadow Copy

(or File Forensics)

@

->{§§ Process starts

E clipboard

{.data} Source Code

)
M)

<:> Network activity

Take Screenshot

¢

CAS Take Screenshot

@ File Origin
Activity history = (ex. SalesForce)

(temporal visibility)

@  Kill Process

@ Lock

L' CLl

Storage Devices

 Sensitivity Label

@ User group/
tag/department

|I

D Cloud Storage Web email

File Metadata

|<_—>| Isolate

Off Corporate Network == Windows " Mac

m On Corporate Network

E:E ):PERTSZG © Fortinet Inc. All Rights Reserved. Proprietary and Confidential. 85



How FortiDLP Works: Overview

SIEM IAM XDR Evidence Store

Q wunk wearther (B A groa  [E s o D 4 G

»®®enr0eo@e
o

OS Integrations Connectors

2 & O XY Y-

::E XPERTSZG © Fortinet Inc. All Rights Re



FortiDLP Insider Risk Management

Detecting High-Risk Behavior Before Data Loss Occurs

1 Normal User
Behavior

8

Unusual Process
Execution

Y

@ Normal Logins
@ Standard File Access)

2 Anomalous Activity
Detected

Risk Dashboard

User Risk Score

3 Attack Sequence Detection
.. Behavior Analytics
Ve

& Risk Scoring B

o 13%
« > 10%

AT

02'4
@808 r i

A

Privilege
Escalation @)
Attempt o .
Chrome Behavioral Risk
Credential Monitoring

Access Web
@ Browsers

= SaaS
@ Approved Aplecatlon> Sequence l © Applications
Detection oo
< — - @ Storage
( > Trusted Network Activ@ 'x
- Security log Unauthorized A Email
Deletion  w__ E SSH Activity
@ Regular Saa$S Usage > X GenAl Tool
< y Sensitive File <
Collection ooV
= . Media
Behavior Baseline Behavior

7 Ransomware Prevention Visual

Ransomware Encrypted
attempting Encrypted

Behavior Detected Before Encryption

Coverage:

am Windows " macOS & Linux

Deviation Identified > ==
s Corporate User Workstation

Data Risk Score

572 f\ P

10% — 193

65 — 83

Sensitive Data

E
Intellectual
? Property

</> Source Code

=] Financial
REI (S

2= Customer
Information

Security
B Credentials

Device Risk Score

4 Risk Analysis

High-Risk Insider
A Actnvnty

5 Data Protection Targets

E Clipboard

=1 Screen
& = Capture

>_ SSH Sessions
¥ Downloads

4
[Em File Transfers

S Command
— Line Activity

6 Automated
Response

Action

Alert \\

[ User Coachmg i
\ Block 1

'Screenshot Capture

{ Shadow Copy

P

Kill Process

= = ~

|

. Lock Endpoint

Isolate Device

8 Data Exfiltration Prevention Visual

Complete Protection

FortiDLP combines Data Loss Prevention and Insider Risk
Management to identify abnormal behavior, correlate attack
sequences, stop ransomware-related activity, detect credential
theft, prevent privilege abuse, and block data exfiltration before
critical information leaves the organization.

FortiDLP
Protection

A
%

=
—t

=B

(2]

Sensitive .
Sensitive Files Attacker
Files Workstation

Unauthorized Transfer Blocked

On Network |:|_ Remote User ¢y Cloud Connected



Fortinet Endpoint Detection and
Response (FortiEDR)

(PERTS



Fortinet Al-Driven SecOps

Integrated end-to-end security for the modern enterprise

™

SOC Platform >~ B Endpoint Network Cloud Mail ASM
=@ Vuln, EPP, NDR, CNAPP, Multi- ave : Recon,

/ EDR Deceptor 7 Code layered , Vunl.
% Security Scanning Mgmt. IR,
Red Team

Defense in depth

Data Lake

The Fortinet Al-driven SecOps platform delivers the visibility, control, and orchestration to break the kill chain at every stage

::E ):PERTSZG © Fortinet Inc. All Rights Reserved. Proprietary and Confidential. 89



Stop Breaches with FortiEDR!

N

—

[
FortiEDR

=

a CLOUD, ON-PREMISES OR ﬁ LIGHTWEIGHT
_E._ HYBRID MANAGEMENT AGENT

Q

{Il

Discover, Enrich and Patch

Find unmanaged, loT devices, enrich
vulnerabilities w/ threat intel, enforce
virtual patching.

Real-time Prevention

Stop threats with Al-powered NGAV,
sandboxing, and ransomware rollback.

Detect, Defuse and Audit

Block exfiltration and encryption post-
breach with behavioral containment.

Orchestrated Incident Response

Automate response with playbooks
across Fabric and third-party tools.



Delivering Endpoint Security with FortiEDR

: : o Orchestrated
Data Ingestion Detection and Investigation

. : Respond
Correlations Behawor.based Investigations A Gu.'d.ed
Detections Remediations I
Termination
Endpoints Quarantine
/_'\ Password Reset
5 Ticketing
Standard Mobil 4 IsoIa’Fe .
Endpoints o' 16T servers Block Phishing
Reporting
e . . Segmentation
Alerts Auditing Threat Intel Baseline-Anomalies y
User Access
g IM Messaging
Unified Data Lake Block DomairvIP
ZTNA Tagging
\ J \ J \ J

Additional Integration

@@@’

FAZ/SOAR ZTNA/VPN

Feedback to collectors

::E ):PERTSZG © Fortinet Inc. All Rights Reserved. Proprietary and Confidential. 41
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Kernel-Level Integration

Patent US20160149887A1

:PERTS © Fortinet Inc. All Rights Reserved. Proprietary and Confidential. 43



Legacy EDRs/AVs behavior

Legacy EDRs rely on ‘Application Hooking’ in the User Space.

Because they operate in the exact same ring as the malware,
they are fundamentally vulnerable.

Teams.exe [ Word.exe

HOOK SHATTERED:
FUNDAMENTAL
VULNERABILITY

A TA going by the handle Spyboy is selling an AV/EDR killer
that is allegedly capable of killing almost every AV/EDR on
the market.

I'm selling a private program to terminate all
AVs/EDRs/XDRs in a legitimate way and it has been
tested on most of AVs/EDRs/XDRs that exist in the
mark t on most of AVs/EDRs/XDRs that exist in the
mark such as WD, Sophos, Carbon black,
Sentinelone, ESET, Kaspersky, etc.

EXPLOITED

| want to mention that this method is a private one
“NOT like the one being sold on xss.is and other
forums which does not work on windows 7 and
windows server 2008”

3000 VdId

\

[ {
DIRECT VULNERABLE INTERFACE
MEMORY

ACCESS

-

Threat actors routinely use admin-level
EDR Killers to unhook, blind, or

permanently terminate EDRs before
launching their primary payload.

EDR Killer / Spyboy

=2 X PERTS26
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EDR Bypass / Killers

A TA going by the handle Spyboy is selling an AV/EDR killer
that is allegedly capable of killing almost every AV/EDR on
the market.

I'm selling a private program to terminate all
AVs/EDRs/XDRs in a legitimate way and it has been
tested on most of AVs/EDRs/XDRs that exist in the
mark such as,

A versao abrangente deste software, que afirma
contornar varios EDRs bem conhecidos, esta atualmente
sendo vendida por US $ 1.500. No entanto, como uma
oferta antecipada, os cinco primeiros compradores

podem aproveita-la a um pre¢co com desconto. Vale
notar que o preco deve aumentar para US $ 3.000 em
um futuro préximo.

Abaixo estd uma lista de EDRs que sdo supostamente
suscetiveis ao encerramento usando este

| want to mention that this method is a private one
"NOT like the one being sold on xss.is and other
forums which does not work on windows 7 and
windows server 2008"

::E ):PERT826 © Fortinet Inc. All Rights Reserved. Proprietary and Confidential.



FortiEDR kernel integration benefits

Legacy Application Hooking

Location:
Operates in User Space.

FortiEDR Kernel Integration

N
nﬂ‘

Location: Q
Embedded in OS Kernel >
(Native Windows / Linux)

Resilience:
Highly vulnerable to EDR Killers
(Spyboy, etc.).

Be

Resilience: ‘

Invisible and functionally immune
to user-space termination. \/

Impact:
High system overhead; prone
to causing application crashes

Impact: N
Near-zero performance impact %’lﬂ
due to native OS filtering. '\,@

Resilience by design: You cannot kill what you cannot reach.

=2 X PERTS26
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Anti-Ransomware Technique ]
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Anti-Ransomware: The Mirror idea

Safe

@ (Normal Entropy)

Mathematical
Analysis

Mirror file
commits to disk.

Overwrite Blocked. \ ¥/
RAM Flushed.

Original File
Untouched

Malicious
'// : « (Entropy Spike)

—— ):PERTSZG © Fortinet Inc. All Rights Reserved. Proprietary and Confidential. 48



How is encryption detected?

Entropy Calculation

FortiEDR calculates the
randomness of the mirror file
against the original file
(using Shannon's method).
High entropy spikes indicate
cryptographic scrambling.

NS

lllegal Values

The system parses the file
structure, comparing
headers and fields against
predefined allowed values to
catch corrupted or invalid
Original File Mirror File modifications.

(Low Entropy) (High Entropy) 7

—— ):PERTSZG © Fortinet Inc. All Rights Reserved. Proprietary and Confidential. 49



Anti-Ransomware technique

When an overwrite is requested, FortiEDR redirects the operation.
The malware believes it's encrypting the hard drive, but it's writing to
a temporary Mirror file in Safe RAM. RAM Memory Sandbox

The original data is perfectly preserved.

File write to disk operation

]
¥ Original File
(Disk)

::E ):PERTSZG © Fortinet Inc. All Rights Reserved. Proprietary and Confidential.



Exclusions vs Exceptions
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Exclusions vs Exceptions

When working with Exclusions, you can create exclusions based on a Process or the Security policy “Execution Prevention”.
This feature is used when you need to avoid EDR of inpecting/blocking a particular software in a user device.

e S e S e B e
PROCESS EXCLUSION

Exclude the process below from monitoring by the various FortiEDR features
Note: all Process activities will be ignored

Operating system Windows v

Define process by

® Hash

Attributes

The problem is in this message:

Exclude the process below from monitoring by the various FortiEDR features
Note: all Process activities will be ignored

::E ):PERTSZG © Fortinet Inc. All Rights Reserved. Proprietary and Confidential. 52



Exclusions vs Exceptions

Code Cave and Process Injection techniques

Code Cave

I’ --------------------- 5
I
| Excluded Zone I
: (Unmonitored) :
1 I
I |
[ |
| I
I
1 |
| W7z 5
I Code Cave , |
: Injection +7Z '
\ T(usted App

(WmWord.exe)/,’

=2 X PERTS26

Process Injection

Shellcode
Injection

Injected
» malicious
~\thread

executes in~"
Process hijack context

Context

Target Application
(Trusted App)
Process Context 1
(e.g., WinWord.exe)

Malicious/Injected
Process

© Fortinet Inc. All Rights Reserved. Proprietary and Confidential.



Exclusions vs Exceptions

FortiEDR uses 'Exceptions’' to create an allowlist
for specific flows of events/known behaviors
(e.g., a known valid connection request,
or script execution)

Exception: Validated Network
Connection allowed

Trusted App
(WinWord.exe)

FortiEDR Code Cave Injection
Fira Code

The system never stops watching. It continues to rigorously investigate all other behaviors within the

process, instantly catching injected Code Caves while allowing legitimate business functions to run.

== ):PERT826 © Fortinet Inc. All Rights Reserved. Proprietary and Confidential. 54



Exclusions vs Exceptions

Exceptions (FortiEDR)

VALIDATED
EXCEPTION

Allows only a specific,
validated flow of
events or connections.

Ignores the entire
Scope process, file, or
path.

Completely secure;
continuous behavioral
investigation remains
active.

Highly vulnerable to
Vulnerability | Code Cave/Shelter
injections.

UNMONITORED THREAT

FortiEDR

Exception
Applies intelligently Manager
across all policies
via the FortiEDR

Exception Manager.

Creates dark,
unmonitored
corners in the IT
environment.

Management

INTELLIGENT

DARK CORNERS APPLICATION

::: ):PERT826 © Fortinet Inc. All Rights Reserved. Proprietary and Confidential. 59
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Hands on Lab




Architecture

1. Initial Setup
FortiDLP FortiEDR
I 2. Testing New FortiEDR Features

Step-by-Step Post-Exploitation Guide

FortiGate
4. Encrypting user files

' f@'\ 5. Data Exfiltration
(Q) Attacker
K. (Falitins) 6. Cover your tracks
Windows Client
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https://fndn.fortinet.net/index.php?/fortidemocse/signup/

Phase 1 — Initial Setup

Activities Impact

Onboard endpoint Reduced attack surface
Apply protection controls Increased visibility
Activate automated response Stronger protection

Validate security readiness
Tests Performed

Discovery Endpoint onboarding
Endpoint status Security validation
Security coverage Policy enforcement
Protection gaps Response verification
Result

Protected endpoint
Active controls
Ready environment

msiexec /i C:\Fortinet\CollectorInstaller.MSI /qr
AGG=35.198.34.136:8081 PWD=fortiedr-xperts26
ORG=XPERTS SOLA GIZAGALLEGOS
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Activities

Validate endpoint controls

Test browser protection

Review security posture
Explore data protection features

Discovery

Unauthorized connections
Risky web activity
Security gaps

Device protection status

Result

Enhanced visibility

Stronger endpoint controls
Improved policy effectiveness
Better user protection

(PERTS

Phase 2 — Testing New FortiEDR Features

Impact

Reduced attack surface

Lower data exposure risk
Improved compliance readiness
Increased security posture

Tests Performed

Firewall control testing
Secure browser validation
Web access restrictions
Security posture verification




Activities
Simulate attacker activity
Validate threat visibility

Track user and system actions

Monitor security controls

Discovery
Compromised endpoints
Privilege abuse attempts
Credential exposure
Suspicious user activity

Result

Attack path identified
Security events generated
Threat activity correlated
Detection coverage validated

(PERTS

Phase 3 — Step-by-Step Post-Exploitation Guide

Impact

Improved threat visibility
Faster investigation

Better risk awareness
Stronger response readiness

Tests Performed
Initial compromise validation
Privilege escalation testing
User activity monitoring
Credential access detection




Phase 4 — Encrypting user files

Activities Impact

Simulate ransomware execution Data loss prevention
Monitor file encryption activity Reduced business disruption
Analyze security incidents Faster incident response
Review attack progression Improved threat visibility
Discovery Tests Performed
Ransomware behavior Ransomware simulation
Affected files File protection validation
Security alerts Incident analysis

Attack timeline Attack flow investigation
Result

Encryption attempt detected
Malicious activity blocked
Incident correlated

Attack path identified

(PERTS



Phase 5 — Data Exfiltration

Activities
Simulate data collection

Attempt external data transfer

Monitor user file access
Validate protection controls

Discovery

Sensitive documents
Unauthorized transfers
Data movement activity
High-risk behavior

Result

Exfiltration attempt detected
Data transfer blocked
Incident generated

User data protected

(PERTS

Impact

Reduced data loss risk
Improved data visibility
Stronger protection controls
Faster threat containment

Tests Performed
File discovery validation
Data transfer simulation
Exfiltration detection

Incident verification




Phase 6 — Cover your tracks

Activities Impact

Simulate log tampering Improved investigation readiness
Remove activity records Better threat detection

Validate security monitoring Stronger forensic visibility
Review incident visibility Reduced attacker concealment
Discovery Tests Performed

Log deletion attempts Log clearing simulation
Defense evasion activity Tampering detection
Suspicious system actions Alert validation

Forensic gaps Incident review

Result

Tampering detected
Incident generated
Activity correlated
Visibility maintained

(PERTS
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