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Evolution of Malware across the years
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Ransomware continues to be a problem

Jaguar Land Rover - Global automaker 

(United Kingdom)

✓ Massive cyberattack in 

August/September 2025

✓ Production paralyzed for over 6 weeks

Vishing (voice phishing) to the IT help desk 

was the initial access vector

✓ Lack of robust identity verification 

allowed attackers to obtain valid credentials

Cost the company £196M (~$258M) and a 

total UK economic impact of up to £1.9 

billion (~$2.5 billion)
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Industry Knocked down by Cybercrime
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• RaaS is a business model in which cybercriminals purchase ransomware 
software on the dark web and carry out attacks without any coding.

Ransomware as-a-Service (RaaS)

RaaS Operator

Purchase access 

from Initial Access 

Broker (IAB)



Dynamic Containment 
Architectures
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But……
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Why do we need a Ransomware Architecture

• No single product can protect against every 
attack vectors leaves gaps in security

• Multiple consoles independent of each 
others add complexity

• Lack of visibility across the full network and 
endpoints

• Little or no integration between solutions

• Time loss due to slow manual incident 
response
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TA0001 - INITIAL ACCESS
Consists of techniques that use various entry 

vectors to gain their initial foothold within a network

CONSOLIDATION 
AND PREPARATION

Consists of multiple tactics in order to stablish 

persistence, escalate privileges and collect 

information for further impact.

TA0040 - IMPACT ON TARGET
consists of techniques that adversaries use to disrupt 

availability or compromise integrity by manipulating 

business and operational processes.
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Backup
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FortiClient Endpoint Management Server (EMS)

Centralized Endpoint Management

FortiClient EMS

Endpoint Security 

Management 

Real-time Endpoint 

Visibility and Threats

Cloud or on-prem 

VM options
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FortiClient Use Cases

Endpoint Visibility 

and Control

EMS

Secure Access Endpoint Protection 

(EPP)



Endpoint Protection (EPP)
AI-powered Anti-Virus, Malware and Ransomware Protection
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FortiClient Endpoint Protection (EPP)

• Key Benefits

• Malware and Exploit Prevention

• Ransomware Protection

• Key Features

• AI-powered Anti-Virus

• Anti-Malware

• Application Firewall

• Anti-exploit and Anti-ransomware

• Cloud Sandbox

• Removable media control

Antivirus
Anti-Malware

Web Filtering

Application 
Firewall

Vulnerability 
Scan

Cloud
Sandbox
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Vulnerability Scan 
Manage application 

vulnerabilities 

Anti-Malware   
Real-time malware protection, 

Next-Gen AV

Anti-Ransomware 

Protects files and folders from 

unauthorized changes and 

protect from exploits

Web Filter
Block malicious, phishing 

websites

Application Firewall

Block unauthorized application 

communications

Device Control

Removable media access 

control and device authorization

Endpoint Protection and Reducing Attack Surface

Cloud Sandbox 

Behaviour based file analysis 

and threat detection



FortiClient Services
Best Practices (BPS), Managed Services, Forensics Services
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• Fortinet professionals actively assisting with 
deployment, configuration, management, and 
analysis of FortiClient deployments

• Cloud-provisioning of:

• ZTNA and/or VPN

• Endpoint Security

• Vulnerability management

• Posture Check tools

• Endpoint onboarding (putting FortiClient onto 
customer devices)

• Vulnerability monitoring & reporting 
(with recommendations)

• Requires FortiClient Cloud

Offloading the Monitoring and Analysis of Endpoint 

FortiClient Managed Service
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• Helps customers respond and recover from 
incidents

• Fortinet professionals will collect info, analyze, 
and report

• Accelerates response time to an event

• Offloads customer teams

• For FortiClient Cloud & on-prem

• Annual subscription (not per-incident)

• No restriction on number of incidents

Post-event review, analysis and reporting

FortiClient Forensic Service



Anticipate and Prevent Data Theft
FortiDLP
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Exfiltration Detection Vectors

Email Client

Web Browsers

SaaS Apps

Storage Devices

Shadow AIAI

Cloud Storage

Printers

Wireless
  (Bluetooth/AirDrop)

Clipboard

Take Screenshot

CLI

Web email

Deep and Broad Contextual Visibility is Required to Protect Data

Context

Locations

Logins

Wi-Fi Networks

Process starts

Network activity

User group/ 
tag/department

Activity history
   (temporal visibility)

OS

Windows Mac Linux

Environment

On Corporate Network Off Corporate Network

Data

Sensitive Data

Intellectual Property

Source Code

File Origin 
(ex. SalesForce)

Sensitivity Label

File Metadata

Actions

Lock

Isolate

Alert (or Audit)

Kill Process

Block

Coaching Nudge

Shadow Copy 
  (or File Forensics)

Take Screenshot
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How FortiDLP Works: Overview

SIEM

OS Integrations Connectors

Evidence StoreSIEM IAM XDR
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Complete Protection



Fortinet Endpoint Detection and 
Response (FortiEDR)
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Integrated end-to-end security for the modern enterprise 

Fortinet AI-Driven SecOps

The Fortinet AI-driven SecOps platform delivers the visibility, control, and orchestration to break the kill chain at every stage 

First line of defense

NGFW LAN SD-WAN SASE UNIVERSAL ZTNA

Data Lake

SOC Platform Endpoint
Vuln, EPP,

EDR

Network
NDR, 

Deceptor

Cloud
CNAPP,

Code 

Security

Mail
Multi-

layered 

Scanning

Data
DLP, 

DSPM, 

SSPM

ASM
Recon, 

Vunl. 

Mgmt. IR, 

Red Team

Defense in depth
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Stop Breaches with FortiEDR!

Discover, Enrich and Patch

Real-time Prevention

Detect, Defuse and Audit
Block exfiltration and encryption post-

breach with behavioral containment.

Orchestrated Incident Response
Automate response with playbooks 

across Fabric and third-party tools.

Find unmanaged, IoT devices, enrich 

vulnerabilities w/ threat intel, enforce 

virtual patching.

Stop threats with AI-powered NGAV, 

sandboxing, and ransomware rollback.

Lightweight  •  Cloud and On-prem  •  Air-gap Deployment  •  Broad OS Coverage  •  Fabric Integration

FortiEDR
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Data Ingestion Detection and Investigation
Orchestrated 

Response 

Additional Integration

NAC FAZ/SOAR ZTNA/VPNEMS FAZ

Correlations
Behavior based 

Detections
Investigations

AI Guided 

Remediations

Alerts Auditing Threat Intel Baseline-Anomalies

Unified Data Lake

Respond

Termination

Quarantine

Password Reset

Ticketing

Isolate

Block Phishing

Reporting

Segmentation

User Access

IM Messaging

Block Domain/IP

ZTNA Tagging

Feedback to collectors

Delivering Endpoint Security with FortiEDR

Standard 
Endpoints Mobile

ServersIoT

Endpoints



Advanced Mechanics



Kernel-Level Integration
Patent US20160149887A1 
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Legacy EDRs/AVs behavior
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EDR Bypass / Killers
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FortiEDR kernel integration benefits



Anti-Ransomware Technique
Patent US12174952B2 
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Anti-Ransomware: The Mirror idea
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How is encryption detected?
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Anti-Ransomware technique



Exclusions vs Exceptions
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Exclusions vs Exceptions
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Exclusions vs Exceptions
Code Cave and Process Injection techniques
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Exclusions vs Exceptions
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Exclusions vs Exceptions



Hands on Lab
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Initial Setup1.

Testing New FortiEDR Features2.

Step-by-Step Post-Exploitation Guide3.

Encrypting user files4.

Data Exfiltration5.

Cover your tracks6.

Architecture

Internet

FortiGate

Attacker
(Kali Linux)

Windows Client

FortiDLP FortiEDR
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Architecture

Internet

FortiGate

Attacker
(Kali Linux)

Windows Client

FortiDLP FortiEDR

Lab Guide

https://latam.amerintlxperts.com/secops/AntiRansomware-26/index.html
amerintlxperts

xPerts2026!

Lab Access
https://fndn.fortinet.net/index.php?/fortidemocse/signup/

3AFF33

https://fndn.fortinet.net/index.php?/fortidemocse/signup/
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Phase 1 – Initial Setup

30 min

Activities

Onboard endpoint

Apply protection controls

Activate automated response

Validate security readiness

Discovery

Endpoint status

Security coverage

Protection gaps

Result

Protected endpoint

Active controls

Ready environment

Impact

Reduced attack surface

Increased visibility

Stronger protection

Tests Performed

Endpoint onboarding

Security validation

Policy enforcement

Response verification

msiexec /i C:\Fortinet\CollectorInstaller.MSI /qr 

AGG=35.198.34.136:8081 PWD=fortiedr-xperts26 

ORG=XPERTS_SOLA_GIZAGALLEGOS
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Phase 2 – Testing New FortiEDR Features
Activities

Validate endpoint controls

Test browser protection

Review security posture

Explore data protection features

Discovery

Unauthorized connections

Risky web activity

Security gaps

Device protection status

Result

Enhanced visibility

Stronger endpoint controls

Improved policy effectiveness

Better user protection

Impact

Reduced attack surface

Lower data exposure risk

Improved compliance readiness

Increased security posture

Tests Performed

Firewall control testing

Secure browser validation

Web access restrictions

Security posture verification

30 min
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Phase 3 – Step-by-Step Post-Exploitation Guide
Activities

Simulate attacker activity

Validate threat visibility

Track user and system actions

Monitor security controls

Discovery

Compromised endpoints

Privilege abuse attempts

Credential exposure

Suspicious user activity

Result

Attack path identified

Security events generated

Threat activity correlated

Detection coverage validated

Impact

Improved threat visibility

Faster investigation

Better risk awareness

Stronger response readiness

Tests Performed

Initial compromise validation

Privilege escalation testing

User activity monitoring

Credential access detection

60 min
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Phase 4 – Encrypting user files
Activities

Simulate ransomware execution

Monitor file encryption activity

Analyze security incidents

Review attack progression

Discovery

Ransomware behavior

Affected files

Security alerts

Attack timeline

Result

Encryption attempt detected

Malicious activity blocked

Incident correlated

Attack path identified

Impact

Data loss prevention

Reduced business disruption

Faster incident response

Improved threat visibility

Tests Performed

Ransomware simulation

File protection validation

Incident analysis

Attack flow investigation

45 min
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Phase 5 – Data Exfiltration
Activities

Simulate data collection

Attempt external data transfer

Monitor user file access

Validate protection controls

Discovery

Sensitive documents

Unauthorized transfers

Data movement activity

High-risk behavior

Result

Exfiltration attempt detected

Data transfer blocked

Incident generated

User data protected

Impact

Reduced data loss risk

Improved data visibility

Stronger protection controls

Faster threat containment

Tests Performed

File discovery validation

Data transfer simulation

Exfiltration detection

Incident verification

45 min
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Phase 6 – Cover your tracks
Activities

Simulate log tampering

Remove activity records

Validate security monitoring

Review incident visibility

Discovery

Log deletion attempts

Defense evasion activity

Suspicious system actions

Forensic gaps

Result

Tampering detected

Incident generated

Activity correlated

Visibility maintained

Impact

Improved investigation readiness

Better threat detection

Stronger forensic visibility

Reduced attacker concealment

Tests Performed

Log clearing simulation

Tampering detection

Alert validation

Incident review

15 min
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