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Common Enterprise IT Components

SD-WAN
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Enterprise Challenges
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SOC Challenges



When Tools don´t 
Talk
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The Kill Chain
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One Attack, Five Phases
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Every control worked, the SOC still failed



TRACK

SECOPS
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Another matrix to memorize…
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Initial
Access

How an attacker operates

Reconnaissance

Execution Privilege
Escalation

Defense 
Impairment

Discovery Collection Exfiltration

Persistence Stealth Credential
Access

Lateral 
Movement

Command and 
Control Impact

Resource
Development
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An example…
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The challenge is understanding what the attacker is doing — fast enough to stop them 

TTP-First Core Focus

• Detect attacker behavior early Identify tactics and 

techniques before impact, not after compromise. 

• Connect the dots across events Correlate email, 

endpoint, network, and application signals into a single attack 

story. 

• Investigate using a common language Use 

MITRE ATT&CK to describe what the attacker is doing, not just 

what fired. 

• Reduce detection & investigation time Move from 

hours/days of manual analysis to minutes with contextual 

investigation. 

• Enable confident response Analysts act with clarity — 

and responses become candidates for automation. 
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One Attack, Five Phases

The Attack Story 

An external attacker progresses step-by-step through the environment, 

leaving partial signals at each phase. 

A0043 
Reconnaissance

A0001 Initial
Access 

1566

Phishing

A0002
Execution

A0011
Command and 

Control

A0007
Discovery

A0040
Impact

Web Defacement

Each lab represents a phase of the same attack, observed and 

investigated through MITRE ATT&CK behaviors, not isolated alerts. 



Architecting TTP-
First SecOps with 
Fortinet
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From Tools to Telemetry Architecture 
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Sensors → Observations

Telemetry → Events

Normalization → Comparable data

MITRE Tagging → Behavioral meaning

Correlation → Attack story

Incident → Decisions-ready case

Data Flow Architecture

Telemetry Roles

FortiAnalyzer 

→ Centralized log intelligence

→ Parsing & enrichment

→ Structured visibility

FortiSIEM 

→ Multi-source correlation

→ Incident logic

→ Timeline construction



From Theory to
Practice
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The architecture
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Scarlet Jackal

The Attacker

Motivation

• Public defacement as a visibility and 

reputational attack 

• Demonstrate persistent access to the 

environment 

• Cause brand and customer trust 

impact 

Modus Operandi 

• Targeted, low-volume attacks (not mass 

campaigns) 

• “Low and slow” techniques

• Abuse of legitimate channels (email, 

HTTPS) 

• Clear progression through MITRE 

ATT&CK tactics 



Let's start with the 
track
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One Attack, Five Phases
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Acceso al laboratorio
https://latam.amerintlxperts.com/sec

ops/TTP-First26/00-ttp-index.html

User: amerintlxperts

Pass: xPerts2026!

https://latam.amerintlxperts.com/secops/TTP-First26/00-ttp-index.html
https://latam.amerintlxperts.com/secops/TTP-First26/00-ttp-index.html
https://latam.amerintlxperts.com/secops/TTP-First26/00-ttp-index.html
https://latam.amerintlxperts.com/secops/TTP-First26/00-ttp-index.html
https://latam.amerintlxperts.com/secops/TTP-First26/00-ttp-index.html
https://latam.amerintlxperts.com/secops/TTP-First26/00-ttp-index.html
https://latam.amerintlxperts.com/secops/TTP-First26/00-ttp-index.html
https://latam.amerintlxperts.com/secops/TTP-First26/00-ttp-index.html
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Phase 1 – External Reconnaissance

Activities

Scarlet Jackal begins passive and active 

reconnaissance against Latam Retail Group.

 

Identifies: 
• Public web portals

• Exposed technologies

• Potential attack surface related to campaigns 

Activity includes: 
• Selective scanning

• Gradual service enumeration

SOC Reality 

• Low-severity scanning alerts

• No immediate response 

MITRE Focus 

• Reconnaissance (T1595, T1046) 

• The attack starts here — but no one 

calls it an incident. 

30 min
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Phase 2 – Phishing for Initial Access

30 min
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Phase 3 – Command & Control Communication

50 min
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Phase 4 – Internal Discovery - Lateral Movement

30 min
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Phase 5 – Web Defacement

30 min
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http://192.168.152.51:5000/

http://192.168.152.51:5000/
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