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Common Enterprise IT Components
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Enterprise Challenges
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SOC Challenges
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The Kill Chain

Weaponization

Exploitation
Attackers preparing and

Command & Control
Exploiting a vulnerability to
staging the attack by coupling execute code on victim's
exploit with backdoor into
deliverable payload.

Command channel for remote
manipulation of victim's

system

system

Reconnaissance

Delivery

Harvesting email addresses,
conference information, etc

Installation

Delivering weaponized bundle
to the victim via email, usb,

Action on Objectives

installing malware on the asset
etc.

With hands on keyboard,
intruders accomplish,

== XPERTS26
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One Attack, Five Phases

® Reconnaissance ®

The attacker gathers information
about the target

Command & Control

After execution, the compromised
host establishes outbound
communication with the attacker

® Impact

The attacker executes their
objective: data exfiltration,
ransomware deployment, business
disruption, or sabotage.

Phishing

A crafted email or message is
delivered to trick a user into clicking
a link, opening a file, or submitting

® credentials.

Internal Discovery

@ security controls.

The attacker explores the internal
network — enumerating users,
servers, shares, privileges, and

© Fortinet Inc. All Rights Reserved.
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Every control worked, the SOC still failed
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Another mat

rix to memorize...

ATT&CK Matrix for Enterprise

layout: side = show sub-techniques  hide sub-techniques
Reconnaissance b Raa?aurcem Initial Access Execution Persistence Privilege Escalation Stealth Defense Impairment  Credential Access Discovery Lateral Movement Collection corr&maggland Exfiltration Impact
evelopme o
12 techniques 9 techniques 11 techniques 20 techniques 22 techniques 13 techniques 30 techniques 18 techniques 17 techniques 34 techniques 9 technigues 17 techniques 18 techniques 9 techniques 15 techniques
Active Scanning 3 Acquire Access Centent Injection EITS Jobs Account Abuse Elevation Access Token Disable or Modify Adversary-inthe- Account Discow n Exploitation of Adversary-inthe- Application Layer Automnated Account Access
Manipulation - Cantral Mechaniam g, Manipulation (5 System Firewall Middle ., Remate Services Middla .. Protocol (5 Exfiltration ., Removal
Gather Victim Host Acquire Drive-by Compromise Cloud Administration - - - Application Window -
Information ;4 Infrastructure g, Command BITS Jobs Access Token BITS Jobs Dizable or Modify Brute Force (4 Discavery Internal Archive Collected Communication Data Transfer Size Data Destruction p, u

Gather Victim Identity
Infarmation 3,

[Compromise
Accounts 3

Gather Victim Network

[Compromise

Infarmation g Infrastructure g,
Gather Victim Org Develop
Infarmation Capabilities o

Exploit Public-Facing
Application

External Remate
Services

Hardware Additions

Phighing .z n

Phishing for Information (4

Establish Accounts )

Replicaticn Through
Fi ble Media

Query Public Al Services

Generate Content o,

Search Closed Sources 3

(Obtain Capabilities 7,

Supply Chain
Compromise 1z

Search Open Technical
Databases 5

Search Open
Websites/Domains i3,
Search Thraat Vendor Data

Search Victim-Owned
Websites

Stage Capabilities

Trusted Relationship

Command and Scripting
Interpreter 13,

Boot or Logon
Autostart
Execution 14

Manipulation (5

Account
Manipulation 7

Caontainer Administration
Comman

Deploy Container

ESXi Administration
Command

Exploitation for Client
Execution

Hijack Execution
Flow 3

Valid Accounts 4 n

Input Injection

Wi-Fi Metworks

XPERTS26

Inter-Process
Communication gz
Mative AP

Paoisoned Pipeline
Execution

Scheduled Task/Job 5, II

Boot or Logon

Initialization Seripts

Boot or Logon
Putostart
E

Cloud Application
Integration

Compromize Host
Software Binary

Create Account 3,

Create or Madify
System Process g,

Event Triggered
Execution 3

Exclusive Contral

External Remote
Services

Implant Internal
Image

DN (74

Boot or Logon
Initialization Scripts

Build Image on Host
Debugger Evasicn
Delay Execution

Desbfuscate/Decode Files ar
Information

Direct Volume Access

Create or Maodify
System Process g,

Dromain or Tenant
Policy Modification @

Execution Guardraila ., n

Toals ()
- Credentials from
Domain or Tenant Pasaward Storea g,

Pelicy Modification 3

Exploitation for
Credential Access

Downgrade Attack

Exploitation for Farcad
Defense Impairment Authentication
File and Directary Forge Web

Permizsions

Credentials iz,
Madification o,

Escape to Host

ati
Privilege Escalation

Input Capture ;4

Serverless Execution
Shared Modules

Software Deployment
Tools

System Services ;5

Maodify Authentication
Process

Process Injection 1z

Scheduled
Task/Job g,

Walid Accounts (g,

Exploitation for Stealth Meodify Authentication
Process baodify
Hide Artifacts ;14 Authentication
— Medify Cloud Process .,
Hijack Execution Flow (2, Compute
— Infrastructure 5 Muki-Factor
Indicator Remaval g, - Authentication
- Modify Cloud Interception
Indiract Command Executicn Rescurce Hierarchy
Multi-Factor
Masquerading rz; Modify Registry Authentication
Request Generaticn
Obfuscated Files or Modify System
Information ;g Image ;o Metwork Sniffing
Pre-05 Boot 5 Network Boundary 05 Credential
- Eridging (1 Dumping z;

Proceas Injection 1z

Maodify Registry

Power Settings

Trusted Develop

Lhilities Proxy Pre-05 Boot (5

Execution 3 -
Scheduled

User Execution Task/Job 5,

Windows Management
Instrumentation

Server Software
Component g

Software
Extensions 3

Traffic Signaling (z)

Valid Accounts g,

Reflective Code Loading
Roaotkit

Selective Exclusion
Social Engineering z;

System Binary Proxy
Execution .4

Systemn Script Proxy
Execation oy

Plist File Maodification Steal Application
Access Token

Prevent Command
History Logging Steal or Forge
Authentication

Certificates

Steal or Forge
Kerberos Tickets =

Rogue Domain
Contraller

Safe Mode Boot

Steal Web Session
Coaokie

Subwvert Trust
Controls 1

Weaken Encryption

Template Injection
Traffic Signaling =)

Trusted Developer Ltilities
Proxy Execution ;5

Unused/Unsupported Cloud
Regicns

Unzecured
Credentiala (g

Browser Information
Discovery

Cloud Infrastructure
Discovery

Cloud Service Dashboard
Cloud Service Discovery

Cloud Szorage Object
Discovery

Container and Rescurce
Discovery

Debugger Evasion

Device Driver Discovery
Domain Trust Discowvery
File and Directory Discovery
Group Palicy Discovery
Local Storage Discovery
Log Enumeration

Metwaork Service Discovery
Netwaork Share Discovary
Metwork Sniffing

Password Policy Discovery
Peripheral Device Discovery

Permission Groups

Discovery i,

Proceas Discavery
Query Registry
Remaote System Discovery

Software Discovery ;7 [

System Information
Discovery

System Location
MERCOvANY ..
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Spearphishing

Lateral Toal Tranafer

Remate Sarvices iz [

Replication Through
Removable Media

Saftware
Deployment Teols

Taint Shared Content

Use Alternate
Authentication

Material 4,

Data 1z

Audio Capture
Autonated Collection

Erowser Session
Hijacking

Clipboard Data

Through Remaovable
Media

Content Injection
Data Encoding 3,

Data Obfuscation )

Limits

Data Encrypted for

Exfiltration Over Impact
Altermative

Protocal 5 Data Manipulation
Exfiltration Over C2 Defacement o,
Channel

Dynamic Resolution 3|

Exfiltration Over
Other Netwark

Data from Cloud Encrypted Channel Medium
Storage
Fallback Channels Exfiltration Over
Data from Phyaical Medium
Configuration Hide Infrastructure -
Repository . Exfiltration Over
- Ingress Tool Transfer Web Service 1y
Data from
Information Multi-Stage Channels Scheduled Transfer
Repositories (g
- Mon lication Layer Transfer Data to
Data from Local Protocol Cloud Account
System
Mon-Standard Part
Data from Metwork
Shared Drive Pratocol Tunneling

Diata from Removable
edia

Data Staged )

Remote Access
Tools ;3

Email Collection

Traffic Signaling )

Input Capture 4

Web Service g,

Screen Capture
Video Capture

Disk Wipe z;
Email Bombing
Endpaint Denial of

..
Financial Theft

Firmware Corruption

Inhibit System Recovery

Network Denial of "
Service

Resource Hijacking iy [

Service Stop

System
Shutdown/Reboot
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How an attacker operates

Reconnaissance Resource

Development
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Initial Credential Lateral Command and

Access Persistence Stealth — Movement Control Impact
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An example...

Initial Access

11 technigues

Content
Injection

Drive-by
Compromise

Exploit Public-
Facing
Application

Externa
Remote
Services

Hardware
Additions

| Phishing ;4 !I“

Replication
Through
Removable
Media

Supply Chain
Compromise 5

Trusted
Relationship

Valid
Accounts g

Wi-Fi Netwaorks

-l
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TTP-First Core Focus

The challenge is understanding what the attacker is doing — fast enough to stop them

« Detect attacker behavior early Iidentify tactics and
techniques before impact, not after compromise.

« Connect the dots across events Correlate email,

endpoint, network, and application signals into a single attack
story.

* Investigate using a common language Use
MITRE ATT&CK to describe what the attacker is doing, not just
what fired.

 Reduce detection & investigation time Move from

hours/days of manual analysis to minutes with contextual
investigation.

« Enable confident response Analysts act with clarity —
and responses become candidates for automation.

::: ):PERT826 © Fortinet Inc. All Rights Reserved. Proprietary and Confidential. 17



The Attack Story

One Attack, Five Phases

An external attacker progresses step-by-step through the environment,
leaving partial signals at each phase.

A0040
Impact

Web Defacement

Each lab represents a phase of the same attack, observed and
investigated through MITRE ATT&CK behaviors, not isolated alerts.

E:E ):PERT826 © Fortinet Inc. All Rights Reserved. Proprietary and Confidential. 18
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From Tools to Telemetry Architecture

Telemetry Correlation
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Data Flow Architecture

Sensors = Observations

(i)
//1’5 Telemetry - Events

! Normalization - Comparable data
%T%(E MITRE Tagging = Behavioral meaning

| ':,'.-'-'::| Correlation - Attack story

-

Incident - Decisions-ready case

=2 XPERTS26

Telemetry Roles

FortiAnalyzer
— Centralized log intelligence
— Parsing & enrichment
— Structured visibility

FortiSIEM
— Multi-source correlation
— Incident logic
— Timeline construction

© Fortinet Inc. All Rights Reserved. Proprietary and Confidential.
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The architecture

Attacker
Kali
S 4 N
| | M
FortiMail
) FortiEDR
Web Server FortiWeb FortiAnalyzer Cloud
Linux
@ FortiSIEM FortiSIEM
Collector
Internal User Active
Windows Directory
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The Attacker

Motivation MO_?US Opderlandi | )
« Public defacement as a visibility and argeted, low-volume attacks (not mass
campaigns)

reputational attack
 Demonstrate persistent access to the
environment

 “Low and slow” techniques
* Abuse of legitimate channels (email,

HTTPS)
« (Cause brand and customer trust
impact  Clear progression through MITRE
ATT&CK tactics

=2 X PERTS26
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One Attack, Five Phases

® Reconnaissance ® command & Control ® Impact
The attacker gathers information After execution, the compromised The attacker executes their
about the target host establishes outbound objective: data exfiltration,
communication with the attacker ransomware deployment, business

disruption, or sabotage.

—e o] [ ] =
Phishing Internal Discovery
A crafted email or message is The attacker explores the internal
delivered to trick a user into clicking network — enumerating users,
a link, opening a file, or submitting servers, shares, privileges, and
@ credentials. ® security controls.
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Acceso al laboratorio

A~

NDR (Network Detection & Response)
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RESUME!
(¢

https://latam.amerintixperts.com/sec
ops/TTP-First26/00-ttp-index.html
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User: amerintlxperts
Pass: xPerts2026!
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Phase 1 — External Reconnaissance

Activities
Scarlet Jackal begins passive and active SOC Reality
reconnaissance against Latam Retail Group. * Low-severity scanning alerts
 No immediate response
|[dentifies:
Public web portals MITRE Focus
Eé?eor?t?adl taettcahcnkds%?'lfzze related to campaigns * Reconnaissance (T1 595, T1 046)
» The attack starts here — but no one
Activity includes: calls it an incident.

Selective scanning
Gradual service enumeration

=2 X PERTS26



Phase 2 — Phishing for Initial Access

 Activities - SOC Reality

« Using information gathered during - Email and endpoint alerts appear separately
reconnaissance, the attacker launches a . . .
targeted phishing campaign: « No connection to previous reconnaissance

« Email impersonates:
» Aninvoice - MITRE Focus

» Atrusted supplier document - |nitial Access (T1566)

A corporate user executes the payload - Execution (T1204)

* Results in: » One click bridges the external world with the

« |Local code execution internal hetwork.
« Simulated persistence attempts

« |nitial internal network activity

30 min

=2 X PERTS26 31



Phase 3 — Command & Control Communication

 Activities « SOC Reality

« The compromised host establishes outbound
communication:

Traffic appears normal

* No correlation with phishing or execution
» Periodic beaconing activity

» Encrypted outbound traffic

« Use of common, legitimate protocols  MITRE Focus

« Command and Control (T1071, T1095)

* The attacker is inside — and no one knows
yet.

50 min

=2 X PERTS26



Phase 4 — Internal Discovery - Lateral Movement

Activities - Business Impact

With stable access, Scarlet Jackal begins « Brand damage

exploring the internal environment:
» Loss of customer trust

Discovers:
 |nternal segmentation

« Executive-level escalation

» DMZ-hosted web servers
- Paths to public-facing assets « MITRE Focus

|dentifies the route to the final target « Impact (T1491)

« The SOC “detects” the attack when it
becomes visible to everyone.

\/ 30 min
A

/ N\
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Phase 5 — Web Defacement

Activities

The attacker leverages internal knowledge
to:

Access the web server in the DMZ
Modify public content

Publish a visible defacement message

XPERTS26

Business Impact

Brand damage

Loss of customer trust
Executive-level escalation
MITRE Focus

Impact (T1491)

The SOC “detects” the attack when it
becomes visible to everyone.

30 min

34
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